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Preface

These lecture notes are intended to serve as an introduction to Iris, a higher-order concurrent
separation logic framework implemented and verified in the Coq proof assistant.

Iris has been developed over several years in joint research involving the Logic and Seman-
tics group at Aarhus University, led by Lars Birkedal, and the Foundations of Programming
Group at Max Planck Institute for Software Systems, led by Derek Dreyer. Lately, the devel-
opment has involved several other international research groups, in particular the group of
Robbert Krebbers at TU Delft.

The main research papers describing the Iris program logic framework are three conference
papers [9, 7, 10] and a longer journal paper with more details on the semantics and the latest
developments of the logic [8]. These papers, and several other Iris related research papers, can
all be found on the Iris Project web site:

iris-project.org

At this web site one can also get access to the Coq implementation of Iris.

Design Choices It is not obvious how one should introduce a sophisticated logical framework
such as Iris, especially since Iris is a framework in more than one sense: Iris can be instantiated
to reason about programs written in different programming languages and, moreover, Iris has a
base logic, which can be used to define different kinds of program logics and relational models.
We now describe some of the design choices we have made for these lecture notes.

These lecture notes are aimed at students with no prior knowledge of program logics. Hence
we start from scratch and we focus on a particular instantiation of Iris to reason about a core
concurrent higher-order imperative programming language, Aef conc- (As Martin Hyland once
put it [5]: “One good example is worth a host of generalities”.)

We start with high-level concepts, such as Hoare triples and proof rules for those, and then,
gradually, as we introduce more concepts, we show, e.g., how proof rules that were postulated
at first can be derived from simpler concepts. Moreover, new logical concepts are introduced
with concrete, but often artificial, verification examples. The lecture notes also include larger
case studies which show the logic can be used for verification of realistic programs. A word of
caution to the reader. The beginning of the lecture notes, until about Section 4, is rather formal
and abstract. Do not be disheartened by it. This part is needed in order to fix notation, and
explain the basic structure of reasoning used in concrete examples of program verification later
on.

Since the Iris logic involves several new logical modalities and connectives, we present ex-
ample proofs of programs in a fairly detailed style (instead of the often-used proof outlines).
We hope this will help readers learn how the novel aspects of the logic work.

We have included numerous exercises of varying degree of difficulty. Some exercises intro-
duce reasoning principles used later in the notes. Thus the exercises are an integral part of the
lecture notes, and should not be skipped.

When we introduce the logic, we only use intuitive semantics to explain why proof rules are
sound. For the time being we refer the reader to a research paper [8] for an extensive description
of the model of Iris. There are several reasons for this choice: the formal semantics is non-trivial
(e.g., it involves solutions to recursive domain equations); the semantics is really defined for the
base logic, which is only introduced later in the notes; and, finally, our experience from teaching
a course based on the these lecture notes is that students can learn to use the logic without being
exposed to the formal semantics of the logic.


http://iris-project.org

Since Iris comes with a Coq implementation, it would perhaps be tempting to teach Iris
using the Coq implementation from the beginning. However, we have decided against doing
so. The reason is that our students do not have enough experience with Coq to make such an
approach viable and, moreover, we believe that, for most readers, there would be too many
things to learn at the same time. We do include a section on the Coq implementation and
also describe all the parts of Iris needed in order to work with the Coq implementation. The
examples in the notes have been formalized in the Iris Coq implementation and are available at
the Iris Project web site.

We have not attempted to include references to original research papers or to include his-
torical remarks. Please see the Iris research papers for references to earlier work.

Acknowledgements We thank the students of the Program Analysis and Verification course at
Aarhus University for providing feedback on an early version of these notes. We thank Ambal
Guillaume, Jonas Kastberg Hinrichsen, Marianna Rapoport, and Lily Tsai for valuable feedback.
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1 Introduction

The goal of these notes is to introduce a powerful logic, called Iris, for proving partial functional
correctness of concurrent higher-order imperative programs. Partial correctness refers to the fact
that when a program is proved correct with respect to some specification this only guarantees
that if the program terminates then its result will satisfy the stated property. If a program does
not terminate then the specification says nothing about its behaviour, apart from that it does
not get stuck. (Knowing that an infinite computation does not get stuck can also be useful: it
means that the program is safe and thus in particular that there are no memory errors such as
trying to read from a location which does not exist in memory.)

Iris is a higher-order logic. This means in particular that program specifications can be
parametrized by arbitrary propositions. One of the main benefits of this is that the generality
of higher-order logic specifications support modularity: libraries and modules can be specified
and proved correct once and for all, and different clients, or users, of the library can be verified
in isolation, using only the specification (and not the implementation) of the library the clients
are using.

Iris supports verification of concurrent programs, by the use of so-called ghost state, and
invariants. Invariants are a mechanism that allows different program threads to access shared
resources, e.g., read and write to the same location, provided they do not invalidate properties
other threads depend on, i.e., provided they maintain invariants. Ghost state is a mechanism
which allows the invariants to evolve over time. It allows the logic to keep track of additional
information that is not present in the program code being verified, but is nonetheless essential
to proving its correctness, such as relationships between values of different program variables.

In these notes, we introduce Iris gradually, starting with the necessary ingredients for rea-
soning about simple sequential programs, and refining and extending it until the logic is ca-
pable of reasoning about higher-order, concurrent, imperative programs. After that we show
how the logic can be simplified into a minimal base logic in which all the rules which were used
previously can be derived as theorems.

The examples used to introduce and explain the rules of the logic are often minimal and
somewhat contrived. However the notes also contain larger case studies, in separate sections,
which show that the logic can be used also to verify and reason about larger, and more realistic,
programs. These case studies also illustrate modularity of the logic more clearly. More case
studies can be found on the Iris project home page.!

2 Programming Language

A program logic is used to reason about programs, that is, to specify their behaviour. The pre-
cise rules of the logic depend on the constructs present in the programming language. Iris is
really a framework, which can be instantiated to a range of different programming languages,
but in order to learn about Iris, it is useful first to get some experience with one particular
choice of programming language. Thus in this section we fix a concrete programming lan-
guage, which we will use throughout the notes. Our language of choice, denoted A,ef conc, is an
untyped higher-order ML-like language with general references and concurrency. Concurrency
is supported via a primitive, fork {e}, for forking a new thread to compute ¢, and via a primitive
compare and set, CAS, operation. This is the only synchronization primitive in the language.
Other synchronization constructs, such as locks, semaphores, etc., can be defined in the lan-
guage, and indeed we implement and give specifications to two different kinds of locks. The

1iris—project.org
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syntax and the operational semantics is shown in Figure 1.

Syntax sugar In addition to the given constructs we will use additional syntax sugar when
writing examples. We will write Ax.e for the term rec f x := e where f is some fresh variable
not appearing in e. Thus Ax.e is a non-recursive function with argument x and body e. We
will also write let x := e; in e, for the term (Ax.ep)e;. This is the standard let expression, whose
operational meaning (see the operational semantics below) is to evaluate the term e; to a value
v, and then evaluate e,[v/x], i.e., the term e, with the value v substituted for the variable x.
Referring to function definitions can be quite verbose, e.g., loop £ rec loop ():=(); loop (). As
such, we often collapse the outer-most binding with the function binding, and simply write

loop () = (); Loop ().

Operational semantics The operational semantics is defined by means of pure reductions,
one-step reductions involving the heap, and general reductions among configurations. A con-
figuration consists of a heap and a thread pool, and a thread pool is a mapping from thread
identifiers (natural numbers) to expressions, i.e., a finite set of named threads. Note that reduc-
tion of configurations is nondeterministic: we may choose to reduce in any thread in the thread
pool. This reflects that we are modelling a kind of preemptive concurrent system. Any thread
can be suspended at any time while some other thread gets to run. Further note that reduction
of a fork {e} expression in thread i proceeds by creating a new thread, with thread identifier j,
whose initial expression is e, and that the result of evaluation fork {e} is the unit value (). Eval-
uation contexts are used to specify the evaluation strategy, that is, where the next reduction
in a thread may take place. We use a call-by-value, left-to-right, evaluation strategy. Left-to-
right refers to the evaluation of function applications, pairs, and binary operations, assignment,
and compare and set CAS. For example, the pair (e, e,) is evaluated by first evaluating e, (the
leftmost term), and then e,. We finally remark on the compare and set CAS primitive: in a heap
h, compare and set CAS(¢,v,v’) atomically, that is, in one reduction step, looks up the value of ¢
in h, compares it to v, and if it equals v, updates h(£) to contain v’. (On real machines, CAS may
only be used to compare values that fit in a machine word, such as pointers and integers — for
simplicity, we do not formalize such a restriction here; see [18] for an example of how it may be
done.)

Let us illustrate an execution of a simple concurrent program. The program allocates a
new location with initial value 0 and creates a new thread which updates the location to 3 and
terminates. The main, i.e., original, thread waits until the location has been changed from 0 at
which point it reads it and adds 1 to it. The program is written as follows.

let x :=ref (0) in
let y :=fork {CAS(x,0,3)} in
(rec f :=if Ix=0then f() elsex « !x+1)()

Let us call it e.

Exercise 2.1. Come up with at least two different executions of this program. &

3 The Logic of Resources

Iris is a higher-order logic. A logic is used to state and prove properties of “things”. For instance,
a natural number is such a “thing”, as is a list of natural numbers, a value of a programming



Syntax

xy,f € Var
¢ € Loc
n € Z
©® = +|-|=x]=|<]--

Val v u= ()|true|false|n|€|(v,v)|injyv]injv|recf (x):=e

Expr e = x|n|e®@e|()|true|false|ifethencelsee]|l
| (ee)|mel|m,elinjy e]inj; e| matchewithinj; x = e|inj, y = eend
| recf(x):=elee
| ref(e)|!e|e« e|CAS(ee,e)|fork {e}

ECtx E == -|E®e|v@E]|ifEthenceelsee|(E,e)|(v,E)|m; E| 7y E|inj; E|inj, E
| match Ewithinj; x=e|inj,y=eend|Ee|vE|ref(E)|!E|E«e|v«E
| CAS(E e,e’)| CAS(v,E,e) | CAS(v,v’,E)

Heap h e Loc™™val

TPool £ € N—\Expr

Config ¢ == (hE)

Pure reduction

’ Pge ”

vOU ifv'=verv
. pure
if truethene; elsee; ~ ¢
. pure
if false thene; elsee; ~» e
pure
i (v1,v2) ~ v
. b . pure
match inj; v with inj; x; = eq | inj; x; = ey end "~ e;[v/x;]
ure
(rec f x:=e)v PS el(rec f x:=e)/f,v/x]

Per-thread one-step reduction

. ure
h,e’) if e P° ¢’

)~ (h,

(h,ref (v)) ~ (h[€ > v],€) if ¢ 2 dom(h)
(B,1€) ~ (h,h(L)) if £ € dom(h)
(h€ —v) ~ (h[€ —v],()) if £ € dom(h)

(h,CAS(€,v1,v5)) ~ (h[€ — vy ], true) if h(¢) = v,

(h, CAS(¢,v1,v,)) ~ (h,false) if h(€) = v,

Configuration reduction
(h,e) ~~ (K,e") j e dom(&) Ui}
(h&li > Ele]) - (W, €[i > E[/T)  (hEli — Elfork {e}]]) — (n,€[i — E[O][j — el)

Figure 1: Syntax and Operational Semantics of Aef conc-



language, etc. These things need to be written in some language. In the case of Iris the under-
lying language of “things” is simple type theory with a number of basic constants. These basic
constants are given by the signature S.

Note that this language of “things” is different from the programming language introduced in
Section 2. In fact terms of the programming language are one of the “things” we reason about.
It is regrettable that the notation is often very similar, e.g.,, both the language of terms of Iris as
well as the programming language have lambda abstraction, pairs, sums. We hope the reader
will get used to the distinction.

We introduce the different notions of Iris step by step, starting with a minimal separation
logic useful for a sequential language.

Syntax. Iris syntax is built up from a signature S and a countably infinite set Var of variables
(ranged over by metavariables x, v, z). The signature in particular contains a list of function
symbols F with their arities, i.e., their types. For a function symbol F we write F : 7y,...,7, —
T,+1 € F to mean that it can be applied to a tuple of terms of types 7y,...,T,, and the result is of
type T,41. An example of a function symbol is addition of integers. Its arity is Z,Z — Z where
Z is the type of integers.

The types of Iris are built up from the following grammar, where T stands for additional
base types which we will add later, Val and Expr are types of values and expressions in the
language, and Prop is the type of Iris propositions.

tu=T|Z|Val|Expr|Prop|1l|t+t|TtXT|T>7T

The corresponding terms of Iris are defined below. They will be extended later when we intro-
duce new concepts of Iris, and some of the terms that we treat as primitive now will turn out to
be defined concepts.

t,Pu=x|n|v|e|F(ty,...,t,) |
O (&)t Ax: T e[ 1(t) |
inlt |inrt | case(t, x.t,y.t) |
False | True|t=,t|P=P|PAP|PVP|P+P|P—P|
dx:7.P|Vx:7.P|
OP|>P|
{Pyt{P}]

t>t

where x are variables, n are integers, v and e range over values of the language (i.e., they are
primitive terms of types Val and Expr), and F ranges over the function symbols in the signature
S.

The term () is the only term of the unit type 1, (¢,t) are pairs, 7;t is the projection, Ax: 7. ¢
is the lambda abstraction and t(t) denotes function application. Next there are introduction
forms for sums (inl and inr) and the corresponding elimination form case.

The rest of the terms are logical constructs. Most of them are standard propositional con-
nectives. The additional constructs are separating conjunction (*) and magic wand (-+), which
will be explained in Section 3. Then there are the later modality » P, explained in Section 6, and
the persistently modality O P, explained in Section 7. Finally we have the Hoare triples {P} t {P}
and the points-to predicate t — ¢, which are explained in Section 4.

The typing rules of the language of terms are shown in Figure 2. The judgments take the
formI' kg t: 7 and express when a term ¢ has type 7 in context I, given signature S. The variable



context I' assigns types to variables of the logic. It is a list of pairs of a variable x and a type 7
such that all the variables are distinct. We write contexts in the usual way, e.g., x1 : 71, %, : 75 is
a context.

Well-typed terms of the basic logic

Frt:T Ox:t,y:t'rt:it O,x:7,yp:t" Lkttt
X:iTHX:T Ox:t'rt:r Ox:t'rt[x/y]:t I,x:t"y: 7 Lk ty/x,x/y]: T
F'rt;:my Ikt 7, Fity,..oty > 11 €F v eVal e € Expr
TrF(ty,... ty): Tyet I'rv:Val I'+e:Expr
Frt:my Tru:t, THt:T X1y ie{1,2} Ix:trt:t
re():1 Tr(tu):1 X1y Tbmt:T FFixt:t—>7

Trt:t—1 u:T
Trt(u): 7

IF'rt:t lru:t I'-P:Prop I'-Q:Prop
I'+False: Prop I'+True: Prop I'+t=;u:Prop I'-P=Q:Prop

I'-P:Prop I'+Q:Prop I'+P:Prop I'-Q:Prop I'-P:Prop I'-Q:Prop

F'PAQ:Prop IF'rPVvQ:Prop F'rP+Q:Prop
I['+P:Prop I't+Q:Prop I,x:TrP:Prop Ix:TtrP:Prop
['+P—=Q:Prop I't3x:7.P:Prop I'tVx:7.P:Prop

Figure 2: Typing Rules for Terms of the Logic

3.1 Propositions and entailment
The entailment rules of the logic are of the form
F'IPrQ

and, as usual, intuitively express that Q is provable from assumption P. Here P and Q are
supposed to be well-typed propositions, i.e., I'+ P : Prop and I' + Q : Prop.

When stating the rules of the logic we omit the context I' if it does not change from premises
to the conclusion of the rule. Moreover if there are multiple premises then we assume that the
omitted context I is the same in all of them. The rules can be found in Figure 3. The first set
of rules are the standard entailment rules of intuitionistic? higher-order logic. In addition, we
have rules for the new logical connectives * and «. We explain the new rules in the following.

In Figure 4 on page 12 we list additional rules which state how different connectives interact.
These rules are derivable.

2Intuitionistic refers to the fact that we do not assume the law of excluded middle True - P v —P. This law is
incompatible with some of the features of the logic we introduce later.



Terminology A word about terminology. We generally use “proposition” for terms of type
Prop and “predicate” for terms of type T — Prop for types t. However the distinction is not
so clear since, if P : T — Prop is a predicate and x : 7, then Px is a proposition. Moreover,
propositions can be thought of as nullary predicates, that is, predicates on the type 1. Thus the
decision of when to use which term is largely a matter of convention and is not significant.

Intuition for Iris propositions Intuitively, an Iris proposition describes a set of resources.
A canonical example of a resource is a heap fragment. So far we have not introduced any
primitives for talking about resources. One such primitive is the “points-to” predicate x — v,
which we will use extensively in Section 4 in connection with Hoare triples. For now it is
enough to think of x — v as follows. It describes the set of all heap fragments that map location
x to value v (in particular location x needs to exist in the heap).

In addition there is another reading, another intuition, for Iris propositions. Propositions
assert ownership of resources. For example, x = v asserts that we have the sole authority, i.e.,
exclusive ownership, of the portion of the heap which contains the location x. This means that
we are free to read and modify the value stored at x. This intuition will become clearer in con-
nection with Hoare triples, and the ownership reading of propositions will become particularly
useful when programs contain multiple threads.

With this intuition the proposition P+ Q describes the set of resources which can be split up
into two disjoint parts, with one part described by P and the other part described by Q.

For example, x — u*y > v describes the set of heaps with two disjoint locations x and v, the
first stores u and the second v.

The proposition P -+ Q describes those resources r which satisfy that, if we combine r with
a disjoint resource described r’ by P, then we get a resource described by Q. For example, the
proposition

XU~ (X > Uy > V)

describes those heap fragments that map y to v, because when we combine it with a heap
fragment mapping x to u, then we get a heap fragment mapping x to u and y to v.

In the following section it suffices to think of resources as heap fragments. Later on, we will
see much more sophisticated notions of resource and much more refined notions of ownership,
including shared ownership, than that captured by simple points-to predicate. When r is a
resource described by P, we also say that r satisfies P or that r is in P.

Entailment relation Entailment rules are often presented using a sequence of formulas to-
gether with a number of structural rules, which manipulate such sequences of assumptions.
Here instead, the assumption of the entailment rules consists of only a single formula, and
the structural rules are replaced by appropriate uses of transitivity of entailment together with
properties of conjunction and separating conjunction, such as associativity, commutativity, and
weakening. We have chosen this single-assumption style of presentation because otherwise we
would have needed two ways of extending the sequence of formulas, one corresponding to or-
dinary conjunction and one corresponding to separating conjunction. The intuition reading of
an entailment P + Q is that, for all resources r, if r is in P, then r is also in Q.

3.2 Rules for separating conjunction and magic wand

We now explain the logical entailments for separating conjunction and the magic wand based
on the resource reading of propositions. First recall that we read the proposition P * Q as con-
taining those resources r which can be split into two resources r; and r,, with r; satisfying P



and r, satisfying Q. What it means to split a resource is dependent on the particular notion of
a resource. For example, if the resources are heap fragments then splitting means splitting the
heap: some locations go to one subheap, the others to the other.

Weakening The rule

*-WEAK

P]*le-Pl

states that we can forget about resources. This makes Iris an affine separation logic.> With the
resource reading of propositions this rule restricts the kind of sets that can be allowed as sets
of resources.

For instance, if resources are heaps then the points-to predicate x — v contains those heaps
which map x to v, but other locations can contain values as well. Then, for instance, the rule

X UrY—>VvEXH U

is clear: On the left-hand side we have heaps which map the location x to u and the location
v to v. Any such heap in particular maps x to u, so is in the set of resources described by the
right-hand side.

The associativity and commutativity rules

*-ASSOC *-COMM

Pl*(P:)_*P?)) 4+ (Pl*Pz)*P?) PI*PZ —H—Pz*Pl

are basic structural rules. The symbol - is used to indicate that the rule can be used in both
directions (so that we do not have to write two separate rules for associativity). The above rules
hold because “to separate” is a commutative and associative operation.

Separating conjunction introduction The introduction rule

*]
POy PrQ,

PP FQxQy

states that to prove a separating conjunction Q; * Q, we need to split the assumptions as well
and decide which ones to use to prove Q; and which ones to use to prove Q,. Compared to
the introduction rule for ordinary conjunction (AI), this splitting of assumptions restricts the
basic structural properties of *. For instance, P I P * P is not provable in general. However, this
“limitation” allows us to state additional properties in combination with primitive resource
assertions. For instance, if resources are heaps then we have the following basic property of the
points-to predicate

x> v*x > ut+ False.

Note that if we used ordinary conjunction in the above axiom, then we would be able to derive
—(x — v) for all x and v, making the points-to predicate useless.

3Sometimes called intuitionistic separation logic, but that terminology is ambiguous since it can also refer to the
absence of the law of excluded middle or other classical axioms.



Magic wand introduction and elimination

| —~«E
R+PrQ RiFP—+Q Ry+P
RrP—=Q Ri*R+Q

The magic wand P - Q is akin to the difference of resources in Q and those in P: it is the set of
all those resources which when combined with any resource in P are in Q. With this intuition
the introduction rule should be intuitively clear.

The elimination rule is similar to the elimination rule for implication (=E), except that we
need to split the assumptions and decide which ones to use to prove the magic wand and which
ones to use to prove the premise of the magic wand.

Example derivation of a derivable rule We show one derivation of a derivable rule here to
illustrate how the rules for separating conjunction and magic wand are used, and how these
connectives interact. We leave the others as exercise for the reader.

Example 3.1. We show

*-V-COMM

P+(QVR)4P+QVP=*R

The direction from right to left is immediate since we have P*Q F P+(QVR) and PR+ P+(QVR)
by monotonicity of * and V-introduction.

The direction from left to right relies on the existence of the wand.*

Consider the following proof tree (where we omit use of structural rules such as commuta-
tivity of *)

P+xQrPx+Q P+R+P=*R
P+QrP+QVP=R P+*R+-P+QVP=*R
QFP = (P+*QVP=R) R+P—~«(P+QVP=R)
QVRFP—=(P+*QVP=*R)

P+(QVR)FP+QVP=%R

Notice we made essential use of the following two rules

=] —~«E’
R+P+Q PrQ—=R
RrP—-Q P+QFrR

The first is the introduction rule for «, and the second one is easily derivable. We make use of
the « to “move” the part of the context into the conclusion. This allows us to use the elimination
rule for disjunction. |

The other rules are derivable in an analogous way.

Exercise 3.2. Following the example above derive the following two rules:

*-J-coMM A-d-comm
x ¢ FV(P) x ¢ FV(P)
Px+dx. ® 4+ dx. P+ D PAdx. @ 4-dx. PAD

¢

4Indeed, for those familiar with adjoint functors, it is a consequence of the general categorical fact that left adjoints
preserve colimits.
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We have the usual 7 and  laws for projections, A and p.

UNIT-1] A-n
Frt:1 A-p x not freein e Fre:t > 1,
Frt=() T (Ax:t.eq)(ey) =eq[en/x] '+ (Ax.e(x))=e
TN
n-p Fre:tyx1, INL-f

T'rmi(e,ep) =e;

INR-f3

'+ case(inre, x.e1,p.65) = e;[e/y]

I'+e=(me mye)

I'+ case(inle, x.ey,v.65) = ey [e/x]

CASE-1]

Tre:t+o Iz:t+okre :p

I+ case(e, x.e[inlx/z], p.eq [inr y/z]) = ey [e/z]

Laws of intuitionistic higher-order logic with equality. Standard rules.

W-T E-T C-T SuBsT
I'PrQ Lx:t,y:0|PFQ ILx:t,9:0|P+FQ 'M:t Lx:t|P+Q
Ix:7t|P+Q Ly:o,x:7|PrQ [,x: 7| Plx/y]+ Qx/v] [ | P[M/x]+ Q[M/x]
TrANS Ea
Asm PrQ QrR T,x:t+Q:Prop T|PrQ[t/x] T|Prt=,t  EQRem
PrP P+R ['|P+ Q[t/x] Prt=,t
EqQ-Symm Eo-TraNs 1E AL
Prt=,u Prti=t Prty=;13 Q+ False T1 R+P R+Q
Pru=,t Prty =13 QrP QF True RFPAQ
AEL AER VIL VIR VE
R+PAQ R-FPAQ R+P R+Q SFPVQ SAPFR SAQFR
R+P R+Q R+PvQ R+PvQ SER
=1 =E VI YE
RAPHQ RrP=Q R+ P Fx:t|Q+P F'QrVYx:t.P Frt:tT
RrP=Q RrQ I'QrV¥x:7.P 'l QFr P[t/x]
I dE
I'|QFr P[t/x] Frt:t I'R+3dx:7.P Ix:t|RAPFQ
rQrix:z.p I'R+Q
Laws of (affine) bunched implications.
=]
*-WEAK *-ASSOC *-COMM Pl "Q] PZ"QZ
P «Pr Py Py # (Py# P3) Ak (P * Py) * P3 Py «Py - Py« Py Py «PyQrxQ)
-] —~+E
R+P+Q Ri+P—+Q R, +P
R-P—=Q Ri*Ry+Q

Figure 3: Logli(_ial entailment



—~«E’ *-1-coMM A-d-comm

PrQ—=R *-V-comm x ¢ FV(P) x ¢ FV(P)
P+QFrR P+(QVR)4-P+QVP=+R P+dx. @ 4+ dx. P+ D PAdx. ® 4+dx. PAD

Figure 4: Derivable rules for interaction of connectives.

3.3 Basic mathematical constructions in Iris

Reasoning about programs involves translating effectful behaviour into mathematical speci-
fications, e.g., a program manipulating linked lists will be specified by using operations on
mathematical sequences. For this reason we need to define and reason about such mathemat-
ical objects in the logic. For the purposes of these lecture notes we will assume that we can
define and reason about such objects as in ordinary mathematics. This is justified since it is
known that in a higher-order logic with a type of natural numbers and suitable induction and
recursion principles for it, most mathematical concepts, such as lists, trees, integers, arithmetic,
rational, real, and complex numbers, are definable. The encoding is beyond the scope of these
notes, so we omit it.

4 Separation Logic for Sequential Programs

To get basic separation logic we extend the basic logic of resources with two new predicates:
Hoare triples and the points-to predicate. Hoare triples are basic predicates about programs
(terms of type Expr) and the points-to predicate x — v is a basic proposition about resources,
which at this stage can be thought of as heap fragments.

The new constructs satisfy the following typing rules.

I'-P:Prop I'+e:Expr '+ ®:Val — Prop ['+¢:Val ['+v:Val
I'-{P} e{®}: Prop I'+¢—v:Prop

The intuitive reading of the Hoare triple {P} e {{} is that if the program e is run in a heap
h satisfying P, then the computation does not get stuck and, moreover, if it terminates with a
value v and a heap F’, then h’ satisfies @ (v). Note that @ has two purposes. It describes the value
v, e.g., it could contain the proposition v = 3, and it describes the resources after the execution
of the program, e.g., it could contain x +— 15. At this stage the precondition P must describe
the set of resources necessary for e to run safely, if we are to prove the triple. Informally, we
sometimes say that P must include the footprint of e, those resources needed for e to run safely.
For example, if the expression e uses a location during evaluation (either reads to or writes from
it), then any heap fragment in P must contain a value at that location. As a consequence, if the
expression is run in a heap with location ¢, which is not mentioned by P, then the value at that
location will not be altered. This is one intuition for why the frame rule below is sound.

Later on, in Section 8, not all resources needed to execute e will need to be in the precon-
dition. Resources shared by different threads will instead be in invariants, and only resources
that are local to the thread will be in preconditions. But that is for later.

Laws for the points-to predicate As we described above the basic predicate x — v describes
those heap fragments that map the location x to the value v.
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The essential properties of the points-to predicate are that (1) it is not duplicable, which
means that

v+l v | False
and (2) that it is a partial function in the sense that
L v ALV Fy 0.

Other properties of the points-to predicate come into play in connection with Hoare triples
and language constructs which manipulate state.

Laws for Hoare triples The basic axioms for Hoare triples are listed in Figure 5 on page 16.
They are split into three groups. First there are structural rules. These deal with transforming
pre- and postconditions but do not change the program. Next, for each elimination form and
basic heap operation of the language, there is a rule stating how the primitive operation trans-
form pre- and postconditions. In the third group we list two more structural rules which allow
us to move persistent propositions, that is, propositions which do not depend on any resources,
in and out of preconditions.

In postconditions we use v.Q to mean Av.Q.

In most rules there is an arbitrary proposition/assumption S. Some structural rules, such
as Hr-Eq do change it, but in most rules it remains unchanged. This proposition is necessary.
It will contain, e.g., equalities or inequalities between natural numbers, and other facts about
terms appearing in triples. We now explain the rules.

The frame rule The frame rule
Ht-FRAME

SH{P}e{v.Q}
SE{P=*R}e{v.Q=*R}

expresses that if an expression e satisfies a Hoare triple, then it will preserve any resources
described by a “frame” (i.e., environment resources not touched by the evaluation of the term)
R disjoint from the resources described by the precondition P. Intuitively, this frame rule is
sound since the precondition P of a Hoare triple {P} e {v.Q} describes the whole footprint of e,
which is to say that e does not touch any other resources disjoint from those in P. The frame
rule is essential for giving “small footprint” specifications of programs. We need only mention
those resources in the pre- and post-conditions which are needed and affected by the program.

For example, a method that swaps the values stored at two locations can be specified by only
mentioning those two locations. Then, when the specification is used, there will typically be a
frame R, asserting facts about other resources. Since the swap function does not rely on them
nor does it alter them, the frame R will be preserved.

In original Hoare logic without separating conjunction such a rule was not expressible. Note
that the use of separating conjunction as opposed to conjunction is essential. The rule

HT1-FRAME-INVALID

S+{P}e{v.Q}
SF{PAR}e{v.QAR}

is not sound.
Exercise 4.1. Come up with a counterexample to the above rule. &

Exercise 4.2. Prove
S+ ({P}ef{v.Q} > VR:Prop,{P+R}ef{v.Q=*R}) o

13



False precondition The following rule

Hrt-FaLse

S + {False} e {v.Q}

is trivially sound since there are no resources satisfying False.

Value and evaluation context rules

Hr-RET Hr-BIND
w is a value K is an eval. context S+{P}e{v. Q} S+Yv. {Q} K[v]{w. R}
SH{Truel w {v.v = w} S+ {P}K[e] {w. R}

The Hr-rer rule is simple: Since a computation consisting of a value does not compute further,
it does not require any resources and the return value is just the value itself.

The rule Hr-sinp is more interesting and will be used extensively in order to transform the
verification of a big program KJe] to the verification of individual steps for which we have basic
axioms for Hoare triples. To illustrate consider the following example.

Suppose we are to prove (using let expressions, which are definable in the language)

{P}letx:=¢ine, {v.R}
and suppose we have already proved
{P}e{v.Q}
for some Q. The rule Hr-Binp states that we only need to verify
{Qu/v]}letx:=uine, {v.R}

for all values u. Typically, Q will restrict the set of values; it will be those values which are
possible results of evaluating e.

Exercise 4.3. Use Hr-sinp to show {True} 3+ 4+ 5 {v.v = 12}. o

Persistent propositions Some of the propositions, namely Hoare triples and equality, do not
rely on any exclusive resources, exclusive in the sense that they cannot be shared. We call such
propositions persistent and we will see more examples, and a more uniform treatment, later
on. For now the essential properties of persistent propositions are the rules Hr-Eq and Hr-Hr,
together with the following axiom for any persistent propositions P and any proposition Q.

PAQ+P=Q if P is persistent.

Intuitively, if P is persistent, then it does not depend on any exclusive resources. Thus if P A Q

holds, then r € P A Q is shareable, thus can be shared between P and Q, i.e., r in P+ Q. Later on

this intuition will be slightly refined and we will see exactly what shareable means in Iris.
Note that we always have the entailment

P+xQrPAQ

and thus, if one of the propositions is persistent, then there is no difference between conjunction
and separating conjunction.

Exercise 4.4. Prove the derived rule P+ Q + P A Q for any propositions P and Q. o

14



The rule of consequence

Hrt-csQ
S persistent SkP=P  SH{P'}ef{v.Q’} S +Yu. Q'[u/v] = Qlu/v]

SH{P}e{v.Q}

The rule of consequence states that we can strengthen the precondition and weaken the post-
condition. It is important that the context in which strengthening and weakening occur is
persistent, that is, that it does not rely on any resources (hence the context must not contain
predicates such as the points-to predicate). The rule of consequence is used very often, most of
the time implicitly.

Elimination of disjunction and existential quantification The rules

Hr-pis Hr-ex1st
S I—{Pl}e{v. R} SH{Q}e{v.R} x ¢ FV(Q) SEVYx. {P}e{v. Q}
SHE{PVQ}e{v.R} x ¢ FV(Q) Sk {dx. P}e{v. Q}

allow us to make use of disjunction and existential quantification in the precondition.

Exercise 4.5. Use the intuitive reading of Hoare triples to explain why the above rules are
sound. ° o

Rules for basic constructs of the language. The first rule appearing is the rule Hr-or inter-
nalising the operational semantics of binary operations.
Next is the rule for reading a memory location.

Hr-LoAD

St ul{vv=unl u}

To read we need resources: we need to know that the location ¢ we wish to read from exists
and, moreover, that a value u is stored at that location. After reading we get the exact value and
we still have the resources we started with. Note that it is crucial that the postcondition still
contains ¢ — u. Otherwise it would be impossible to use the same location more than once if
we wished to verify a program.

Allocation does not require any resources, i.e., it is safe to run ref (1) in any heap. Hence the
precondition for allocation is True.

Hrt-ALLOC

S+ {True}ref (u) {v.36.v =C AL+ u}

We get back an ¢ — u resource. That is, after executing ref (u) we know there exists some
location ¢ which contains u. Note that we cannot choose which location we get — the exact
location will depend on which locations are already allocated in the heap in which we run
ref (1) — hence the existential quantification in the postcondition.

Writing to location €

HTt-sTorE

SH{¢- -} l—wlvv=0)AlH w}

5Note that each of those two rules is two ordinary rules, one where the top is the premise and the bottom the
conclusion, and one where the bottom is the premise and top the conclusion.
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Structural rules.
Hrt-rrRAME Hr-F Hrt-rET
SH{P}e{v.Q} T-FALSE

w is a value
SH{P*R}e{v.Q=*R} SH{True} w{v.v = w}

S + {False} e {v.Q}

Hr-BinD
K is an eval. context SH{P}e{v. Q}

S+{P} Kl[e] {w. R}

S+Yv. {Q} K[v]{w. R}

Hrt-csQ
S persistent SkP=P  SH{P'}ef{v.Q’}

S +HVYu. Q'[u/v] = Qlu/v]
SH{P}e{v. Q}

Hr-p1sy Hr-exist
S+{P}e{v.R} SH{Q}e{v. R} x¢FV(Q) SEVYx. {P}e{v. Q}
SH{PV Q}e{v.R} xFV(Q) St+{dx. P}e{v. Q}
Rules for basic constructs of the language.
Hr-or

v =vev Hr-LoaD

{True}voev {rr=v"

S ul ' {vv=unl— u}

Hrt-ALLOC Hrt-sTorRE

S+H{True}ref (u) {v.3€.v=C AL u} St{lb -} l—wvv=()Al— w)

Hr-Rec
I,g:Val| S AVy. Vv. {P} gv {u.Q} v Vy. Vv. {P}e[g/f,v/x] {u.Q}
T'|SFVYy. Yv. {P}(rec f x:=e)v {u.Q}

Hr-MAtcH
Hr-Proy S+ {P}e;[u/x;] (v.Q}

S +{P} match inj; u with inj; x; = ey | inj, x; = e; end {v.Q}

S +{True} 7t; (v1,v7) {v.v = v;}

Hr-Ir
{P+b=true}e, {u.Q} {P+b =false} e; {u.Q}
{P}if bthen e, else ez {u.Q}

The following two rules allow us to move persistent propositions in and out of preconditions
Hr-Eo
SAt=,t'+{P}e{v.Q}
SH{PAt=;t'}e{v.Q}

Hr-Ht
SA{Pr}ep {v.Q1} F{P2} e {v.Qy}
SH{P, A{Pi}e; (v.Q1}) ez {v.Q5}

Figure 5: Rules for Hoare triples.
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requires resources. Namely that the location exists in the heap (¢ — — is shorthand for Ju.{ —
u). Note that with the ownership reading of Iris propositions the requirement that ¢ points-to
some value means that we own the location. Hence we can change the value stored at it (without
violating assumptions of other modules or concurrently running threads).

Remark 4.6. Note that it is essential that ¢ > — is in the precondition of the Hr-storg, even
though we do not care what is stored at the location. A rule such as

SH{True}C —w{vv=()Al— w}

would lead to inconsistency together with the frame rule.

A conceptual reason why such a rule is inconsistent is that the resources required by the
program to run should be in the precondition. This ensures that the program is safe to run, i.e.,
it will not get stuck. And since the program will get stuck storing a value to a location if the
location is not allocated, we should not be able to give it a specification that allows it to be run
in such a heap, i.e., with precondition True. |

The rule for the conditional expression Hr-Ir is as expected.

Hr-Ir
{P+b=true}e, {u.Q} {P+b =false} e; {u.Q}

{P}if bthen e, else e3 {u.Q}

It mimics the intuitive meaning of the conditional expression. The rules for eliminating values
of the product and sum types

Hr-MAtcH
Hrt-Proy S +{P}e; [u/x;] {v.Q}

S+ {True} it; (v1,v7) {v.v = v;} S + {P} match inj; u with inj; x; = e; | injy x; = e, end {v.Q}

are straightforward from the operational semantics of the language.
Finally, the recursion rule is interesting.

Hr-RE
Ig :\fal | S AYY. Vv. {P} gv {u.Q} v Vy. Yv. (P} e[g/f,v/x] {u.Q}

I'|SFVYy. Yv. {P}(rec f x:=e)v {u.Q}

It states that to prove that the recursive function application satisfies some specification it suf-
fices to prove that the body of the recursive function satisfies the specification under the as-
sumption that all recursive calls satisfy it. The variable v is the programming language value
to which the function is applied. The variable y is the logical variable, which will typically be
connected to the programming language value v in the precondition P. As an example, which
we will see in detail later on, the value v could be a pointer to a linked list, and the variable y
could be the list of values stored in the linked list. What type precisely y ranges over depends
on the precise application in mind. In some examples we will not need the variable y, i.e., we
shall use the rule

[,¢:Val| S AVv. {P} gv {u.Q} v Vv. {P}e[g/f,v/x] {u.Q}
['|S+VYv. {P}(rec f x:=e)v {u.Q}

(1)

This rule is derivable from the rule Hr-Rec by choosing the variable y to range over the singleton
type 1 using the logical equivalence Yy : 1. & <= @, provided y does not appear in ®.
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Example 4.7. The recursion rule perhaps looks somewhat intimidating. To illustrate how it
is used we use it to verify a very simple program, the program computing the factorial. The
factorial function can be implemented in our language as follows.

recfacn:=ifn=0then1 else n*fac(n-1).
The specification we wish to give it is, of course,
Vu.{n >0} facn {v.v 5, n!}

where n! is the factorial of the number n.
Let us now sketch a proof of it. There is no logical variable y, so we will use the simplified
rule (1). Using the rule we see that we must show the entailment (the context S is empty)

V. {n>0} fn{v.vsyn}rVn. {n>0}ifn=0thenlelsen=*f(n—1){v.v =, n!}
So let us assume
Vn.{n>0} fu{v.v =, nl} (2)

To prove Vn. {n > 0}if n = 0then 1 else n* f(n— 1) {v. v 5, n!} we start by using the Hr-Ir rule.
Thus we have to prove two triples

{(n>0%(n=0)=, true} 1 {v. v 5, n!}
{(n>0%(n=0)=5,false}n=f(n—1){v.v 5, n!}

We leave the first one as an exercise and focus on the second. Using the Hr-sinp with the eval-
uation context being n * — and the intermediate assertion Q being Q = v = (n—1)! we have to
prove the following two triples

{n=0x(n=0) =y false} f(n-1) {v.v =4 (n-1)}}
Yo {fv=(n-1)} n*v {u.u =, n!}

The first triple follows by the rule of consequence and the assumption (2). Indeed n > 0 (n =
0) =, false implies n—1 > 0, and instantiating the assumption (2) with n -1 we get

(n=12 0} f(n-1) (v.v = (n— 1))

as needed. The second triple follows easily by Hr-Eq and basic properties of equality and the
factorial function. [ |

Notice that rules above are stated in very basic form with values wherever possible, which
means they are often needlessly cumbersome to use in their basic form. The following exercises
develop some derived rules.

Exercise 4.8. Prove the following derived rule. For any value u and expression e we have
S+{P}e{v.Q}
S+ {P}mi(e,u) {v.Q}

It is important that the second component is a value. Show that the following rule is not valid
in general if e; is allowed to be an arbitrary expression.

SH{P}e{v.Q}
S+ {P}m(eer) {v.Q}
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Hint: What if e and e; read or write to the same location?

The problem is that we know nothing about the behaviour of e;. But we can specify its
behaviour using Hoare triples. Come up with some propositions P; and P, or some conditions
on P; and P, such that the following rule

S+{P}e{v.Q} SH{P} e {v.Py}
S+{P}mi(eer) {v.Q} '

is derivable. o

Exercise 4.9. From Hr-Ir we can derive two, perhaps more natural, rules, which are simpler to
use. They require us to only prove a specification of the branch which will be taken.

Hr-Ir-TRUE Hr-Ir-FaLse
{P*v =true} e, {u.Q} {Pxv = false} e {u.Q}
{P+v =true}if vthene; else ez {u.Q} {P+v = false} if v then e; else e3 {u.Q}
Derive Hr-Ir-True and Hr-Ir-Farse from Hr-Ik. .

Exercise 4.10. Show the following derived rule for any expression e and i € {1, 2}.

SH{P}e{v.wv =inj; u*Q} S H{Q[inj; u/vl}e; [u/x;] {v.R}
S + {P} match e with inj; x; = €7 | inj, X, = €5 end {v.R}

4.1 Derived rules for Hoare triples

The following exercises develop some basic building blocks which will be extensively used in
proofs later on. They are for the most part simple applications or special cases of the rules in
Figure 5 and doing the exercises is good practice to get used to the rules.

Exercise 4.11. Show the following derived rule

Hr-Pre-EqQ
['|S+{P[v/x]} e[v/x] {u.Q[v/x]}
[,x:Val|S+{x=vAP}e{u.Q}

¢

Exercise 4.12. Recall we define the let expression let x := ey in e, using abstraction and appli-
cation. Show the following derived rule

Ht-LET

S+ {P}e; {x.Q} S +VYv. {Q[v/x]} e [v/x] {u.R}
S+{P}letx:=ejine; {.R}

Using this rule is perhaps a bit inconvenient since most of the time the result of evaluating e;
will be a single value and the postcondition Q will be of the form x = v A Q’ for some value v.
The following rule, a special case of the above rule reflects this common case. Derive the
rule from the rule Hr-LeT.
HT-LET-DET

SH{P}e; {x.x=vAQ} S H{Q[v/x]} e;[v/x] {u.R)}
SH{P}letx:=eine, {u.R}
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Define the sequencing expression eq; e, such that when this expression is run first ¢; is eval-
uated to a value, the value is discarded, and then e, is evaluated. Show the following specifica-
tions for the defined construct.

Hrt-seq
S+{P}e; {v.Q} S+ {dx. Q} e, {u.R}

S+ {P}ey;er {u.R}

SH{P}er {-Q}  SH{Q}ep {uR}
S +{P}ej;er {u.R}

where _.Q means that Q does not mention the return value. o

Exercise 4.13. Recall we defined Ax.e to be rec f x := e where f is some fresh variable. Show
the following derived rule.

Hrt-BETA

S+ {P}e[v/x] {u.Q}
S H{P} (Ax.e)v {u.Q}

&
Exercise 4.14. Derive the following rule.
Hrt-BIND-DET
K is an eval. context SH{P}e{x.x=uAQ} S H{Q[u/x]} K[u]{w. R}
S+{P} Kl[e] {w. R}
&

When proving examples, one constantly uses the rule of consequence Hr-csq, the bind rule
Hr-sinp and its derived versions, such as Hr-sinp-pet, and the frame rule Hr-rrame. We now
prove a specification of a simple program in detail to show how these structural rules are used.
In subsequent examples in the following we will use these rules implicitly most of the time.

Example 4.15. We want to show the following triple
{fy>—jletx:=3in ye—x+2{vv=()Ay+— 5}

We start by using the rule Hr-Ler-per which means we have to show two triples (recalling
that equality is a persistent proposition)

p—)3{xx=3+Q} {QI3/x]} (¥ < x+2)[3/x]{v.v =()*y 5}

for some intermediate proposition Q. We choose Q to be y — — and using the frame rule Hr-
rraME and the value rule Hr-rer we have the first triple.

For the second triple we use the deterministic bind rule Hr-sinp-peT together with the frame
rule. First we prove

fy—>-}3+2{vv=5*y+—>—}
and then use the rule Hr-store to prove
p—y<=5S{vv=0*yr5}. u

In the following we will not show all the individual steps of proofs since then proofs be-
come very long and tedious. Instead our basic steps will involve Hoare triples at the level of
granularity exemplified by the following exercise.
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Exercise 4.16. Show the following triples and entailments in detail.

[Re€i>m)l—10+5vRsv =)+ > (m+5))

{P}e[m+5/x]{v.Q} F{P+l>m}letx:=1€+5ine{v.Q*l > m)

* Assuming u does not appear in P and Q show the following entailment.

(P} e[v1/x] {v.Q} +{u = (v,vy)* P} letx:= 1ty uine {v.Q} o

Example 4.17. A slightly more involved example involving memory locations involves the fol-
lowing function. Let

swap=Axyp.letz:=!xinx < !y;y <z

be the function which swaps the value at two locations.
We would like to specify that this function indeed swaps the values at two locations given.
One possible formalisation of this is the following specification.

{1 > vl > vy)swap b€y {fvv =)A€y > vyl > v}
To prove it, we will use Hr-Ler-peT and hence we need to prove the following two triples:.
{1 > vl > v} 1 vy =vy Al > vy 0 > vy}
(i v+l vl <l —vi fvv=()Al v+l v}

The first one follows immediately from Hr-rrame and Hr-roap. For the second we use the se-
quencing rule Hr-seq, and hence we need to show the following two triples:

{61 = v *52 |—>V2}€1 — '€2 {—-51 = vy *62 I—>V2}
{€1 = vy *€2 F—)Uz}gz «— V1 {’U.I/: ()/\€1 P—)’Vz*fz P—)'Vl}

Recall that ¢, — v, implies ¢, — —. Hence the second specification follows by Hr-rrame, Hr-csq
and Hr-sTORE.

For the first we need to again use the deterministic bind rule Hr-sinp-per. After that the
proof consists of parts analogous to the parts we already explained. |

Remark 4.18. Note that swap will work even if the locations ¢; and ¢, are the same. Hence
another specification of swap is

{51 ] /\€2 +—>v2}swap€1€2 {’U.’V:()/\€1 P—)VzAng—)'I/I}.

This specification is incomparable (neither of them is derivable from the other) with the pre-
vious one with the rules we have. In fact, with the rules we have, we are not able to show this
specification. |
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4.2 Reasoning about Mutable Data Structures

In the following examples we will work with linked lists — chains of reference cells with forward
links. In order to specify their behaviour we assume (as explained in Section 3.3) that we have
sequences and operations on sequences in our logic together with their expected properties. We
write [] for the empty sequence and x :: xs for the sequence consisting of an element x and a
sequence xs. We define a predicate isList to tie concrete program values to logical sequences.
Our representation of linked lists will mimic that of inductively defined lists, which are either
empty (inj;()) or a pointer to a pair of a value and another list (inj,¢ where ¢ — (h,t)). Notice,
however, that this is not an inductively defined data structure in the sense known from stati-
cally typed funtional languages like ML or Coq — it mimics the shape, but nothing inherently
prevents the formation of, e.g., cyclical lists.
The isList! xs predicate relates values I to sequences xs; it is defined by induction on xs:

isList!/ [] =1 =inj;()
isList! (x:: xs) =3dhd,l’. | = inj,(hd) = hd > (x,1") =isList !’ xs
Notice that while our data representation in itself does not ensure the absence of, e.g., cyclic

lists, the isList/ xs predicate above does ensure that the list [ is acyclic, because of separation of
the hd pointer and the inductive occurrence of the predicate.

Exercise 4.19. Explain why the separating conjunction ensures lists are acyclic. What goes
wrong if we used ordinary conjunction? o

To specify the next example we assume the map function on sequences in the logic. It is the
logical function from sequences to sequences that applies f at every index of the sequence: it is
defined by the following two equations

map f [] =]
map f (x::xs) = fx::mapf xs

Example 4.20. We now have all the ingredients to write and specify a simple program on linked
lists. Let inc denote the following program that increments all values in a linked list of integers:

recinc | := match [ with
injp x1 = ()
|injp x; = leth:=71 lxyin
lett:=7m, !xyin
Xy «— (h+1,1);
inct

end
We wish to give it the following specification:
Vxs.VI{isList! xs}incl {v.v = () AisList/ (map(1+) xs)}

We proceed by the Hr-Rec rule and we consider two cases: we use the fact that the sequence xs
is either empty [] or has a head x followed by another sequence xs’.
In the first case we need to show

VI{isList! []} matchlwith... {v.v = () AisList! (map(1+) [])}
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and in the second
Vx,xs".V1.{isList! (x :: xs’)} matchlwith... {v.v = () AisList] (map(1+) (x :: xs”))}

where in the body we have replaced inc with the function f for which we assume the triple (the
assumption of the premise of the Hr-Rec rule)

Vxs.VI{isList! xs} fl{v.v = () AisList! (map(1+) xs)}. (3)

In both cases we proceed by the derived match rule from Exercise 4.10, as the isList predicate
tells us enough information to determine the chosen branch of the match statement.
In the first case we have isList! [] = = inj; (), and thus we easily prove

{isList! []} I {v.v = injy () =isList! []}

by Hr-rrame and Hr-Pre-Eq followed by Hr-ret.
Thus we know the first branch is taken and so according to the derived match rule from
Exercise 4.10 we need to show the following triple.

{isList! []} () {v.v = () »isList! (map(+1) [])}

which follows by Hr-rer after framing away isList! [], which is allowed as map(+1) [] = [].
In the case where the sequence is not empty we have that

isList! (x :: xs) = 3hd,l’.l =inj, hd * hd > (x,1")*isList]’ xs’
and thus we can prove

{l =injp hd + hd — (x,1")*isList]’ xs’}
)
{r.r =injp hd =1 =inj hd = hd + (x,1") »isList ]’ xs’}

for some I’ and hd, using the rule Hr-exist, the frame rule, the Hr-Pre-Eq rule, and the Hr-rer
rule.

Exercise 4.21. Prove this Hoare triple in detail using the rules just mentioned. o

This is enough to determine that the match takes the second branch, and using the derived
match rule from Exercise 4.10 we proceed to verify the body of the second branch. Using the
rules Hr-Ler-peT and Hr-Proj repeatedly we quickly prove

{I =inj, hd + hd — (x,1") *isList]” xs’}

leth:=7q hd in
lett:=m, hd in
hd — (h+1,1)
{I=inj, hd«hd — (x+1,1")+isListl’ xs’«t ="« h = x}

Now

I=inj, hd *hd — (x+1,0")*isList]’xs’»t ="sh=x
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clearly implies
I=inj, hd »hd — (x+1,1") #isList t xs’

and thus, by the sequencing rule Hr-seq and the rule of consequence Hr-csq, we are left with
proving

{l=inj, hd +hd — (x+1,1") »isList t xs}

ft
{r.r =()=isList! (map(+1) (x :: xs”))}

which follows from the induction hypothesis (3), and the definition of the isList predicate. W

Remark 4.22 (About functions taking multiple arguments). The programming language Ayef conc
only has primitive functions which take a single argument. Functions taking multiple argu-
ments can be encoded as either higher-order functions returning functions, or as functions
taking tuples as arguments.
Therefore we use some syntactic sugar to write functions taking multiple arguments in a
more readable way. We write
recf x,y:=e

for the following term

recfp:=letx:=mpinlety:=mypine.
This notation is generalised in an analogous way to three and more arguments. The correspond-
ing derived Hoare rule is the following

Ht-REC-MULTI

I,g:Val| S AVz.Yvi. Vv, (P} g(vy,vp) {u.Q) F Vz. Yvy. Vv, {P}e[g/f,vi/x,vo/y] {u.Q}
['|SFVYz. Vv {dvy,ve. v = (v1,v2) AP} (rec f x,p:=e)v {u.qv1,v,. v = (v1,v2) A Q)

where we assume that the variable v is fresh for P and Q. |
Exercise 4.23. Derive the rule Hr-Rec-mutrr. o

Exercise 4.24. Let append be the following function, which takes two linked lists as arguments
and returns a list which is the concatenation of the two.

rec append [,!” := match [ with
injj x; =1
| inj, x, = letp:=!x;in
let r := append (7, p) I’ in
Xy — (11 p,7);
inj, x;

end
We wish to give it the following specification where + is append on mathematical sequences.
Vxs,ps,1,1" {isList] xs=isList!” ys} append! 1’ {v.isListv (xs + ps)}.

* Prove the specification.
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* Is the following specification also valid?
Vxs,ps,1,1" {isList] xs AisList!’ ys} appendl!” {v.isListv (xs + ys)}
Hint: Think about what is the result of append!!l.

¢

Exercise 4.25. The append function in the previous exercise is not tail recursive and hence its
space consumption is linear in the length of the first list. A better implementation of append
for linked lists is the following.

append’ I I’ =let go:=rec f hp:= match h with
injp x; = p < (m (Ip), 1)
linjz xp = f (115 (1x2)) x,
end
in match [ with
injp x; =1
| injp x, = gol xy;

l

end

In the function go the value p is the last node of the list / we have seen while traversing I. Thus
go traverses the first list and once it reaches the end it updates the tail pointer in the last node
to point to the second list, I’

Prove for append’ the same specification as for append above. You need to come up with a
strong enough invariant for the function go, relating h, p and xs and ps. o

Exercise 4.26. Implement, specify and prove correct a length function for linked lists. &

Exercise 4.27. Using the above specifications, construct a program using append and length,
give it a reasonable specification and prove it. o

For the following example, we need to relate a linked list to the reversal of a mathematical
sequence. The reverse function on sequences is defined as follows:

reverse[] =]
reverse(x :: xs) = reverse xs + [x]

Example 4.28. Consider the following program which performs the in-place reversal of a linked
list using an accumulator to remember the last element which the function visited:

recrev l,acc := match [ with
inj; x; = acc
| injp xp = leth:=m; lxyin
lett:=m, !xyin
Xy « (h,acc);
rev(t,l)
end

25



Intuitively we wish to give it the following specification:
Vvs.Vhd.{isList hd vs} rev(hd,inj; ()) {r.isListr (reversevs)}

The resulting induction hypothesis is, however, not strong enough, and we need to strengthen
the specification. On the one hand, we are now proving a stronger statement, which requires
more work. On the other, we get to leverage a much stronger induction hypothesis, eventually
allowing the proof to go through.

We generalize the specification of rev to the following specification:

Yvs,us.Vhd,acc.{isList hd vs =isListacc us} rev(hd, acc) {r.isListr (reverse vs + us)}

Exercise 4.29. Consider a tail recursive implementation of reverse on mathematical sequences,
as defined by the following equations:

reverse’[|acc = acc

reverse’(x :: xs)acc = reverse’ xs(x :: acc)

Convince yourself that Vxs.reverse’ xs[] = reverse xs is not directly provable by induction as the
resulting induction hypothesis is too weak. o

Exercise 4.30. Prove that in-place reversing twice yields the original list. o

We here proceed with the proof of the general specification. The strategy is the same as
in the case of the inc function: we use the Hr-Rec rule and case analysis on the sequence vs,
followed by the derived match rule.

If vs =[], we argue that

{isList! [] #isListacc us} I {r.r = inj; () *isListacc us}

and thus by using the derived rule for match from Exercise 4.10 we need to show the following
triple for the first branch of the match.

{isListacc us} acc {r.isListr (reverse[] + us)}

This is easily seen to hold as reverse[] + us = us.
If vs = v :: vs’ for some v and vs’, then we see, by unfolding the isList predicate, that there
exists I’, hd such that

{isList! (v :: vs”) isListacc us}

{r.r=injp hd 1 =r+hd — (v,1’)*isList!” vs"*isListacc us}
and we are thus in the second branch of the match. We start by showing
{I =inj, hd + hd +— (v,1’) »isList]’ vs’ * isListacc us}

leth:=1 'hd in
lett := 115 1hd in
hd < (h,acc)

{I =injp hd + hd > (v,acc) *isList]” vs'+isListaccus*h=vx*t =1’}
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by repeated applications of Hr-Ler-peT and Hr-Proj. Clearly the proposition
I =inj, hd + hd v (v,acc) #isListl’ vs’ #isListaccus*h=v=*t =1
implies the proposition
Il =injy hd = hd v~ (v,acc) #isList t vs’#isListacc us*h =v
which is simply
isListt vs"xisList! (v :: us)

by definition of the isList predicate. Finally by using the induction hypothesis (the assumption
of Hr-Rec) we have
{isListt vs’ #isList! (v :: us)}
rev(t,l)
{r.isListr (reversevs' 4 v :: vs)}
and we are done, observing that (reversevs’ + v :: vs) = reverse(v :: vs’) 4 vs.
Thus combining all of these using the sequencing rule Hr-seq and the rule of consequence
Hr-csq we have proved
{I =inj hd + hd — (v,1’)*isList]’ vs’ *isListacc us}
leth:=1 hd in
lett:= 1, 1hd in
hd « (h,acc);rev(t,)

{r.isListr (reverse(v :: vs’) + vs)}

as required. |

4.3 Abstract Data Types

Suppose we wish to write and specify a simple counter module. There are several ways of
writing it and specifying it.
The simplest way is to write the following three functions

mk_counter = A_ref (0)
inc_counter = Ax.x « !x+1

read_counter = !x
and prove the following three specifications

{True} mk_counter() {v.v — 0}
{€ — n} inc_counter{ {v.v = ()A€ n+1}

{€ > n} read_counterl {v.v =n Al > n}.

Exercise 4.31. Prove the above three specifications. o
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The above specification is unsatisfactory since it completely exposes the internals of the
counter, which means that it is not modular: if we verify a client of the counter relative to the
above specification and then change the implementation of the counter, then the specification
will likely also change and we will have to re-verify the client. A more abstract and modular
specification is the following, which existentially quantifies over the “counter representation
predicate” C, thus hiding the fact that the return value is a location.

3C :Val - N — Prop.
{True} mk_counter() {c.C(c, 0)}* 4
V. {C(c,n)} inc_counterc {v.v = () A C(c,n+ 1)}* @

Vc. {C(c,n)} read_counterc {v.v = n A C(c, n)}.

This approach is not ideal either, because the code, consisting of three separate functions, does
not provide any abstraction on its own (a client of this code would be able to modify directly
the contents of the reference cell reprensenting the counter rather than only through the read
and increment methods) and is not the kind of code that realistically would be written. In a
typed language, the three functions would typically be sealed in a module, and the return type
of the mk_counter method would be abstract, only supporting read and write operations.

In our untyped language, we can also hide the internal state and only expose the read and
increment methods as follows:

counter = A_letx:=ref (0)in (A_x < !x+1, A_lx)

The idea is that the counter method returns a pair of methods which have a hidden internal
state variable x. The specification of this counter needs nested Hoare triples. One possibility is
the following. To aid readability we use v.inc in place of 71; v and analogously for v.read.

{— 0=
{True} counter() Jv.3¢. V. (£ n}v.inc() {uu = ()AL (n+1)}*

V. {€— njv.read() {u.u =n A€ n}

A disadvantage of this specification is, again, that it exposes the fact that the internal state is a
single location which contains the value of the counter.

Exercise 4.32. Show that the counter method satisfies the above specification. &
A better, modular, specification completely hides the internal state in an abstract predicate:
C(0)*

{True} counter() {v.3C: N — Prop. Vn. {C(n)} v.inc() {u.u = () A C(n+1)}* (5)
Vn. {C(n)} v.read() {u.u = n A C(n)}

Exercise 4.33. Show this specification of the counter method. Can you derive it from the pre-
vious one? What about conversely? Can you derive the previous specification from the current
one? Hint: Think about another implementation of counter which satisfies the second specifi-
cation, but not the first. &

Exercise 4.34. Define the counter method with the help of the methods mk_counter, inc_counter
and read_counter and derive specification (5) from specification (4). o
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Ideally we would want to use this combination of code and specification. However, it has
some practical usability downsides when used in the accompanying Coq formalization. Chief
among them is that it is easier to define, e.g., an is_counter predicate, and use that instead of
always having to deal with eliminating an existentially quantified predicate. To make the proofs
more manageable, we will therefore usually write modules and specifications in the style of (4)
and understand that we let go of abstraction at the level of the programming language.

As long as we are only using the specifications of programs it does not matter that the actual
implementation exposes more details. And as we will see in examples, this is how we prove
clients of modules. When working in Coq, for instance, we can ensure this mode of use of code
and specifications using Coq’s abstraction features.

4.3.1 Abstract Data Types and Ownership Transfer: a Stack Module

We wish to specify a stack module with three methods, mk_stack for creating the stack, and
push and pop methods for adding and removing elements from the top of the stack. Drawing
inspiration from the previous section, we might come up with the following specification of the
stack module.

JdisStack :Val — listVal — Prop.
{True} mk_stack() {s.isStack(s, [])} A
Vs.Vx, xs.{isStack(s, xs)} push(x,s) {v.v =inj; () AisStack(s,x :: xs)}A

(6)
Vs.Vx, xs.{isStack(s, x :: xs)} pop(s) {v.v = inj, x AisStack(s, xs)}

Here isStack(s, xs) is an assertion stating that s is a stack, which contains the list of elements xs
(in the specified order). The specifications of push and pop are self-explanatory. This specifi-
cation is useful for verification of certain clients, namely those that push and pop pure values,
such as numbers, strings, and integers, to and from the stack. However, it is not strong enough
to verify clients which operate on stacks of, e.g., locations.

Exercise 4.35. Using the stack specification above, show that the program e defined as
let s := mk_stack() in push(1,s); push(2,s); pop(s); pop(s)

satisfies the specification
{True} e {v.v = inj, 1}. o

The reason the stack specification above suffices for reasoning about stack clients that push
and pop pure values is that all relevant information about a pure value is contained in the value
itself. In contrast, the meaning of other values, such as locations, depends on other features,
e.g., for the case of locations, the heap. Thus to be able to reason about clients that push and
pop other values than pure values, we need a specification which allows us to transfer this
additional information to and from the stack. To this end, we change the specification such that
the isStack predicate does not specify a list of values directly but rather their properties, in the
form of Iris predicates which hold for the values stored in the stack.

The new specification of the stack module is thus as follows.

disStack :Val — list(Val — Prop) — Prop.
{True} mk_stack() {s.isStack(s, [])} A
Vs VO.VDs. {isStack(s, Ps) * D(x)} push(x,s) {v.v = () AisStack(s, D :: Ds)}A
Vs.VO.VDs. {isStack(s, D :: Ds)} pop(s) {v.P(v)*isStack(s, Ds)}

(7)
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There are several things to notice about this specification. First is the universal quantification
over arbitrary predicates ®@ and lists of predicates ®s, this makes the specification higher-order.

The second thing to notice is the ownership transfer in the specifications of push and pop
methods. This is related to the ownership reading of assertions explained in Section 3.1 above.
The idea is that, when pushing, the client of the stack transfers the resources associated with
the element x (the assertion ®@(x)) to the stack. Conversely, when executing the pop operation
the client of the stack gets the value v and the resources associated with the value (the assertion
D(v)).

An example of a resource that can be transferred is the points to assertion ¢ — 3. In this
case, the @ predicate would be instantiated with Ax.x +— 3.

Exercise 4.36. Derive specification (6) from the more general specification (7). o

To see where this more general specification is useful let us consider an example client.

let s := mk_stack() in
letxq :=ref (1)in
let x5 :=ref (2)in
push(xy,s); push(xy, s); pop(s);
lety := pop(s) in (8)
match y with
inj; () = ()
|inj, € = !¢

end

Exercise 4.37. Show the following specification of the program (8).
{True} (8) {v.v = 1}. o

The stronger specification also gives us additional flexibility when specifying functions
working with stacks. For instance, we can specify a function f which expects a stack of lo-
cations pointing to prime numbers and returns a prime number as follows.

{isStack(s, @s) * PrimeLoc(Ps)} f's {v.isPrime(v)}

where PrimeLoc(®) asserts that all predicates in ®s are of a particular form, namely that they
hold only for locations which point to prime numbers. And isPrime(v) asserts that v is a prime
number. We omit its definition here.

The assertion PrimeLoc(®s) can be defined by recursion on the list @s by the following two
cases.

PrimeLoc([]) = True
PrimeLoc(® :: Os) = (D(v) -+ In. v > n=isPrime(n)) * PrimeLoc(Ps)

Such a use case where we want a certain property to hold for all elements of a stack is
common. Thus it is useful to have a less general stack module specification tailored for the use
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case. The specification we have in mind is

JdisStack :Val — listVal — (Val — Prop) — Prop.

VO :Val — Prop.
{True} mk_stack() {s.isStack(s, [], @)} A (9)
Vs.Vxs.{isStack(s, xs, @) = D(x)} push(x,s) {v.v = () AisStack(s,x :: x5, D)} A
Vs.Vx, xs.{isStack(s, x :: xs5,D)} pop(s) {v.v = x AisStack(s, xs, D)+ D(x)}

The idea is that isStack(s, xs, D) asserts that s is a stack whose values are xs and all of the values
x € xs satisfy the given predicate ®@. The difference from the specification (7) is that there is
a uniform predicate @ which all the elements have to satisfy, as opposed to having a list of
predicates, one for each element of the stack. We can derive the specification (9) from the
specification (7) as follows.

Let isStack, : Val — list(Val — Prop) — Prop be the predicate associated with the general
stack specificaton (7). We define isStack,, :Val — listVal — (Val — Prop) — Prop as

isStack, (s, xs, @) = isStack, (s, Ps(xs))
where the list @s is defined recursively from the list xs as

@s([]) =11
Ds(x::xs) = (Ap.x =y AD(p)) :: Ds(xs)

Exercise 4.38. Using isStack, derive the specifications of mk_stack, push and pop as stated
in (9). ¢

5 Case Study: foldr

In this section we will use the logic introduced thus far to give a very general higher order spec-
ification of the foldr function on linked lists. We then use this specification to verify two clients
using the foldr function, the sumList function, which computes the sum of all the elements in
the linked list, and the filter function, which creates a new list with only those elements of the
original list which satisfy the given predicate.

The implementation of the foldr function is as follows.

recfoldr f,a,l:= match I with
inj; x; >a

|injp x; = leth: =71 lxyin

lett:=m, !xyin

f (h,foldr(f,a,t))

end

The first argument f is a function taking a pair as an argument, the second argument a is the
result of foldr on the empty list, and [ is the linked list.
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The specification of the foldr function is as follows.

isLi 1P xs1
VP,I.Vf eVal. sz.w.{ isList/ xs+allPxs+I[]ax }

(Vx eVal.Va’ €Val. ¥ys. {Px+Iysa’} f (x,a’) {r.I(x : ys)r})
foldr(f,a,l)

{r.isListl xs* I xsr}

where the predicate all P xs states that P holds for all elements of the list. It is defined by
induction on the list as

allP [] = True
allP (x::xs)=Px=allP xs

We want the specification of foldr to capture to following:

* The third argument I needs to be a linked list implementing the mathematical sequence
xs. This is captured by isList! xs in the precondition.

* We do not want foldr to change the list. This is captured by having isList/ xs in the post-
condition.

* Some clients may not want to operate on general lists but only on subsets of those (e.g., only
on lists of odd natural numbers or lists of booleans). This is captured by letting the client
choose a predicate P and then having all P xs in the precondition force the specification to
only hold for list xs, where P x holds for all x in xs.

¢ We want to be able to relate the return value r to the list xs we have folded. This is done
by an invariant I xsr. In the case were foldr is applied to the empty list the return value is
simply the a provided, hence I needs to be chosen such that I []a holds. This is expressed
by the assertion I []a in the precondition.

The last assertion in the precondition is the specification of the function f which is used
to combine the elements of the list, we remark more on its specification below.

The specification of foldr is higher-order in the sense that it involves nested Hoare triples (here
in the precondition). The reason being that foldr takes a function f as argument, hence we
can’t specify foldr without having some knowledge or specification for the function f. Different
clients may instantiate foldr with some very different functions, hence it can be hard to give
a specification for f that is reasonable and general enough to support all these choices. In
particular knowing when one has found a good and provable specification can be difficult in
itself.
The specification for f that we have chosen is

Vx.Va' Vys. APx=Iysa'} f (x, a’){r.] (x::ys) r}

We explain the specification by how it is used in the proof of foldr, which is detailed below. In
the proof of foldr we are only going to use the specification for f when I represents the sequence
(x :: xs), where the sequence xs is represented by some implementation ¢. In this case we are
going to instantiate the specification of f with foldr(f,a,t) as a’, xs as ys and x as x.

In this sense the specification for f simply says that if x satisfies P and the result a’ of folding
f over the subsequence xs satisfies the invariant, then applying f to (x,a’) (which is exactly what
foldr does on the sequence (x :: xs)) gives a result, such that I relates it to the sequence (x :: xs).
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Remark 5.1. The only place, where our concrete implementation [ of the list (as a linked list)
is used is in isList! xs where it is linked to a mathematical sequence xs. The predicates P,I
and all are all defined on mathematical sequences instead. In this sense we may say that the
mathematical sequences are abstractions or models of our concrete lists and P,I and all oper-
ate on these models, hence the distinction between implementation details and mathematical
properties becomes clear. |

Proof of the specification

Let P,I, f,xs and I be given. As Hoare triples are persistent and persistence is preserved by
quantification we may move

Vx.Va' . Vys. {Px=Iysa’} f (x,a’) {r.(x:: ys)}
into the context i.e. we may assume it. We thus have to prove

{isListl xs=all P xs=I[]a}
Vx.¥Ya' . Vys. {PxxIysa’} f (x,a’) {rI(x:ys)}+ foldr(f,a,l)
{r.isList] xs=I xsr}

We proceed by Hr-Rec i.e. we have to prove the specification for the body of foldr in which
we have replaced any occurrence of foldr with the function g for which

Vxs. VI {isList] xs+allP xs=I[]a} g(f,a,1) {r.isList] xs* I xsr}

is assumed.

By the definition of the isList predicate we have that the list / points to is either empty [] or
has a head x followed by another list xs’.

In the first case we need to show

{isList! []#all P []*I[]a} match I with... {r.isList/ []=I[]r}
and in the second
{isList! (x :: xs") *all P (x :: xs”) # I []a} match I with... {r.isList] xs*I xsr}

In both cases we proceed by the derived match rule from Exercise 4.10.
In the first case we have isList/ [] = I = inj; () hence the first case is taken (follows by Hr-rraME,
Hr-Pre-Eq and Hr-ret), thus we have to prove

{isListl []*I[]a} a{r.isListl []*I[] 7}
After framing isList! [] we are left with proving
{I{la}afr.I[]r}
As I[]r follows from r = a*I[]a it suffices by Hr-csq to show
{Ia}a{r.r=axI[]a}

which follows by Hr-rrame and Hr-rer.
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In the second case we have isList! (x :: xs”) = 3hd,l’. | = injyhd = hd > (x,1") #isList I’xs’. By
exercise 4.21 we get that the second case is taken, thus we need to prove

{isList!” xs’#all P (x :: xs")* I [Ja*1] = inj, hd * hd > (x,1”)}

leth:=m lxyin
lett:=m, !xyin

f(h,(g(f,a1))

{r.isList] (x :: xs")*I (x :: xs") r}
By simple applications of Hr-Ler-pET, HT-FRAME, HT-BIiND, HT-LOAD, HT-PROJ and Hr-rET We need to
show:

{isList!” xs’#all P (x :: xs)+ I [Ja*1 = inj, hd + hd — (x,1’)}

flx.g(f,al)

{r.isList] (x :: xs”)# I (x :: xs”)r}

By Hr-BinD-DET We have to show:
1. f(x,—)is an evaluation context.

2. the specification

{isList!” xs"#all P (x :: xs") I [Jax] = inj, hd « hd > (x,1")}
g(f,al)

{r.isList!’ xs"+ [ xs'r* Px 1 = inj, hd + hd > (x,1’)}

3. the specification

{isList!” xs’« I xs’v*Px =1 =inj, hd »hd + (x,1")}

flxv)

{r.isList] (x :: xs")*I (x :: xs") r}

1. As f is a value by assumption it follows that f E is an evaluation context, when E is. Now
as x is a value we have that (x,—) is an evaluation context hence it follows that f(x,-) is an
evaluation context.®

2. Follows by unfolding the definition of all P (x :: xs”) = P x+all Pxs’, framing P x+I = inj, hd+
hd +— (x,1’) and then using our assumption on g.

3. AsisList!’ xs’+1 =inj, hd « hd — (x,1") = isList I(x :: xs’) then it suffices by Hr-csa to show

{isList! (x :: xs") * Px I xs’ v}

fxv

{r.isList] (x :: xs")* I (x :: xs") r}

which follows by framing isList/ (x :: xs’) and using our assumption on f.

OIf we hadn’t let f take the arguments as a tuple then we would have been stuck here as f(x,-) is not an evaluation
context. To get past this, we would need to change the specification, such that f x would return a function g, that when
applied to a” would satisfy the current specification for f i.e., we would have to specify f using a nested Hoare triple
and the specification for foldr would then involve a nested triple inside a nested triple.
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Client: sumList

The following client is a function that computes the sum of a list of natural numbers by making
aright-fold on +, 0 and the list. The code below is a slightly longer as it has to take into account
that f takes the arguments as a pair.

sumList! = let f:=(Ap,letx:=my pinlety:=m pinx+7y)
in foldr(f,0,1)

The specification of the sumList function is as follows.
V1. Vxs. {isList] xs =allisNat xs} sumList] {r.isList] xs*7 = ¥ ¢ sx}

where

True ifxeN
isNat x =

False otherwise

is a predicate stating that the argument is a natural number.

The specification of the sumList function states that given a list of natural numbers im-
plemented by I, the result of sumList!/ is the sum of all the natural numbers in the list. The
isList! xs in the postcondition again ensures that sumList does not change the list.

Proof of the sumList specification Let [ and xs be given. By Hr-Ler-per it suffices to show

{isList] xs = allisNat xs}
foldr((Ap,letx:=m pinlety:=1, pinx+7v),0,1)
{r.isList] xs* 1 = X cysx}

Using the specification for foldr, with isNat as P, a’ = Eyeysy asIysa’, 0 as a,
(Ap,letx:=mypinlety: =7, pinx+7y)

as f, las [, and xs as xs we get

{ (Vx,a. Yys. {isNat X*a= Zyeys;u} (Ap,letx:=mypinlety =1, pinx+y)(x, a) {r.r = Zye(x;:ys)y}) }
*+isList/ xs+allisNat xs* 0 = X ¢jx
foldr((Ap,letx:=m pinlety:=m, pinx+7v),a,l)
{r.isList] xs*r = X cysx}
which is almost what we want. The difference being the precondition. By Hr-csq it suffices to
show
{isNat X*a= Zyeysy}
Vx,a.Yys. (Apletx:=mpinlety:=m, pinx+y)(x, a)
.1 =Ype(xuys)y
+isList] xs+allisNat xs* 0 = X,¢jx

isList] xs = allisNat xs =

i.e., it is suffices to prove
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1. Vx,a.Vys. {isNat x*a= Zyeysy} (Ap,letx:=m pinlety =1, pinx+y)(x,a) {r.r = Eye(xzys)y}

2. 0= Xxe[]x

without assuming anything.
The second item is immediate, and we leave the first as an exercise.

Exercise 5.2. Prove the specification (1) above. o

Client: filter

The following client implements a filter of some boolean predicate p on a list /, i.e., it creates a
new list whose elements are precisely those elements of I that satisfy p.

filter(p,I) = let f :=(Ay, letx:=m; pin
letxs:=Tm, pin
ifpx
theninjj (ref (x, xs))
else xs)
in

foldr(f,inj; (),1)

Specification
VP.VI. Vxs. {(Vx. {True} px {v.isBool v *v = P x}) *isList[ xs}
filter(p,I)
{r.isListl xs *isListr (listFilter P xs)}
where

listFilter P [] = []

listFilter P (x : xs) = (x :: (listFilter P xs)) if Px = true

listFilter P xs otherwise

The specification

Vx. {True} px {v.isBool v*v = Px}

in the precondition of the specification of filter states that p implements the boolean predicate
P. The specification of filter states that given such an implementation p and a list I, whose
elements corresponds to the mathematical sequence xs, then filter returns (without changing
the original list) a list » whose elements are those that satisfy P.

Proof of the specification of filter Let P,I and xs be given. By Hr-Ler-per it suffices to show

{(Vx. {True} px {v.isBool v +v = P x}) »isList/ xs}

foldr ((Ay,let x := 71y y in let x5 := 715 p in if px then inj; (ref (x, xs)) else xs),inj; (), 1)
{r.isList] xs =isListr (listFilter P xs)}
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By applying the specification for foldr with True as Px, isLista (listFilter P xs) as I xsa,
(Ay,letx =71y yinletxs:=m, yinif px theninj, (ref (x,xs)) else xs)
as f, xs as xs and [ as | we get that
{ (Vx’. Va'. Vys. {True =isLista’ (listFilter P ys)} p’(x’,a’) {v.isListv (listFilter P (x” :: ys))}) }
#isList] xs = all(Ax.True) xs =isList(inj; ()) (listFilter P [])

foldr (p’,inj; (),1)
{r.isList] xs+isListr (listFilter P xs)}

where p’ is a shorthand notation for
Ay, letx =1y yinletxs := 7, y in if px then inj; (ref (x, xs)) else xs.
By Hr-csq we are done if we can show that

(Vx. {True} px {v.isBool v+ v = P x}) =isList/ xs
=

(Vx'. Va'.Vys. {True =isLista’ (listFilter P ys)} p’ (x’, a’) {v.isListv (listFilter P (x’ :: ys))})
#isList] xs = all(Ax.True) xs =isList(inj; ()) (listFilter P [])
Since isList! xs clearly implies isList/ xs we only need to show.

1. Vx. {True} px {v.isBool v+ v = P x}
= Vx'. Va'. Vys. {True =isLista’ (listFilter P ys)} p’ (x”, a) {v.isListv (listFilter P (x” :: ys))}

2. True = all(Ax.True) xs
3. True = isList(inj; ()) (listFilter P [])

Exercise 5.3. Prove the preceding three implications.
Hint: use induction for the second item.

6 The Later Modality

The later modality is an essential feature of Iris. It will be used extensively in connection with
invariants which we introduce in Section 8. However it can also be used for other things, chiefly
for specifying and reasoning about higher-order programs using higher-order store. We show a
more involved example of this in Section 9. In this section we introduce the later modality and
its associated powerful L&b induction principle by a small, and rather artificial, example which

has the benefit that it is relatively simple and only involves one new concept.

Recall that in untyped lambda calculus one can define a fixed-point combinator which can
be used to express recursive functions. In our Aefconc language we have a primitive fixed point
combinator rec f x := e but, for the purposes of introducing the later modality, we will show

how to define a fixed-point combinator and prove a suitable specification for it.
To this end, we assume the following specification for A terms.

S+ {P}e[v/x] {u.Q}
S H{P} (Ax.e)v {u.Q}
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Given a value F, the call-by-value Turing fixed-point combinator ©p is the following term

Qp = Ar.F(Ax.rrx)
®F = QFQF

One can easily derive (exercise!), for any values F and v,
Opv ~ F(Ax.Opx)v

and thus, if F = Afx.e then one should think of O asrec f x:=e.
Now we wish to derive a useful proof rule for O, analogous to the simplified version of the
Hr-Rec rule displayed in Figure 5 on page 16. 7

Hr-TurING-FP

['|SAVYv.{P}Opv {u.Q} + Vv.{P} F(Ax.Opx)v {u.Q}
['|S+VYv. {P}Opv {u.Q}

But at present there is nothing in the logic which would allow us to do so. In contrast to the
specifications of the linked list methods above, there is no tangible structure, such as the math-
ematical sequence representing a list, which could be used as a crutch to prove the specification
by induction, for example.

We are thus led to extend the logic with a new construct, the » (pronounced “later”) modal-
ity. The main punch of the later modality is the L6b rule:

LoB
QA>P+P
Q+P

which is similar to a coinduction principle. It states that (in any context Q), if from »P we can
derive P, then we can also derive P without any assumptions. When using this rule we will
often say we “proceed by Lob induction”, or that we are going to use “L6b induction”.

Note that the » modality is necessary for the rule to be sound: if we admit the rule

QAPrP

10

Q+P (10)
to the logic, then the logic would become inconsistent, in the sense that we could then prove
True + False.

Exercise 6.1. Assuming (10) derive True  False. ¢

Intuitively, the » modality in the premise » P in the Los rule ensures that when proving P,
we need to “do some work” before we can use P as an assumption.

The rest of the rules for the » modality, listed in Figure 6, essentially ensure that that we can
get the later modality at the correct place in order to use the L6b rule.

7The rule is simplified by the removal of the “logical” variables v in the rule HT-Rec. These are not essential for
understanding this example and would only complicate the reasoning.
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LATER-MONO LATER-WEAK Los >-1 -

QrP QrP QA>P+P 7 is inhabited Qredx:t. P Qrdx.»>P
>QFr>P QreP QrP Qrdx:t.»P Qredx. P
LATER-A LATER-V LATER-Y LATER-*
Rr>(PAQ) Rre>(PVQ) Qr>VYx. P RE>Px>Q
RE>PA>Q Rr>PV>Q QrVx.>P RE>(P+Q)

Figure 6: Laws for the later modality. A type 7 is inhabited if +- t : T is derivable for some t.

Strengthening the Hoare rules In order for the later modality to be useful for proving speci-
fications (Hoare triples) we will need to connect it in some way to the steps a program can take.
Let us see how this comes up by trying to show Hr-Turing-Fp.

We proceed by Léb induction so we assume »Vv. {P} ©@rv {u.Q} and we are to show

Vv. {P} Opv {u.Q}.

Let v be a value. By using the Hr-sinp and Hr-se14 it suffices to show {P} F(Ax.©px)v {u.Q} and
thus by the assumption of the rule we are proving it suffices to show

Vv. {P} Opv {u.Q}.
However we only have the Lob induction hypothesis
>VYv. {P} Opv {u.Q}

from which we cannot get what is needed. The issue is that we have not connected the later
modality to the programming language constructs in any way. One way to do that is to have a
stronger Hr-seTa rule, which only assumes » P in the precondition of the triple in the conclusion
of the rule:

Hrt-BETA

S+ {P}e[v/x] {u.Q}
S+ {>P} (Ax.e)v {u.Q}

The intuitive explanation for why this rule is sensible is that the term (Ax.e)v takes one more
step to evaluate than e[v/x]; hence any resources accessed by the body e will only be needed
one step later.

Exercise 6.2. Convince yourself that the old beta rule is derivable from the new one using the
rules presented thus far. o

The final piece we need is that if P is a persistent proposition (e.g., a Hoare triple or equality)
then »P is also a persistent proposition, which implies that we can move it in and out of the
preconditions (c.f. Hr-Hr).

Let us prove the rule Hr-Turing-rr. We proceed by Lob induction so we assume

>VYv. {P} Opv {u.Q}
and we are to show

Vv. {P} Opv {u.Q}.
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Let v be a value. By using rarer-weax and the rule of consequence Hr-csq it suffices to show
{> P} Opv {u.Q}. Since Hoare triples are persistent propositions this is equivalent to showing

{(Vv. {P} Opv {u.Q} A P)} Opv {1.Q}
By the bind rule and the stronger rule Hr-sera introduced above it thus suffices to show
{Vv.{P} Opv {u.Q} A P} F(Ax.Opx)v {u.Q}

which again is equivalent (rule Hr-Hr) to showing {P} F(Ax.Ox)v {u.Q} assuming Yv. {P} Opv {u.Q}.
But this is exactly the premise of the rule Hr-Turing-rp, and thus the proof is concluded.

6.1 Stronger rules for Hoare triples

With the introduction of the later modality, we can strengthen the rules for Hoare triples, so
that they allow the removal of the later modality in preconditions in those cases where the term
we are specifying is not a value. From now on, we will use these stronger rules. We only list the
rules which differ.

Ht-LoAD Ht-sTorE

Skl ulll{vv=unl- u} Skl - l—wvv=()Al— w}

Hr-Re
Ig :\fal | S AVYY. Yv. {P} gv {u.Q} v Vy. Yv. {P}e[g/f,v/x] {u.Q}

I'|S+VYy.Vv.{»P}(rec f x:=e)v {u.Q}

Hr-MATtcu
S+ {P}e;[u/x;] {v.Q}

S+ {>P} match inj; u with inj; x; = e | inj, X, = e; end {v.Q}

Exercise 6.3. Derive the rules in Section 4 apart from Hr-Rec, for which see Exercise 7.4 below,
from the rules just listed. o

Exercise 6.4. This is a variant of Exercise 4.12 above deriving stronger rules for Hoare triples
which allow us to remove more later modalities.
Show the following rules

Hr-LET

S+ {P}e; {x.>Q} S +Vv. {Q[v/x]} e; [v/x] {u.R}
SH{P}letx:=eqine, {u.R}

HT-LET-DET

S+{P}e {x.px=vA>Q} S +{Q[v/x]} ex[v/x] {u.R}
S+{P}letx:=ejine, {.R}

Hr-sea Hr-Ir
S+H{P}e; {v.>Q} S+ {dx. Q} e, {u.R} {P+b=true} e, {u.Q} {P*b = false} e3 {u.Q}

S+{P}ey;ep {u.R} {>P}if bthene, else ez {u.Q}

¢

In the rest of the document we use these stronger variants of the rules. (For instance, when
in future sections we refer to the sequencing rule, we refer to the one above involving a ».)
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6.2 Recursively defined predicates

With the addition of the later modality we can extend the logic with recursively defined predi-
cates. The terms of the logic are thus extended with

tu=-|px Tt

with the side-condition that the recursive occurrences must be guarded: in px. t, the variable x
can only appear under the later » modality.
The typing rule for the new term is as expected

Fx:trt:t x is guarded in ¢

Frpx:t.t:t

where x is guarded in t if all of its occurrences in t are under the » modality. For example, P is
guarded in the following terms (where Q is a closed proposition)

>(PAQ) >P)=Q Q
but is not guarded in any of the following terms
PAxQ P=Q PvQ.

We have a new rule for using guarded recursively defined predicates, which expresses the fixed-
point property:

MUuU-FIXED

QFpux:t. t=; t[pux:t. t/x]

This rule is typically used in conjunction with Léb induction.
We shall see examples of the use of guarded recursively defined predicates later on.

7 The Persistently Modality

The rules Hr-Hr and Hr-Eq and their generalizations involving > used in Section 6 are somewhat
ad-hoc. For instance, they do not allow us to move disjunctions of persistent propositions in
and out of preconditions. This could be addressed by having a separate category of propositions
which could be moved in and out of preconditions, and this category would be closed under all
connectives of higher-order logic. However it would still not address the issue of how to ensure
that a proposition is persistent inside the logic. This latter issue is important when using the
logic for more advanced examples. For instance it is crucial for defining Hoare triples from the
notion of weakest precondition which we consider in Section 14, and for other more advanced
uses of the logic. In this section we present a more uniform way of treating persistent propo-
sitions, which also addresses the second issue. We introduce a new modality O (pronounced
“persistently”).

The intuitive reading of O P is that it contains only those resources of P which can be split
into a duplicable resource s in P and some other resource r, i.e., those which have a duplica-
ble part in P. Thus OP is like P except that it does not assert any exclusive ownership over
resources. An example of a duplicable resource is the empty heap. If resources are heaps then
that is the only duplicable resource. As a concrete example of where this is not the case (this
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example is also related to the notion of invariants we introduce later) we can imagine a slight
refinement of heaps as a notion of resource. Suppose that each heap is split into two parts
(hy, hy), where h, is read-only, and h,, is an ordinary heap which supports reading and writing.
Composition of (h,, h,,) and (h;, h;,) is only defined when the components k, and k) are the same,
and moreover the composition of h,, and h;, is defined as composition of ordinary heaps. Then
the duplicable part of the element (h,, h,,) is the element (h,, ), where 0 is the empty heap.

Duplicable resources are important because we can always create a copy of them to give
away to other threads. One way to state this precisely is the following rule

PERSISTENTLY-DUP

OP+4+OP=*P

This rule is derivable from the axioms for the persistently modality, which are shown in Fig-
ure 7. We discuss these below.

We call a proposition P persistent if it satisfies P +- O P. Persistent propositions are important
because they are duplicable, see Exercise 7.2.

An example of a persistent proposition is the equality relation. A non-example of a persistent
proposition is the points-to predicate x +— v. Indeed, any heap in x — v contains at least one
location, namely x. Hence the empty heap is not in x — v. By the same reasoning we have
O(x — v) 4+ False.

Given the above intuitive reading of O P, the first three axioms for O in Figure 7, pErsisTeNTLY-
MONO, PERSISTENTLY-E and persistentLY-IDEMP, are immediate. These three rules together allow us
to prove the following “introduction” rule for the persistently modality.

PERSISTENTLY-INTRO

OPrQ
OP+0OQ

Exercise 7.1. Prove the above introduction rule. o

The rules in the right column of Figure 7 state that True is persistent. If resources are heaps
then True is the set of all heaps. Hence True in particular contains the empty heap and thus
OTrue = True. The rest of the rules state that 0 commutes with the propositional connectives.
We do not explain why that is the case since that would require us to describe a model of the
logic.

Next comes the rule persistentLy-sep and the derived rule persistenLy-sep-pErIVED. They gov-
ern the interaction between separating conjunction, conjunction, and the persistently modality.

PERSISTENTLY-SEP

SFOPAQ

SFOP+Q
The intuitive reason for why this rule holds is that any resource r in O P and Q can be split into
a duplicable resource s in P (and since it is duplicable also in O P) and r. Hence r is in OP * Q.

There is an important derived rule which states that under the persistently modality con-
junction and separating conjunction coincide. The rule is

PERSISTENLY-SEP-DERIVED

SFOMPAQ)
SrFO(P=*Q)

which is equivalent to the entailment

OPAQ)FO(P*Q).
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To derive this entailment we first show the following:

PrOP

e — 11
PrP+P ()
Indeed, using P + O P we have

PrOP+OPAOPrOP+OPFPxP

using the rule persistentLY-sep in the third step, and OP r P and monotonicity of separating
conjunction in the last.
Next, by the fact that 0 commutes with conjunction and (11), we have

OPAOQFOMPAQ)FOPAQ)*OPAQ)
Now, using the fact that PA Q+ P and P A Q + Q and monotonicity of O and *, we have
OPAQ)+OPAQ)FOP*OQ.
Hence we have proved
OPAOQ+OP+OQ. (12)
With this we can finally derive persistenLy-sep-DERIVED as follows
OPAQ)FOOMPAQ)FO(IPAOQ)FO(OP+OQ)FO(P*Q)

where in the last step we again use O P + P and monotonicity of separating conjunction.
Exercise 7.2. Using similar reasoning show the following derived rules.

1. OoP+OP

2. 0P=Q)rOP=0Q

3. P=QFrP~=Q

4. O(P+Q)rO(P= Q)

5. o(P+Q)rOP=0OQ

6. OP=Q+OP—+Q

7. if PrOQthen PrOQ=P.

8. (P=(Q*0OR))*P+(P=+(Q+0OR))*P+OR

The last two items are often useful. They state that we can get persistent propositions without
consuming resources. o

Exercise 7.3. Derive O(x > v)  False using the rules in Figure 7 and the basic axioms of the
points-to predicate. &

Exercise 7.4. Show the following derived rule for recursive function calls from the rule Hr-Rec
above.
Hrt-rEC-LOB

I,f:Val| QAVYy. Yv. {» P} fv {®} + Vy. Yv. {P} e[v/x] {D)
I'QrVy.Yv. {>P}(rec f x:=e)v {D}

Hint: Start with L6b induction. Use the rule Hr-persisTenTLY to move the Lb induction hypoth-
esis into the precondition. Then use the recursion rule Hr-Rec, and again Hr-persistentLy. You
are almost there. o
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PERSISTENTLY-MONO PERSISTENTLY-SEP

PERSISTENTLY-DUP p F Q PERSISTENTLY-E PERSISTENTLY-IDEMP S FO p A Q
OP4-OP=P OP+OQ gP+P gP+0OOP S+rOP=+Q
The persistently modality additionally has the following structural rules.
PERSISTENTLY-A PERSISTENTLY-V PERSISTENTLY->
OPAQ)4+OPADQ OPvQ)a+OPvOQ OsPH4->0P
PERSISTENTLY-Y PERSISTENTLY-J
Vx. OP4-0OVx. P Odx. P4-dx. OP
Finally we have three kinds of primitive persistent propositions.
PERSISTENTLY-TRUE PERSISTENTLY-EQ PERSISTENTLY-HT
True 4+ OTrue t=, 'Ot =, t) {P} e {®} 4+ O{P} e (D}

We have the following rule Hr-prersistentLy which, combined with the rules above, generalizes
Ht-Ht, H1-EQ and Ht-FaLsE.

HT-PERSISTENTLY

OQASH({P}e{v.R}
SH{PAOQ}e{v.R}

Figure 7: Laws for the persistently modality.

8 Concurrency: Invariants and Ghost State

In this section we finally extend the logic to support reasoning about concurrent programs. Two
crucial ingredients in achieving this are invariants and ghost state. Invariants are used to allow
different threads to access the same resources, but in a controlled way, and ghost state is used
to keep track of additional information, e.g., relationships between different program variables,
needed to verify the program. Although ghost state is already useful in a sequential setting, it
becomes much more powerful and expressive in connection with invariants.

First we introduce the parallel composition construct par with the help of which we will
motivate and introduce invariants and ghost state. Later on we will provide a rule for the fork
primitive and derive the rule for the par construct from it. This derivation however requires
more advanced concepts so we postpone it until the next section. The main reason we use par
instead of fork in this section is that it is easier to use in the small motivating examples, since it
is a higher-level construct.

8.1 The par construct

Using the fork primitive we can implement a “par” construct which takes two expressions e;
and e,, runs them in parallel, waits until both finish, and then returns a pair of values to which
e1 and e, evaluated. First we have the auxiliary methods spawn and join. We use syntactic sugar
None for inj; () and Some x for inj, x.

The method spawn takes a function and runs it in another thread, but it also allocates a
reference cell. This cell will hold the result of running the given function. The method join
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waits until the value at the given location is Some x for some value x, i.e., until the flag is set.

spawn := Af.let ¢ := ref (None) in fork (¢ < Some(f ())); ¢

join:=rec f ¢:= match !c with

Somex = x
| None = f(c)
end

Using these terms we can implement par as follows.

par:= Afi f.let h:= spawnfj in

letvy := fo() in
let vy :=join(h)in

(v1,v2)

Finally, we define new infix notation for the par construct. It wraps the given expressions into
thunks:

ey |l ez :=par(A_ey)(A-ey)

In words the functions do the following. We spawn a new thread and run the function f; there.
In the current thread we execute f, and then wait until f; finishes (the call to join). The notation
eq || e; is then a wrapper around par. We need to make thunks out of expressions because our
language is call-by-value. If we were to pass expression e; and e, directly to par, then they
would be evaluated in the current thread before being passed to spawn, hence defeating the
purpose of par.

The || construct satisfies the following specification which we derive in Section 8.8 from the
primitive fork {} specification.

Hr-pPAR
SH{P} e {v.Q1} SH{P} ex {v.Qy}
SH{P =P} e;|lex {v.Tvivy. v = (v1,v7) * Qi [v1/v]* Qa[v2/v]}

The rule states that we can run e; and e; in parallel if they have disjoint footprints and that in
this case we can verify the two components separately. Thus this rule is sometimes also referred
to as the disjoint concurrency rule.

With the concepts introduced so far we can verify simple examples of concurrent programs.
Namely those where threads do not communicate. We hasten to point out that there are many
important examples of such programs. For instance, list sorting algorithms such as quick sort
and merge sort, where the recursive calls operate on disjoint lists of elements.

Exercise 8.1. Prove the following specification.
(€1 > nxly—>m}(er|ley);! €1+ {vv=n+m+2}
where, for i € {1,2}, ¢; is the program ¢; « !{; + 1. o

However the Hr-par rule does not suffice to verify any concurrent programs which modify a
shared location. For instance, we cannot use it to prove

{1 n}(elle);!{v.v =n} (13)
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where e is the program £ < !{+ 1. The problem here is that we cannot split the ¢ - n predicate
to give to the two subcomputations.
Note that we cannot hope to prove

{>n})(elle);!€{v.v =n+2}

since the command € < !¢ + 1 is not atomic: both threads could first read the value stored at ¢,
which is 1, and then write back the value n + 1.
The best we can hope to prove is

{{>n}(elle);!C{lvv=n+1Vv=n+2} (14)

However this specification is considerably harder to prove than (13). To avoid having to intro-
duce too many concepts at once, we first focus on describing the necessary concepts for proving
(13). We return to proving the specification (14) in Example 8.31 after we introduce the neces-
sary concepts.

What we need is the ability to share the predicate ¢ — n among the two threads running
in parallel. Invariants enable such sharing: they are persistent resources, thus duplicable, and
hence sharable among several threads.

8.2 Invariants

To introduce invariants we need to add a type of invariant names InvName to the logic. Invari-
ants are associated with names and names are used to ensure that we do not open an invariant
more than once. We explain why this is needed later on.

We add a new term l to the logic, which should be read as invariant P named 1, or associated
with the name 1.

The typing rule for the new construct is as follows.

I'+P:Prop I'+1:InvName
I'r l : Prop

That is, we can make an invariant out of any proposition and any name. Notice in particular

that we can form nested invariants, e.g., terms of the form l .

The rules for invariants are listed in Figure 8 on page 50. As mentioned above we need
to make sure that we do not open the same invariant more than once (see Example 8.3 for
an example of what goes wrong if we allow opening an invariant twice). For this reason we
need to annotate Hoare triples with an infinite set of invariant names £. This set identifies the
invariants we are allowed to use; see the rule Hr-inv-open. If there is no annotation on the Hoare
triple then £ = InvName, the set of all invariant names. With this convention all the previous
rules are still valid.

With the addition of invariant names to Hoare triples there is a need to relate Hoare triples
with different sets of invariant names. We just have one rule for that:

HT-MASK-WEAKEN

S+{P}e{v.Qlg, £ CE
S+{P}e{v.Qlg,
This weakening rule allows us to add more invariant names. Intuitively it is sound, because if

we are allowed to use more invariants then surely we can prove more specifications.
We now explain the rules for invariants.
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Invariants are persistent The essential property of invariants is that they can be shared by
different threads. The precise way to state this property in Iris is that invariants are persistent
(the rule INv-PERSISTENT).

Allocating invariants The invariant allocation rule

Hr-1nv-ALLOC

& infinite S/\EILGE.ID—{Q}e{v.R}g
St{pP+Q}e{v.R}¢

has the following interpretation. To verify a program e, which will typically contain either
fork or parallel composition ||, we want to share the resources described by P between different
threads. To this end we give away the resources to an invariant, i.e., we lose the resources P, but
we obtain an invariant l for some 1. We can only specify that : comes from some infinite set of
names, but no more. The ability to choose £ is needed when we wish to use multiple invariants.
We want different invariants to be named differently so that we can open multiple invariants at
the same time; see the explanation of the Hr-inv-open rule below.

Invariants are persistent, so giving away resources to invariants is not without cost. The cost
is that invariants can only be used in a restricted way, namely by the invariant opening rule.

Footprint reading of Hoare triples With the introduction of invariants, the “minimal foot-
print” reading of Hoare triples mentioned in Section 4 must be refined. Now the resources
needed to run the program e can either be in the precondition P of the triple {P} e {v.Q} or
they can be governed by one or more invariants. Thus we will often prove triples of the form
{True} e {v.Q}, for some Q, where e accesses shared state governed by an invariant. See Exam-
ple 8.4, in particular the proof of the triple (15) on page 51.

Graphically, we can depict the situation as follows.

I I

E P
The heap (and other resources) is split between local state owned by the two threads (resources

P, owned by the first thread, and resources P, owned by the second thread) and some shared
state owned by invariants (in this case I; and I,). Individual threads can access the state owned
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by invariants and temporarily transfer it to their local state, using the invariant opening rule
we will see below. Thus if, for instance, the first thread opens invariant I,, we can depict the
state as follows.

Il 12

2

The resources owned by the invariant are temporarily transferred to the local state of the first
thread. This is the essence of the invariant opening rule.

Using invariants The invariant opening rule

Hrt-inv-oPEN

e is an atomic expression SA l F{PP+Q}ef{v.>P*R},
L
SA[P] H{Q} e {v.Rlgyy

is the only way to get access to the resources governed by an invariant. The rule states that
if we know an invariant l exists, we can temporarily, for one atomic step, get access to the
resources. This rule is the reason we need to annotate the Hoare triples with sets of invariant
names £. This set contains names of those invariants which we are allowed to open. We refer
to £ as a mask. In particular, we cannot open the same invariant twice (see Example 8.3 for an
example of what goes wrong if we allow opening an invariant twice).

Note that the reader might perhaps be puzzled as to why we need the set of invariant names
when we could perhaps just have the rule

e is an atomic expression SE{P*Q}e{v.>P=R}
SA[P]' F{Q}e{v.R)

removing the knowledge about the invariant once we open it. The reason is that this would not

prevent opening invariants in a nested way because the invariant assertion is persistent. For
this reason from the rule just mentioned we can easily derive

e is an atomic expression SA l F{PpP*Q}e{v.>P+R}
S A[P]' F{Q} e {v.R}

48



which would lead to a contradiction as shown in Example 8.3.
The restriction of the term e to be an atomic expression is also essential; see Example 8.6. An
expression e is atomic if it steps to a value in a single execution step.

Existing Hoare triple rules The existing rules for Hoare triples, e.g., those in Figure 5, are all
still valid with arbitrary masks, but the premises and conclusions of the rules must be annotated
with the same mask. For example, the rule Hr-sera becomes

Hr-BETA
S+H{P}e[v/x] {u.Q}¢
S+H{P} (Ax.e)v {u.Q}¢

for an arbitrary invariant mask £.

The rules in Figure 8 will be considerably generalised and simplified later, but for that we
need concepts we have not yet introduced.

Before proceeding with an example we need one more rule, namely a stronger frame rule,
which is only applicable in certain cases. The rule is needed because opening invariants only
gives access to the resources later. This is essential. The logic would be inconsistent otherwise,
though proof of this fact is not yet within our reach.®

The stronger frame rule is the following

Hrt-FRAME-ATOMIC
e is an atomic expression S+{P}e{v.Q}

SH{P+>R}e{v.Q=R}

This rule is useful because typically an invariant will contain something akin to £ — v, plus
some additional facts about v, and the expression e will be either reading from or writing to the
location ¢. This rule, together with the invariant opening rule, allows us to get the facts about
v now (note that there is no » on R in the postcondition) after reading the value.

Exercise 8.2 (Later False). We will often use an invariant to tell us that some cases are impos-
sible. For instance an invariant will often encode a transition system, e.g., encoding a commu-
nication protocol, and different threads will hold tokens which will be used to guarantee that
the transition system can only be in certain states, meaning, for instance, that a certain message
has not yet been sent. Thus we will have some resources now that are incompatible with those
held by the invariant. But the invariant gives us those resources, and hence the inconsistency,
later. Using Hr-rrame-atomic show the following triples.

{>(False)} € « v {v.Q} {>(False)} 1€ {v.Q} {>(False)} ref (v) {v.Q}

{>(False)} CAS(¢,vy,v,) {v.Q}
and use them to derive the following rule.

HT-LATER-FALSE
e is an atomic expression

{>(False)} e {v.Q}

Hint: use Hr-csq with the fact that False entails anything and » is monotone (the rule rarer-
MONO). ¢

8The precise statement and proof of this property can be found in [8], although it uses concepts we have not yet
introduced here.
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Hr-inv-aLLoc

TNT Einfinite  SAdie&[P]+{Q}e{v.R),
l|_|:|l S|-{|>P*Q} {U.R}g

Hrt-inv-oPEN

e is an atomic expression S /\l F{>P+Q}ef{v.>P*R},

S/\ f— vRSU{l}

Figure 8: Rules for invariants.

Example 8.3 (Opening an invariant twice leads to an inconsistency). This example demon-
strates a problem with opening an invariant more than once. Suppose the invariant opening
rule Hr-inv-oren did not remove the name : from the possible set of invariants to open, i.e.,
suppose the rule was instead

e is an atomic expression S /\l F{>P+Q}e{v.>PxRlgy,
S /\ |‘ V R SU{l}

Then we can derive the following nonsensical triple.

{€ 0} 1€ vy =3).

Indeed, using the invariant allocation rule Hr-inv-aLLoc we just need to prove

Ji e InvName. l F{True} 1€ {v.v = 3}.

Opening the invariant once we have to show

(€5 0]' F (¢ 0)} 1€ {(v.v = 3 As(C 1 0)).

And opening again we need to show

(60| F (€050 0)) 10 {v.v =3 As(l > 0% 0)}.

Since € — 0+¢ — 0 is equivalent to False we can use Hr-LaTer-FALSE to prove the triple.
Hence opening the same invariant twice cannot be allowed. |

Example 8.4. We now have sufficient rules to prove specification (13) from page 45.
{€ > n}(elle)! € {v.v = n}.

We start off by allocating an invariant. One might first guess that the invariant is £ — n. How-
ever this does not work since the value at location ¢ does in fact change, so is not invariant.
Technically, we can see that, to use the invariant opening rule, we need to reestablish the in-
variant (the » P in the post-condition).

Instead, we use the weaker predicate I = dm. m > n A € — m, which is an invariant. To
show (13) we first allocate the invariant I using Hr-mnv-arroc. This we can do by the rule of
consequence Hr-csq since ¢ — n implies I, and so also > 1.
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Thus we have to prove

1]+ (True} (el e);! € (v.v = n) (15)

for some 1.
Using the derived sequencing rule Hr-seo we need to show the following two triples

l F{True} (el e) {_. True}.
1]+ (True} 1€ (v.v > n).

We show the first one; during the proof of that we will need to show the second triple as
well. Using the rule Hr-par, the proof of the first triple reduces to showing

l F{True} e {_True}

where, recall, e is the term ¢ < £ + 1. Note that we cannot open the invariant now since the
expression e is not atomic.
Using the bind rule we first show

1]+ (True} 1€ (v.v > n).

Note that this is exactly the second premise of the sequencing rule mentioned above. To show
this triple, we use the invariant opening rule Hr-inv-oren, and thus it remains to show

I} vy =2nAvl}

InvName\({:}*

Using the rule Hr-rrame-atomic together with the rule Hr-roap and structural rules we have

1 {lvv=mAmznnl— m}lnvName\{l}'

From this we easily derive the needed triple.
To show the second premise of the bind rule we need to show

l FVYm. {m>n} €« (m+1){_True}.
To show this we again use the invariant opening rule and Hr-rrame-aTomic.
Exercise 8.5. Show this claimed specification in detail. ¢

This concludes the proof. |

Example 8.6 (Restriction to atomic expressions in Hr-inv-oren is necessary.). The restriction on
atomic expressions in the invariant opening rule is necessary. Consider the following program,
callite

(L —4;0<3)|'¢

and the invariant I = £ +— 3. Suppose the rule Hr-inv-oren did not restrict expressions e to be

atomic. Then we could allocate the invariant l and then use the rule Hr-par. Without the
atomicity restriction it is easy to show (exercise!)

l F{True} € « 4;€ <« 3 {_True}
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and

1]+ (True} 1€ v.v = 3)
Hence, by Hr-rar, we conclude

{0 3}efvv=((),3)}

However, the pair ((),4) is also a possible result of executing e (the second thread could read ¢
just after it was set to 4 by the first thread). Thus the logic would not be sound with respect to
the operational behaviour of the programming language. |

8.3 A peek at ghost state

The specification (13) is weaker than what happens operationally. The following specification
{€—n}(elle);!€{vv>n+1} (16)

where e is again the program ¢ « !£+1 is sound. However the logic we have introduced thus
far does not allow us to prove it. Invariants allow us to make resources available to different
threads, but exactly because they are shared by different threads, the resources governed by
them need to be preserved, i.e., the invariant has to be reestablished after each step of execution.
Thus, for instance, when the invariant is € — n the location ¢ must always point to the value n.

We could allow the state to change by using an invariant such as £ — nVv{ - (n+1). However
with the concepts introduced until now we cannot have an invariant that would ensure that
once ¢ — (n+ 1) holds, the location ¢ will never point to n again.

One way to express this is using ghost state. In Iris, ghost state is an additional kind of
primitive resource, analogous to the points-to predicate. Other names for the same concept
are auxiliary state, logical state, or abstract state, to contrast it with concrete state, which is the
concrete program configuation, i.e., a heap and threadpool.

Iris supports a uniform treatment of ghost state, but in this subsection we start out more
concretely, with just enough ghost state to prove specification (16).

To work with ghost state we extend Iris with a new type GhostName of ghost names, which
we typically write as . Ghost names are to be thought of as analogous to concrete locations
in the heap, but for the abstract state of the program. Hence ghost names are also sometimes
referred to as ghost variables. There are no special operations on ghost names. Ghost names
can only be introduced by ghost name allocation, which we explain below.

To prove (16) we need two additional primitive resource propositions, indexed by GhostName:
‘LSV and LFJ)/ These satisfy the following basic properties:

F-pupLicABLE S-S-INCOMPATIBLE S-F-INCOMPATIBLE

EVRESE 577 +57 k False ST +F + False
The way to think about these propositions is that LS}y is the “start” token. The invariant will
start out in this “state”. The proposition 'F!” is the “finished” token. Once the invariant is in

this state, it can never go back to the state ‘E}y
Conceptually, the tokens are used to encode the following transition system.

O—O
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Additionally, we need rules relating these tokens to Hoare triples:

HT-TOKEN-ALLOC B HT—TE)}(%I/\I—UPDATE—PRE HT*TOKEN*UPrQé)’I;E*POST
TelsFl  St{r T/ Plenq  SH{E+PlewQ)  SriPlefris” 0]
S+{P}e{v.Q) S+{S/"+Plev.Q) S+ {Pye{v.F +Q)

Using these rules, we now prove (16). The invariant we pick is the following predicate, parametrised
by y € GhostName.

I(y)=am.C—ms((S" Am=n)v(E" Am>(n+1)))

The idea is as explained above. The invariant can be in two “states”. It will be allocated in the
first state, with the “start” token S, since we know that the current value stored at ¢ is at least
n. Then, when a thread increases the value stored at £, we will update the invariant, so that
it is in the “finished” state. This pattern of using special ghost state tokens and disjunction to
encode information about the execution of the program in the invariant is typical, and we shall
see more of it later.

Example 8.7. So, let us start proving. We start off by using the rule Hr-roxen-arroc plus Hr-exist,
so we have to prove

{@y*frﬁn} (elle);!€{vv =n+1}.

We then again use the sequencing rule Hr-seq, but this time the intermediate proposition is not
True, but E}y, i.e., we prove the following two triples

{Léjy*€r—>n}e||e{v.@jy} (17)

Frl1ewr>n+1). (18)
{£7)

We begin by showing the first triple. Start by using the invariant allocation rule Hr-inv-arroc.
This is allowed by an application of the rule of consequence Hr-csq since LSJy +{ — n implies
I(y). Hence we have to prove

1(y) g {True} el e {v;j{}y}

Since LIZ]V *lejy implies Ll%}y it suffices (by the rule of consequence) to use the parallel composi-

tion rule Hr-rar and prove
I(y) ‘r {True} e {v;ij}
Again, using the bind rule, we first need to prove
I(y)| + {True} 1€ {v.v > n}.

Exercise!
For the other premise of the bind rule, we now have to show

1)+ {m=n) € — (m+1) {LFV}.
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To open the invariant we need an atomic expression. We use the rule Hr-sinp-pET to evaluate
m+1 to a value using the rule Hr-or. We then open the invariant and after using the rule Hr-pisy
and other structural rules we need to prove the following two triples

1) (€ mxST Am=m)} € — (m+1){L>1(y)«[F}
1) H{ptb > ma B Am > (n+ 1)} € — (m+1) {>1(y)+F]]

We only show the first one, and leave the second one as an exercise. We note however that
duplicability of LFJ)/ is essential.
Using the rules Hr-rrame-atomic and Hr-store we derive the following entailment.

I()/)l|—{>(€|—>m*@y/\mzn)}€<—(m+1){v.v:()/\€r—>(m+1)*;l§:}y/\m2n}
Following up with Hr-TokeEN-UPDATE-POST We get
: QY Y
1) (e > malST Amzm} e — (m+ 1) {vv= (AL (m+ 1)+ ) Am 2 n)

from which it is easy to derive the wanted triple using F-pupLICABLE to create another copy of
LFJY One of the copies is used to reestablish the invariant I(y), and the other remains in the

postcondition.
To conclude the proof of this example we now need to show (18)

1) +{F} e fvv>n+1)
Using the invariant opening rule Hr-inv-open together with structural rules we need to prove

1) H{EY oo m+(S7 Am=m)| 1€ (o0 > (n+1) AnI(y))
(y) F{(j:ij(eHm*@VAmz(n+1))} 1w > (n+1)AvI(y))

By S-F-iNcompATIBLE, the precondition of the first triple is equivalent to »False, that is, this case
is impossible, and the triple holds by Hr-Later-raLse. We leave the second triple as an exercise.
To recap, the high-level idea of the proof is that the invariant can be in two “states”. It starts
off in the state where we know that the value at ¢ is at least n and then, when incrementing, we
transition to a new state, but we also get out a new token, i.e., we get LFJ)/ in the postcondition.
This token is then used to decide in which case we are when opening the invariant again. W

8.4 Ghost state

The ghost state used in the previous section was rather ad hoc. If we had to extend the logic
with new primitive propositions for each new example, we would need to establish consistency
for each such extension. That is not tenable. Thus in this section we develop a very general
notion of resources. It is not the most general notion of resources supported by Iris, but the
final generalisation is quite technical and postponed until later sections. Consistency of Iris
with respect to this notion of resources will be proved in later sections. The notion of resources
described in this section suffices for the vast majority of program verifications. However it is
insufficient for certain more advanced uses of the logic, such as when Iris is used to reason
about refinement, or when building the Iris program logic on top of the base logic.
To define the notion of resources we need to recall some concepts and facts.
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Definition 8.8. A commutative semigroup is a set M together with a function (-): Mx M — M,
called the operation such that the operation is associative and commutative.

A commutative semigroup is called a commutative monoid if there exists an element ¢ (called
the unit) which is the neutral element for the operation (-): for all m € M, the property m-e =
€-m =m holds.

The set M is called the carrier of the semigroup (resp. monoid). |

Every semigroup can be made a preorder by defining the extension order a < b as
a<b < dc¢,b=a-c.
In words, a < b if a is a part of b.

Exercise 8.9. Show that the relation < is transitive for any semigroup M. Show that it is reflex-
ive if and only if for every element a there exists an element b € M such that a-b = a. Conclude
that if M is a commutative monoid then < is reflexive. o

Certain kinds of commutative semigroups and monoids serve as good abstract models of
resources. Resources can be composed using the operation. Commutativity and associativity
express that the order in which resources are composed does not matter. The unit of the monoid
represents the empty resource, which exists in many instances.

Finally, we also need the ability to express that certain resources cannot be combined to-
gether. This can be achieved in many ways. The way we choose to do it is to have a subset V of
so-called valid elements. Thus, for now, our notion of resources are the resource algebras defined
as follows.”

Definition 8.10 (Resource algebra). A resource algebra is a commutative semigroup M together
with a subset V C M of elements called valid, and a partial function |-|: M — M, called the core.
The set of valid elements is required to have the closure property

a-beV=ae),

that is, if x is valid then every sub-part of x is also valid.
The core is required to have the following properties.
|a| defined = |a|-a=a
|a| defined = ||a|| = |a|
a < b Ala| defined = |b| defined Ala| < |b|.

A resource algebra is unital if M is a commutative monoid with unit € and the following
properties hold.

eey le] = e.
In particular |e| is defined. |

The core of the resource algebra is meant to be a function, which for each element captures
the “duplicable part” of an element. Sometimes such a duplicable part does not exist, hence we
allow the core to be a partial function; we will see some such examples below.

In general, resources in Iris can be elements of so-called “cameras” which are generalizations of resource alge-
bras. They add additional approximation information to resources which is needed for the most advanced applications,
however the vast majority of program verifications needs only the “discrete cameras”, which is what we call resource
algebras in these lecture notes.

55



Exercise 8.11. Show that for any resource algebra M, and any element a € M, the core of g, if
defined, is duplicable, i.e., for any a, show

|a| defined = |a| - |a| = |al.
¢

Exercise 8.12. Show that in a unital resource algebra the core is always defined. Hint: ¢ < a for
any element a. &

Example 8.13. A canonical example of a unital resource algebra is the one of heaps. More
precisely, the carrier of the resource algebra is the set of heaps plus an additional element,
call it 1, which is used to define composition of incompatible heaps. Composition of heaps
is disjoint union, and if the heaps are not disjoint, then their composition is defined to be L.
Composing | with any other element yields 1. The core is the constant function, mapping
every element to the empty heap, which is the unit of the resource algebra. Every heap is valid,
the only non-valid element being . |

Example 8.14. We now present an example, which we will use later, and where the core is
non-trivial. (It is closely related to the agreement construction, which we will also use later on.)
Given a set X, the carrier of the resource algebra is the set X U{_}, for some element I not in X.
The operation (-) is defined by the following rules. The non-trivial compositions are only

m-m=m

and otherwise (when m and n are distinct) m-n = 1. The core can be defined as the identity
function, and every element apart from 1 is valid. The definition of the core as the identity
function is possible since every element of the resource algebra is duplicable. |

Example 8.15 (Finite subsets of natural numbers). The carrier of this resource algebra is the
set of finite subsets of natural numbers and an additional element L. The operation is disjoint
union, i.e.:

. _
= xUy ifxNny=0
L otherwise

The unit of this operation is (. Valid elements are all finite subsets of natural numbers and
the core operation maps every valid element to 0. [ ]

Example 8.16. If we take the resource algebra M to have the carrier {S,F, 1} with multiplication
defined as F-F = F and otherwise x -y = L then, with the rules presented above, we can recover
the rules Frok-DUPLICABLE, S-S-iNcompATIBLE and S-F-incompaTIBLE, which were postulated in
the previous section. The core of the resource algebra M is always undefined. |

Example 8.17 (Resource algebra of fractions). An often used resource algebra is the one of frac-
tions Qg . Its carrier is the set of (strictly) positive rational numbers g with addition as the oper-
ation. However the valid elements are only those g less than or equalto 1,i.e., V={q|0<q <1}
The core is always undefined. n

Example 8.18 (Exclusive resource algebra). Given a set X the exclusive resource algebra Ex(X)
has as carrier the set X with an additional element . The operation is defined such that x-y = L
for all x and y. The core is the always undefined function, and the valid elements are elements
of X, i.e., every element of the resource algebra except the 1.
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Perhaps it does not seem that this resource algebra is very interesting. In fact it does appear
in verification of certain programs, but it can also be used as a building block of other resource
algebras, as shown in the following exercise. [ |

The following examples are generic constructions. They construct resource algebras com-
bined from a variety of smaller ones. This makes it easier to build more complex notions of
resources needed in verification, since a lot of the infrastructure can be reused. However it does
take some practice to get used to thinking in terms of decomposition of the desired resource
algebra in terms of the smaller ones. We hope the reader will get some intuition for this by
working through the example verifications in the rest of these notes.

Example 8.19 (Products of resource algebras). If M; and M, are resource algebras with cores
|-]; and ||, and sets of valid elements V; and V, then we can form the product resource algebra
M. Its carrier is the product M; x M, and its operation is defined component-wise as

(a,b)-(a’,b"Y=(a-a’,b-b")
and the set of valid elements
Vi ={(a,b)|aeV,beV,}.

The core is similarly defined component-wise as

aly,|b if |a|; and |b|, defined
(woy, - |0 bk) iflay and o,

undefined otherwise

It is easy to see (exercise!) that if both resource algebras are unital then so is the product re-
source algebra.
This product example can be extended to a product of arbitrary many resource algebras. W

Example 8.20 (Finite map resource algebra). Let (M,V,|-|) be a resource algebra. We can form

a new resource algebra N 1 M whose carrier is the set of partial functions from N to M with
finite domain, and the operation is defined as

f(n)-g(n) if f(n)and g(n) defined
f(n) if f(n) defined andg(n) undefined
g(n) if g(n) defined and f (n) undefined
undefined otherwise
The set of valid finite maps is

VN@M ={f|Vn, f(n) defined = f(n) e

and the core is defined as

(] 50, (1) = f ()l if £(n) and |f (n)| defined

undefined otherwise

Note that N — M is always a unital resource algebra, its unit being the always undefined finite
partial function. |
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Exercise 8.21. Show that when restricted to valid elements, the resource algebra N 2 Ex (Val)
is the same as the unital resource algebra of heaps described in Example 8.13. More precisely,

show that the valid elements of N M Ex (Val) are precisely the heaps, and composition of these
is exactly the same as the composition of heaps, if it is a valid element. &

Example 8.22 (Option resource algebra). Given any resource algebra (not necessarily unital) M,
we define the unital resource algebra M,. Its carrier is the set M together with a new element
?. The operation on elements of M is inherited, and we additionally set ?-x = x-? = x, i.e., ? is
the unit. The set of valid elements is that of M and ?. Finally, the core operation is defined as

12l =2

|x| if |x| defined
|X|M? =

? otherwise

Extending Iris with resource algebras With these concepts, we can extend Iris with a general
notion of resources, a single unital resource algebra. Strictly speaking the logic is extended with
a family of chosen resource algebras M;, which we leave open, so that new ones can be added
when they are needed in the verification of concrete examples. We add the resource algebras,
and its elements, the core function, and the property of the element being valid, as new types
and new terms of the logic, together with all the equations for the operations. In addition to this
we also add the notion of ghost names. These are used to be able to refer to multiple different
instances of the same resource algebra element, analogous to how different locations in a heap
are used to contain different values.
Thus we extend the logic with the following constructs

I'ra: M; lal; defined I'ra: M; y € GhostName I'ra: M;

TFlal;: M; T'raeV;:Prop l—‘a Mﬁ : Prop

The first two are self-explanatory, they internalise the notions of the resource algebra into the
logic, i.e., they allow us to reason about elements of the resource algebras in the logic. The last

l@l when the resource algebra ./\/ll is clear from the context. Th1s assertion states that we own
an instance of a ghost resource a named y.
The rules of the ghost ownership assertion are as follows.

OwnN-opP OWN-VALID

a: M b M Ak lasb MY a: M racy,

And the final rule, which shows why the core is useful, is related to the persistently modality
with the following law of the logic.

PERSISTENTLY-CORE
Tta: M~ |a|l- deﬁned
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Ghost updates We now consider how to update the ghost resources. This ability will be used
to evolve the ghost state along with the execution of the program. When the ghost state changes,
it is important that it remains valid - Iris always maintains the invariant that the ghost state
obtained by composing the contributions of all threads is well-defined and valid, i.e., that all the
contributions of all threads are compatible. We call state changes that maintain this invariant
frame-preserving updates.

Definition 8.23 (Frame preserving update). For any resource algebra M with the set of valid
elements V we define a relation, the frame preserving update a ~ B, wherea€ M and BC Vis a
non-empty subset of valid elements. It states that any element compatible with a is compatible
with some element in B. Precisely,

FRAME-PRESERVING-UPDATE
a~B e VxeM,a-xeV=3dbeB,b-xeV.

If B is the singleton set {b}, we write a ~» b for a ~» {b}. |

To support modification of ghost state in the logic we introduce a new update modality & P,
with associated frame preserving updates. The typing rules and basic axioms of the update
modality are show in Figure 9. The intuition is that P holds for a resource r, if from r we
can do a frame-preserving update to some r’ that satisfies P. Thus the update modality B P
provides a way, inside the logic, to talk about the resources we could own after performing an
update to what we do own. With this intuitive reading of P, the laws in Figure 9 should
make sense. For instance, the upp-rrame axiom holds because if r satisfies P =2 Q, then r can be
split into r; and r, with 7y in P and r, in B Q, and the latter means that r, can be updated in a
frame-preserving way to some r; in Q, i.e., 1, ~ r5. But then also r = (r; - 7;) ~» (r1 - ;) and hence

reB(P+Q).

UPD-MONO
Pr Q UPD-INTRO UPD-IDEMP UPD-FRAME
I['+P:Prop _
—_— BPrEQ PrEP BEEPrEP P+EQrBE(P*Q)
'+ P:Prop

Figure 9: Laws for the update modality

Exercise 8.24. Show the following derived rules.

1.
PO hLrEQ,
PP B (Q1*Q7)
2.
UPD-SEP
PrEQ hLrEQ,
PP B (Q1*Qy)
3.
Pz"bQ Pl*Q'_bR
P %P+ 'ER

59



¢

Remark 8.25. Note that the rule uep-sinp is a kind of bind or let rule. Indeed, it may be in-
structive to compare the rule uvep-sinp with the typing rule for a let construct in an ML-like
language

Fre : T Ix:trey:0o

Irletx:=ejiney:o

The difference is that because of the use of separating conjunction we need to separate the
resources needed to prove £ Q from those needed to prove the 5 R. Thus we cannot use P, any-
more when proving £ R. Instead urp-sinp very closely corresponds to the let rule in a language
with an affine or linear type system.

The following exercise shows that if a more standard let-like rule is added to the logic then
the update modality would become significantly weaker. |

Exercise 8.26. Show that if the rule

PrEQ P+QrpBER
PrBR

is added to the logic then the following is derivable for any R.

P =P+ False
P+rBER

In particular P + 5 False for P such that P+ P r False. o

The update modality allows us to allocate and update ghost resources, as explained by the
following rules.

GHOST-ALLOC (GHOST-UPDATE
aeV a~b
=y =y oy
TruerB3y. 4] a’ FELb

Finally, we connect the update modality with Hoare triples. The idea is that ghost state is
abstract state used to keep track of auxiliary facts during proofs. So we should be able to update
the ghost state in pre- and postconditions of Hoare triples, since whether or not the program is
safe to run, and its return value, only depends on the physical state.

A uniform way to do this is to generalise the consequence rule Hr-csa. We first define the
view shift P = Q as

P=Q=0F=FQ)
The generalized rule of consequence is then

Hr-cso-vs

S persistent SkP=P  SH{P'}e{v.Q} S HYu. Q'[u/v] = Qlu/v]
SF{Plefv.Q

Exercise 8.27. Derive the previous rule of consequence from the one just introduced. o
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Exercise 8.28. Derive the following.

acV
Pri((3y.1a”)+P)

aeV
FP= (3y.la)«P

In particular, we have True = Jy. [é]‘y, for all valid a, and if a ~ b then [é]‘y = ‘jg;y

Exercise 8.29. Derive the rest of the rules for start and finish tokens used in the previous section
for the resource algebra from Example 8.16. That is, show the rules Hr-roken-uppaTe-rost, Hr-
TOKEN-UPDATE-PRE, and HT-TOKEN-ALLOC. &

Exercise 8.30 (Allocating invariants in the post-condition). It will often be the case that we
need to allocate an invariant in the post-condition, using the following derivable rule.

Hr-I1Nv-ALLOC-POST

€ infinite SH{P}e{v.Q}
Stk {(>P1)*P2}e{v.Q/\EIL€€.l}S

Derive the rule using Hr-inv-arroc, the fact that invariants are persistent and the generalised
rule of consequence introduced above. &

Example 8.31. In this example we show how to use slightly more complex reasoning using
resource algebras to show the specification (14) (page 46) from the parallel increment exam-
ple. We are going to use two resource algebras: the one of fractions defined in Example 8.17
together with the resource algebra encoding the transition system with states S and F defined
in Example 8.16 and demonstrated in Example 8.7.

The proof proceeds similarly to the proof in Example 8.7, but with a different invariant. The
invariant we are going to use is

I(Vl’ 7/2;”) = € (d n*\Léjylv

> (n+ l)*@jyl *EJMV
- (n+2) *@jyl *}j:}yz

That is, we are in essence encoding a three state transition system. The tokens F and S are

used to distinguish the initial state from the rest of the states, and the fractions % and 1 can be

thought of as the price needed to get from the initial state to the current state. We can depict

this in the following way

(S,0) >w ?

Sl
—_—
g3
—_
~
Sl
»
—_
ol
M
—_
N



The resources on the transitions can also be viewed as coming from the environment. To make
r ‘72
a transition from one state to another the environment will have to give up ownership of | ; 1

and transfer it to the invariant.
With this invariant let us proceed to the proof of the specification

{—n}(elle);!l{vv=n+1Vv=n+2}.

!

We start off by allocating two pieces of ghost state. We allocate 'S”' and ‘717‘72 for some y; and

72 using the rule Guost-arroc and the generalized rule of consequence. Hence we have to show

O ER2

{LSJ #1117 > n} (elle);!Clvv=n+1Vvv=n+2}
Using the invariant allocation rule we allocate the invariant by transferring

ST wln

into the invariant, which then means we have to show

I(y1, ya,m)| F {;j:}yz} (elle);!C{vv=n+1Vvv=n+2)
for some 1. Using the rule Hr-seq we now verify the two parts, showing the following two triples

LT =
Iuy2m] F{17} elle) {F)
I(y1, 2,1 ) { ‘71} Wivv=n+1Vv=n+2}.

The proof of the second triple is completely analogous to the one in Example 8.7, so we omit it
here. To show the first triple we first use the rule Own-or to get

and

and hence the first triple is equivalent to

2 T2 = [
I y2m)| + {57 37 elle (LB E
which means we can use the parallel composition rule Hr-rar, and we have to show
172 a—_—
I(y1, yan )] { % | } e {—-LFJyl }

Recall that e is the program ¢ « !¢ + 1. Using the Hr-sinp rule we show the following two
entailments.

1] {17} e oo =nve= e E7) 1) (19)

[yl + Vo {(v=nve = e )R ) 1o v a1 (LB (20)
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Note the ;rijl token we chose to add in the postcondition for the case of reading n+ 1. As in
Example 8.7, this is essential to show the second triple: with LF:}VI being duplicable, this allows
us to remember that the invariant is not in the initial state anymore. Then, when storing, we
can exclude the impossible case where we store n+ 2 (and thus must have read n + 1) while the
invariant is still in the initial state LSJ% (in which case we would not be able to reestablish the
g !

invariant, as we only have one i i}yz fraction). As in this case we will have ownership of both
the S and the F token (which are incompatible), we will be able to reach a contradiction.

We first show (19) and start by opening the invariant I(y, y,,n). We thus get
172 172
|

>(€|—> n STV s (n+ 1)+ EV #1170 s (n+2)«[F *‘rij‘yz)*(lw‘
[t (Sl 12 (Sl (Sl 12!

in the precondition which, using the distributivity laws of the logic, together with Own-or sim-
plifies to

The last disjunct is equivalent to »False by Own-vaLip and the fact that the only valid fractions
are those which are not greater than 1. Using the disjunction rule Hr-pis; we have to show
further three triples, all with postcondition

(v=nvo =+ )«E )« 37 s 101, 72m)

and with three preconditions corresponding to the three disjuncts above. The last is the easiest
one and follows directly from Hr-rarer-raLse. The first two we leave as exercises, since they are
direct applications of rules we have seen many times.

Exercise 8.32. Show the following two triples.
Y, L2 R, 12
{l>(€|—>n>e‘§‘ )*‘J} }!Z{v.(v:n\/v:(n+1)*;f7} )*;1} *>I(7/1,7/2,n)}

V2

{»(e > (n+1)% B %72)%”} !e{v.(v =nvv=(n+ 1)*@”)*3}] *>I(7/1,7/2,n)}
&

Let us now turn to showing the specification (20). Using the V introduction rule, distribu-
tivity of  over V, and Hr-p1sy this means showing two specifications.

T y2m) Fo=n 37} vt {JED) )
T o= ) E7 3 vt (L) 22

We show the first and leave the second as an exercise. Using Hr-rersistentry and ordinary equa-
tional reasoning the first triple is equivalent to

Tz F {377} e net (JE7)
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To be completely precise we first need to use the bind rule to compute n+ 1 to a value, but this
is completely straighforward, so let us just assume we have done it. We then open the invariant
and after simplifying we have

>(€|—> n*@:}h *g‘}yz)v%f - (n+ 1)*(715}71 *@jyz) V>(€ — (n+ 2)*@1}7/1 *gjyz)

in the precondition. As before, the last disjunct is equivalent to »False and the correspond-
ing triple follows from Hr-Larer-raLse. Using Hr-pisy we thus need to prove the following two
specifications.

{>(€ > n S *972)} Cen+ L{LF w0 I(y1,y5,m) (23)

(e e )« B S na L {LET w01, 7, m) (24)

We show the first and leave the second as an exercise. We proceed by forward reasoning and
start by using Hr-Loap and Hr-rrame-atomic to get

{elemmais? 37 e nat{emnr1as? 1) (25)
We then use the fact that S ~» F together with the rule Guosr-uppare and upp-FraME to get
(€ —n+1 *E}m *gj}yz) = (f —n+1 *}ilzjyl *Ewln)

Moreover F =F - F and thus Own-or gives us lejyl = (Ll%}yl *;rj:jyl ) and thus together we have

(e me 18757 ) = (e m B ),

Clearly > n+1 *@jm *
(¢ me 108757 2 (BT o100 7m)

and thus finally, by the (generalized) rule of consequence, we get (23) from (25), as needed.

Exercise 8.33. Following similar reasoning illustrated above show specifications (24) and (22).
¢

The proof is somewhat complex, and perhaps the key new point, compared to previous
examples (in particular Example 8.7), is lost to the reader. The key new way of reasoning in this
example is the use of the fraction % and how we transferred it from the ownership of a thread to
the ownership of the invariant. Technically this can be seen from the fact that if when reading

. . .. o s co T 1
1€ the invariant is in state £ > n+'S!"", then after writing it is in state € > (1 + 1)+ F|"! *57} g

. . . .. = 1 . .
Analogously, if the invariant is in state £ — (n+1) *LFJVI *EJ * when reading, then after writing

o e . Sy
it is in state £+ (n+2) *LFJVI *;ﬁlﬁ}yz. Finally, we have used the fact that the threads own L%J ? at
the beginning, to discount the possibility that we have read the value n + 2 before writing, i.e.,

that the invariant was in state £ > (n+ 2)* lejyl *ﬁjyz. |
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Exercise 8.34. For the same program e as in the preceding example, define an invariant which
would allow you to prove the following specification

{—>n} ((elle)]le);!'€{vv=n+1Vv=n+2Vv=n+3}.
¢

Example 8.35. This example is a generalization of the parallel increment example 8.31. Instead
of for a fixed number of threads, we will prove a specification for any number of threads adding
to a location. We also generalize it to the addition of any number instead of just 1 for each
thread. This is slightly more interesting, because the possible result values in the location
are not just n+ 1,n+2,...,n + k, but any combination of the numbers the threads are adding.
As we will see, this does not allow us to use the same reasoning as in the previous example.
Instead, we present another way of combining state-tracking resource algebras (multiple S-F
instances), which at the same time represents an alternative way of proving the specification of
Example 8.31, without using the fractional resource algebra.

Another new aspect of this example is that we show a specification for an inductively con-
structed program, namely a program consisting of any number of nested threads. As we will
see in the proof, induction on the list of threads while having an invariant about those threads
is not trivial.

The program and specification for k threads with numbers ay,...,a; to add is the following:

{0 mn} (el (el - (ex-1llex)---)s 1w IACHL,.. k), A= 0 A v=n+) jcpai} (26)

wheree; = { < 1€ +a;.

The proof is structured as the one in Example 8.31: We will have an invariant that governs
the location ¢ and which can be in different states, logically representing which threads have
contributed. One might think that we could proceed with fractions similarly to the example
with two threads where instead of a fraction }, each thread would get a fraction corresponding

,,,,,

represent the amount added to the location. However, this will not work out, as we will not be
able to distinguish between the addition of an 4; and two times the addition of %, for instance.
This would allow to represent sums that in reality are not possible.

Luckily, it turns out that the problem is much simpler and we do not even need fractions.
What we actually want to track is whether a thread has contributed or not, to discount the
possibility of a thread’s number being contributed twice. This can be achieved with the two-
state transition system with states S and F from Example 8.16 which we also have used in the
previous proofs of parallel increment. We will simply use k instances of this resource algebra,
one for each thread. We use the ghost names y = y4,..., ¥, to distinguish them. Additionally we
will — as before — use the same transition system to encode the global state of execution, namely
whether we are in the starting state S or a final state F. This instance is represented by the ghost
name y. With this idea, our invariant looks as follows:

Iy, 7,m) = €nxS" VAACHL,.. k), A=0 A Cron+Yicaa; » Ky B <[F]
The invariant can be in two states. The first state, represented by the token (SJV’ is the same as

in the example with just two threads: the value at the location is unchanged, as no thread has
written to the location yet. The second state, represented by the token ‘LF:})/, represents all pos-

sible final states of the program, i.e., where all threads have executed and thus the contribution
of at least one thread has to have been added to €. For each thread whose number is included
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in the sum, we additionally have the thread-specific final state token Llf}y" . This allows us to
exclude the impossible case where a thread’s number is already part of the sum when it makes
its contribution.

Let us now show how we can prove specification (26) using this invariant. We start by
allocating ghost state: the global LSJV token and the thread-specific LSJV’ tokens. Then the spec-
ification to show is

[ neS? ki 1S

..... L—

(er Il (eall -~ (ex—1llex)---)); 1
{v3Ac(l.. k), A%0 A v=n+ Y a)

which allows us to allocate the invariant in the starting state, leaving us to show

{*icqr,.0187")
Iy, 7.+ (el (exll -+ (ex_1llex)-+)); 1€

{v.aAg (1,...,k}, Az0 A v = n+Zi€Aa,-}

As usual, we use the sequencing rule to prove two triples:

17 m] i ST el el - (e lle) ) {-[EV) (27)
Ty m] F{ET efoaAacl, k), A=0 A v=n+Yica) (28)

Following the same pattern as in the examples 8.7 and 8.31, for the postcondition of the parallel
part of the program we choose ownership of the ‘ley token. This is enough to get our eventual
postcondition when reading the location in the second triple, as the token implies that the
invariant must be in the final state. This part is completely analogous to the proofs before, so
we leave showing (28) as an exercise.

To prove the main part, (27), we need a specification for the individual threads, which we
can then compose to prove the whole program:

1y, 7,m] F {87} e {-.1F7) (29)

That is, given the invariant and the thread-specific LSJ% token, after executing e;, we will have
the global 'F!” token. This — obtained from the invariant’s final state — represents the fact that

after executing any one thread, the value stored at € is a possible final value. Note that we do
not need an LF:}% token here; these are only used in the invariant.

With this specification, showing (27) seems trivial: we repeatedly use Hr-par and will end
up with k ‘rij tokens, where one is enough for the required postcondition. Note however, that
formally, we have to show this using induction on the number of threads k. This will not work
directly, as k also occurs in the invariant, namely in the list of ghost names ¥ = y4,..., y,. This
means that the induction hypothesis would work with a different invariant (for the threads
1,...,k — 1) and thus the two premises for the Hr-rar rule would have a different left side of
the entailment and we would be stuck. The solution is to keep the invariant over the list of all
threads, while doing induction on a suffix of the list of threads not having considered yet (for
which there must be an ‘LS}% token and which at the beginning happen to be all threads). Note
that the Hr-par rule allows us to consider (prove) the threads in any order. Intuitively we can do

it this way because the invariant’s proposition for some of the threads also holds for all threads
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(if the result value is the sum of contributions from a subset of some of the threads, then it is also
the sum of contributions from a subset of all threads). Technically it works because specification
and proof for a single thread (29) just talk about that single thread and are independent of the
other threads. Formally, instead of showing (27), we show the following triple for any q < k:

1,70 F{#ieq, 87} (gl (g Il - (ealler) ) {-.[E 7} (30)

Induction is then straightforward. The base case g = 1 is exactly specification (29) with i = 1.
In the induction case, the induction hypothesis gives the specification (30) for g — 1, the one for
e is again (29) (with i = g) and thus we can use the Hr-rar rule to obtain (30), just with post

condition 'F"«F”, which we simplify to! B using Hr-csq. For g = k we then get (27) from (30).

We conclude the proof by showing the essential part, the specification (29) for a single thread
using the invariant. Recall that thread ¢; is the program ¢ < £+ a;. Using the Hr-sinp rule we
show the following two entailments:

(57
Iy, 7.m]| + 10
{v. ;lé:}yj*(v:nVEIAQ{l,...,k}\{j}, A£QD Av=n+) caai+*;ca ;E}y’*;i}y)}
(31)
[V (v=nvIAC(L.. kI\(j), A=0 A v=n+Ycqa;4%cs F +F]))
I(y,?,n)li—Vv. €<—v+aj

{-F7}

The idea is that if we read a value which includes the contributions from some threads, we
want to remember that the invariant was in the corresponding state. This is done in (31) via

(32)

the tokens F‘y and ! F‘% for all i where the contribution a; is included in the read value. It is
moreover 1mportant to include the fact that 4; is not part of the read sum, which cannot be the
case because the current thread has not wrltten yet. We will see that this is needed in the proof
of (32). To show (31) we open the invariant I(y,7,n) and get two disjuncts in the precondition.
Using the Hr-pisy rule we have to show two triples:

{877 +o(t > xS
10
{v.@yj*(v:n\/ElAQ{l,...,k}\{]} A#O AN v=n+Ycaai+F;cy F+F7 )*>I(7/,7,n)}

1e
{0187+ (v=nVIAC(L. KI\(j), A2 0 A v=n+Ticpa3%icq B ] )eol(y,7,m)

{Léj}ij(EIAg{l, k}, AzO0 A C>n+) ;cpa; » ¥ica ‘F‘y’ F‘y)}

The first follows easily by choosing the left disjunct in the postcondition as well as the first state
of the invariant via Hr-csq and then applying Hr-rrame-atomic and Hr-Loap. For the second, we
use Hr-csq and then Hr-pisy to distinguish the cases j € A and j ¢ A in the precondition. The
triple with j ¢ A follows similarly as the first triple (as then we have A C{1,...,k}\{j}). However,
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here we have to duplicate the tokens 'F”7 and 'F!” via Frok-pUPLICABLE because we need one
[t [t

copy for the actual post condition (which allows us to “remember” the state of the invariant for
later) and one to reestablish the invariant. The triple with j € A in the precondition actually
represents an impossible case, as intended. We obtain a contradiction by combining the LSJVJ
token with the 'F" (which we have because we assume j € A): with S-F-INCOMPATIBLE, we get
>False in the precondition and the triple holds by Hr-Later-raLse. We have thereby shown (31).
We continue by showing the second part for the bind rule, the specification for the writing
part (32). Using the rule Hr-pisj, we have to show two triples for the two different values of v.
For each, we will open the invariant and, using Hr-pisj, have to show two triples. In total, we
have to show the following four triples (where parts not needed for the proof are in grey):

(57 <s(e ST
l — n+a; (33)
(BB o1y, 7,m)

(ST 4-(AAC(1,.. k), A0 A Lo n+ Y g+ %y F 4B

{— n+aj; (34)
(LEDT B oo Iy, 7m)

YAC{L,...,k}\{j}, A=0.
{87« 3%icq BT« B wo(Cio xS

Ce—n+) jcqa; + a; (35)
e S (Vs A)

VYAC{L,...,k}\{j}, A=0.

[(S177 %3k ieq B %[EY wo(GA C {1, k), A 20 A Lo+ Licpa; « %0 B AED)
Ce—n+) ;a0 + aj (36)

{LBVT B woI(y,7,m)

For each triple we first use the bind rule to compute the value of the binary operation.

The first two triples represent the cases where we read n from the location. In the first, we
opened the invariant in the starting state for writing, whereas in the second the invariant was
already in a final state. In both triples we use Hr-roken-urpate-pre to update LSJy] to ;rijj in the

precondition, in the first we additionally have to update the global Lé}y token to ‘rij, which is

not necessary in the second as the invariant is already in the corresponding state and provides
the token. In both cases, we want to reestablish the invariant in the final state with A = {j}.
To do so, we duplicate the tokens ;leyj and LFJ)/ via FTOK-DUPLICABLE, choose the corresponding
disjunct in the invariant via Hr-csq, use Hr-rrame-atomic and then get the triple via Hr-store.
The third triple represents an impossible case: the invariant cannot be in the starting state
if we have read a value from the final state before. We can prove the triple by combining the

r=-
|

invariant’s'S }y token with the LI:])/ token we remembered from reading to obtain a »False in the

precondition.
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The fourth triple represents the case where we have read a value which already includes
some contributions from other threads. Therefore the invariant must be in a final state (we
have just excluded the other case), but it can be a different one (represented by the set A’ which
we don’t use). To the sum we obtained from reading, we add aj, SO we have to reestablish the
invariant with a sum represented by the set A” = AU {j}. Note that it is essential that this is
a disjoint union as otherwise we would get a different sum. This is why we needed to require
j ¢ A when choosing the precondition for (32) with the bind rule. To prove the triple, we update
the current thread’s LSJ% to Ll:":}y]‘. Then we have the LE}Y’ token for all i € A” (as we remembered
those from A when reading) which is exactly what we need for the invariant. The rest follows
by Ht-csq, HrT-rrRaAME-aTOMIC and HT-STORE.

Hereby we have concluded the proof of (32) and have thereby shown our specification for
the parallel addition example.

To summarize, this example showed how we can make use of multiple instances of the
S-F state transition system resource algebra to track progress for multiple threads as well as
keeping track of the global invariant state. We have moreover shown how we can prove a
specification for any number of threads, with an invariant that governs logical state for all of
those threads. [ |

-
|

Exercise 8.36. In Example 8.35 we considered the parallel, non-atomic addition to a location
by k threads. Assuming we had a primitive which atomically adds a number to a location, how
would the specification for the program change? How would an invariant look like with which
this specification can be proved? Hint: Take a look at Example 8.15. o

8.5 Compare and set primitive

The compare and set primitive CAS({,v{,v;) is an atomic operation which in one step compares
the value stored at location ¢ with v;. If they agree it stores v, to €. Its operational semantics
is defined in Section 2. Note that CAS(¢,vy,v,) is not equivalent to if !¢ = vy then € « v,, since
the latter expression is not atomic, and indeed not operationally equivalent, since the value at
¢ can be changed by some other thread before ¢ < v, is executed.

The CAS primitive is the basic primitive used to build other synchronisation primitives,
such as locks, which we will see in Section 8.6.

The specification of CAS is as follows.

Ht-CAS

{1+ v} CAS(L,vq,vp) {u.(u =truexv =vy *{ > vy) V (u =false*v z vy »{ > v)}

Often the following derived rules are easier to use.

Hr1-CAS-succ

{>€ > v} CAS(C,v1,v;) {u.u = true =€ > v,}

Ht-CAS-raIL

(>l > v=>(v=vy)} CAS(L,v1,v,) {u.u =false+ € +— v}

Exercise 8.37. Derive the rules Hr-CAS-succ and Hr-CAS-rarr from Ht-CAS. o

8.6 Examples
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Example 8.38 (Spin lock). For our first example of a concurrent module with shared state we
will show a specification for a spin lock module. The module consists of three operations,
isLock, acquire and release, with the following implementations:

letnewLock() = ref (false)
letacquire! = if CAS(/, false, true) then () else acquire!

letreleasel =] « false

Concretely, the lock is a boolean flag, which must be set atomically to indicate that a thread
is entering a critical region. We will give an abstract specification, which does not expose the
concrete implementation of the lock. Therefore, we specify the operations on the lock using
an abstract, i.e., existentially quantified, isLock predicate. The specification we desire for the
module as a whole is:

disLock :Val — Prop — GhostName — Prop.

dlocked : GhostName — Prop.

O(¥YP,v,y. isLock(v, P, y) = OisLock(v, P, y))
O(Yy. locked(y)*locked(y) = False)

VP. {P} newLock() {v.3y. isLock(v, P, )}
VP,v,y.{isLock(v, P, y)} acquirev {_.P % locked(y)}

> > > >

VP,v,y.{isLock(v, P, y)* P *locked(y)} releasev {_True}

The specification expresses that the isLock predicate is persistent, hence duplicable, which
means that it can be shared among several threads. When a new lock is created using the
newLock method, the client obtains an isLock predicate, and the idea is then that since it is
duplicable, it can be shared among two (or more) threads which will use the lock to coordinate
access to memory shared among the threads. The newLock, acquire, and release methods are all
parameterized by a predicate P which describes the resources the lock protects. The postcon-
dition of acquire expresses that once a thread acquires the lock, it gets access to the resources
protected by the lock (the P in the postcondition). Moreover, it gets a locked(y) predicate (think
of it as a token), which indicates that it is the current owner of the lock - to call release one needs
to have the locked(y) token. To call release, a thread needs to have the resources described by
P, which are then, intuitively, transferred over to the lock module - the postcondition of release
does not include P. Finally, the locked(y) token is not duplicable, because if it was, it would
defeat its purpose of ensuring that only the thread owning the lock would be able to call release.
We will discuss an example of a client of the lock module below.

We thus proceed to prove that the spin lock implementation meets the above lock module
specification.

We need ghost state to record whether the lock is in a locked or an unlocked state. The
resource algebra we use is {¢, L, K}, with the operation defined as ¢ - x = x- ¢ = x and otherwise
x-y=1.

To define the isLock predicate, we will make use of an invariant — that will allow us to show
that the isLock predicate is persistent, as required by the specification above.

The invariant we use is:

I(¢,P,y) ={ > false *[Ii(]y * PV true.
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With this we define the isLock and locked predicates as follows.

isLock(v,P,y) =3¢ € Loc,1 € InvName. v =€ A I({, P, y) '

locked(y) = K|

The idea of the invariant is as follows. If the location ¢ contains false, then the lock is
unlocked. In this case it “owns” the resources P, together with the token K. The K token can be
thought of as the “key”, which is needed to release, or unlock, the lock. In the post-condition of
acquire we obtain locked(y), and together with the fact that locked(y) is not duplicable we can
ensure that only the thread that acquired the lock has control over releasing it and, moreover,
that the lock can only be released once.

We can imagine the resource algebra and the invariant as encoding the following two state
labelled transition system.

K

The label on the transition means that the transition is only valid when we have the token K,
i.e., we can only unlock a lock if we have the key.

There are now five proof obligations, one for each of the conjuncts in the specification, and
we treat each in turn.

The first says that isLock(v, P, ) is persistent, which it is because invariants and equality are
persistent, and conjunction and existential quantification preserves persistency.

The second says that locked(y) is not duplicable. This follows as K-K = L by definition of the
resource algebra: LIZ(]Y *[I:(:}y F ‘LI:(:IQV by Own-op which yields False by Own-vaLip. By transitivity
of - we are done.

The third is the specification of allocating a new lock, and hence needs the allocation of a
lock invariant. We proceed to show the following triple:

{P} newLock() {v.3y. isLock(v, P, ¥)}
By Hr-BETa, it suffices to show
{P} ref (false) {v.3y. isLock(v, P, y)}

We allocate new ghost state using Guosr-arroc, as in Exercise 8.28, use the rule of consequence
and then use Hr-exist. We are left with proving

{locked(y)* P} ref (false) {v.3y. isLock(v, P, y)}
for some y.

Exercise 8.39. Prove this. (Hint: Use the derived invariant allocation rule HriNv-aLLOC-POST,
and Hr-sinp with an empty context -). o

The fourth is the specification of the acquire operation. It is a recursive definition, so we
proceed with the derived rule for recursive functions from Exercise 7.4. That is, assuming

VYv,P,y. {risLock(v, P, y)} acquirev {_.P +locked(y)} (37)
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we show the following triple
{isLock(v, P, y)} if CAS(v, false, true) then () else acquire(v) {-.P *locked(y)}.

The isLock predicate gives us that v is a location £ governed by an invariant, which we can move
into the context as follows:

I(¢,P,y) "k {True} if CAS({, false, true) then () else acquire(£) {_.P =locked(y)}

We next evaluate the CAS expression with the Hr-sinp rule. As our intermediate step we proceed
to show the following triple:

I(¢,P,y) ‘r {True} CAS(¢, false, true) {u.(u = true = P =locked(y)) V (u = false)}.

As CAS is atomic, we open the invariant to get at ¢, using Hr-inv-open, and it suffices to show
that

I Py}

I(¢,P,y) g CAS(¢, false, true)

{u.((u = truex P +locked(y)) V (u = false)) *I({, P, y)}
We proceed by cases on the invariant (using the rule Hr-pisj). In the first case we need to show

{>(£ — false +locked y * P)}

I(¢,P,y) ‘r CAS({,false, true)

{u.(u =true =P +locked(y) V (u =false)) = I(¢, P, y)}

By Hr-csq it suffices to establish either choice of the disjunctions in the postcondition (there is
one in the left of the separating conjuction, and one to the right, hidden in I(¢, P, y)). We choose
u = true* P xlocked(y) * € — true and by Hr-rrame and Hr-CAS-succ we are done.

In the second case, we show

{>(€ > true)}

I(¢,P,y) g CAS(¢,false, true)

{u.((u = true= P +locked(y) V (u = false)) = I({, P, )}

Again we strengthen the post-condition, this time to u = false * ¢ +— true, and we are done by
using the rule Hr-CAS-rarL.

We are now ready to proceed with our use of Hr-sinp, the evaluation of the if, and the fol-
lowing obligation remains:

I(¢,P,y) ‘k {u =true =P =locked(y) V u = false} if u then () else acquire ¢ {_.P *locked(y)}

We consider the two cases in the precondition, using Hr-pis;. We use Hr-Ir-True and Hr-Ir-FaLse
in the first and second case respectively, which leaves the following two obligations:

Py
L

I(¢,P,y)| +

P +locked(y)} () {--P *locked(y)}

{
{True} acquire {_.P +locked(y)}
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The first follows by the rule for the unit expressions, the second by our induction hypothesis
(37). This concludes the proof that acquire satisfies its specification.

The fifth and final is the specification of the release operation. We proceed to show the
following triple:

{isLock(v, P, y)* P +locked(y)} releasev {_.True}

By definition, isLock(v, P, y) tells us there is a location governed by an invariant, and we can
substitute this location into the expression under evaluation, and by Hr-era we can unfold the
definition of release:

{ 1((,P,y)] +P *locked(y)} ¢ — false {_True}

To perform the assignment we must obtain ¢ as a resource from the invariant, which we do
by opening it with the Hr-inv-orex rule. As invariants are persistent, we can move it into our
assumptions before opening, leaving us with the following triple:

I(¢,P,y) ‘r {>1(¢,P,y)*P+locked(y)} € « false {_.>I({,P,y)}

We consider two cases, based on the disjunction in I(£, P,y) in the precondition. The first case
is

I(¢,P,y) g {> (€ — false *locked(y) * P) * P xlocked(y)} € « false {_.>I({,P, )}

which is inconsistent as locked(y)*locked(y) +- False, as argued above. We are done by Hr-LaTER-
raLse. In the second case we need to prove

I(¢,P,y) ‘r {>(€ — true) x P xlocked(y)} € « false {_.»I({,P, y)}

and in the postcondition we chose the first disjunct by Hr-csq — i.e., we will show the following
triple:

l F{>(€ > true) *>(P +locked(y))} € « false {_.>({ > false) *>(locked(y) = P)}

which holds by the frame rule and Hr-store. |

To show how the lock specification can be used, we use it in an example program: We
implement a concurrent bag, using the spin lock to guard access to a shared location containing
the data in the bag.

Example 8.40 (Concurrent coarse-grained bag). The implementation is as follows. Recall we
use syntactic sugar None for inj; () and Somex for inj, x. The newBag method allocates a new
reference cell which initially contains None, together with a new lock. This lock is used to
guard access to the location in insert and remove methods. The location will always contain a
list of values. The insert and remove methods insert and remove elements. The remove method
returns either None, in the case the bag is empty, or Somev, where v is the head element of the
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non-empty list.
letnewBag = A_. (ref (None),newLock())
letinsert = Ax. Av. let £ := 1ty xin

let lock := 715 x in
acquirelock;
{ < Some(v,!{);
releaselock

letremove = Ax. let £ := 177y x in
let lock := 715 x in

acquirelock;

let r = match !€ with
None = None
| Somep = € « 1, p;Some(rt; p)
end
in releaselock;r
We would like to have a specification of the bag which will allow clients to use it in a concurrent
setting, where different threads insert and remove elements from a bag.

A weak, but still useful specification is the following. Given a predicate @, the bag contains
elements x for which ®(x) holds. When inserting an element we give away the resources, and
when removing an element we give back an element plus the knowledge that it satisfies the
predicate. The specification is:

disBag: (Val — Prop) xVal — Prop.

V(D :Val — Prop).

O(Vb. isBag(®, b) = DisBag(®, b))

A {True} newBag() {b.isBag(®, b)}

A Vbu. {isBag(d,b)+D(u)} insertbu {_.True}

A Vb {isBag(®,b)} removeb {v.v = None VIx. v = Some x A D(x)}
With this specification, the only thing we get to know after calling remove is that the returned
element, if we get one out, satisfies the chosen predicate @. In fact, giving a stronger specifi-
cation is hard. The reason is that the isBag predicate is freely duplicable. And we do want the
isBag to be duplicable, since this allows us to share it between as many threads as we need,
which in turn allows us to specify and prove concurrent programs. The consequence of isBag
being duplicable is that concurrently running threads will be able to add and remove elements,
so each thread has no guarantee which particular elements it will get back when calling remove.

We now proceed to show that the implementation meets the specification. The isBag predi-
cate is defined as follows:

isBag(®,b) =3¢vy. b = ({,v) AisLock(v,dxs. £ +— xs+bagList(D, xs),y)
where bagList is defined by guarded recursion as the unique predicate satisfying
bagList(®, xs) = xs = None Vdx. Ir. xs = Some(x, r) A P(x) *>(bagList(D, r)).
Let @ :Val — Prop be arbitrary.
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Exercise 8.41. Prove that isBag(®, b) is persistent for any b. o
Exercise 8.42. Prove the newBag specification:

{True} newBag() {b.isBag(®, b)}. o

Note that since isBag(®,b) is persistent for any b we can derive, by using the frame rule
(exercise!), the following specification

Vb. {isBag(®P, )} removebd {v.(v = None Vx. v = Some x A D(x)) »isBag(D, b)}

from the one claimed above, i.e., we do not lose the knowledge that b is a bag.
Let us now prove the specification of the remove method. We are proving

{isBag(®, b)} removeb {v.v = None Vdx. v = Some x A D(x)}

for some value b.
By definition of isBag(®,b) and by using Hr-exist, and then Hr-persistentry together with
Hrt-Eq we have to prove

{isLock(lock,dxs. € — xs*bagList(®D, xs), )} remove(¢,lock) {u.u = None VAx. u = Some x A D(x)}
for some ¢, lock and y. Using Hr-Beta and Hr-Ler-pDET We reduce to showing

{isLock(lock,dxs. € — xs = bagList(®, xs), ¥)} e {u.u = None Vix. u = Some x A D(x)}
where e is the program

acquirelock;

let ¥ = match ! € with
None = None
| Somep = € « 1, p;Some(r; p)
end

in releaselock;r

Using the sequencing rule Hr-seq we use the specification of acquire as the first triple, and thus
we have to prove

{locked(y) = xs. € > xs +bagList(D, xs)} e’ {u.u = None VIx. u = Somex A D(x)}

where ¢’ is the part of program e after acquire.
Using the fact that 3 and V distribute over * (see Figure 4 on page 12), Hr-exist and then the
definition of bagList(®, xs) together with Hr-pis; we consider two cases. The first case is

{locked(y) * € +> xs*xs = None} ¢’ {u.u = None VIx. u = Some x A P (x)}

Exercise 8.43. Prove the above triple (possibly after looking at the proof of the second case
below). o
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In the second case, after using rules in Figure 4 and Hr-exist, we get the following proof
obligation.

{locked(y) * € +> xs*xs = Some(x, r) * D(x) *>bagList(D, )} ¢’ {u.u = None VIx. u = Some x A D(x)}
which simplifies, by Hr-Eq and the rule of consequence, to proving
{locked(y)* € > Some(x, r)* @(x)*>bagList(®,r)} ¢’ {u.Ix. u = Some x A D(x)}.
We use the let rule Hr-cer-pet. For the first premise we show
{locked(y)*€ — Some(x, r) + @ (x) *>bagList(D, r)}

match € with
None = None
| Somep = € « 1, p;Some(rt; p)
end
{u.u = Somex A€ — r=*D(x)*locked(y)+bagList(D, r)}

(note the omission of » on bagList in the postcondition). We start with the bind rule, then the
Hr-roap rule and then Hr-Marcu which means we have to show

{locked(y)* € — Some(x, r)* O (x)*>bagList(D, )}
{ — 105(x,1); Some(7ty (x, 7))
{u.u = Somex A€ r=»D(x)+locked(y)+bagList(D, r)}
which by using Hr-sinp and Hr-Proj simplifies to showing
{locked(y)*€ — Some(x, )+ ®(x)*>bagList(D, r)}
€ « r;Some(7ty(x, 7))
{u.u = Somex A € r*D(x)*locked(y)* bagList(D, r)}

Using the sequencing rule we first show

{locked(y)+€ — Some(x, 1)+ ®(x)*>bagList(D,r)}
C—r
{_.€ > r+®D(x)+locked(y)*bagList(D, r)}

by using Hr-rrame-aTomic to remove the » on bagList. The second premise of the sequence rule,
the triple

{€ — r+D(x)+locked(y) + bagList(D, r)}
Some(7tq(x, 1))

{u.u = Somex A € r*D(x)+locked(y)*bagList(D, r)}

is then easy to establish. Exercise!
Finally, we need to establish the second premise of the rule Hr-Ler-peT, which means showing

{€ — r+D(x)*locked(y) + bagList(D, r)}
releaselock;Some x
{u.dx. u = Some x A D(x)}
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We can use the sequencing rule together with the release specification to give away the resources
'+ r,locked(y) and bagList(®P, r) back to the lock. We are left with proving

{O(x)}
Some x
{u.dx. u = Somex A D(x)}

which is immediate.

Remark 8.44. Note that even if we did not call release we could have proved the same triple,
by using weakening, i.e., the rule P+ Q + P. Such an implementation would indeed be safe,
but we could never remove more than one element from the bag, since we would not be able
to acquire a lock more than once. This is a general observation about an affine program logic
such as Iris. However in Iris it is possible to give a stronger specification to the lock module
which can ensure that locks which are acquired must be released, however this requires a more
sophisticated use of the Iris base logic, so we do not dwell on it here, and instead focus only on
safety specifications. [ |

Exercise 8.45. Prove the specification of the insert method:

Vbu. {isBag(D,b) »DP(u)} insertbu {_True} o

8.7 Authoritative resource algebra: counter modules

In this section we will endeavour to specify a counter module that can be used simultaneously
by many different threads. We will see that to achieve this we will have to introduce a new kind
of resource algebra, the authoritative resource algebra.

A first attempt at a specification is as follows. The counter module has three methods,
newCounter for creating a fresh counter, incr for increasing the value of the counter, and read
for reading the current value of the counter. There is an abstract predicate isCounter(v, n) which
should state that v is a counter whose current value is n. This predicate should be persistent, so
different threads can access the counter simultaneously. For this reason isCounter(v, n) cannot
state that n is exactly the value of the counter, but only its lower bound. The reason we can
specify the lower bound is that the counter can only increase in value. Hence in particular
other threads can only increase the value of the counter, hence they can never invalidate our
lower bound.

With this, the specification of the incr method is straightforward: the lower bound of the
value of the counter is increased by 1, and moreover the increment returns the original value of
the counter, of which we know the lower bound.

Vv. Vn. {isCounter(v,n)} incrv {u.u > n*isCounter(v, n + 1)}.

Following the discussion above, when reading the value of the counter it might be larger than
that known to us via the isCounter predicate, i.e., other threads might have increased its value
without us knowing it.

Vv. Vn. {isCounter(v,n)} read v {u.u > n}
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The counter implementation we have in mind is the following. The newCounter method
creates the counter, which is simply a location containing the counter value.

newCounter() = ref (0)

The incr method increases the value of the counter by 1. Since ¢ « !£+ 1 is not an atomic
operation we use a CAS loop, as seen in examples before.

rec incr £:=letn:=!€fin
letm:=n+1in
if CAS(¢, n, m) then n else incr{

Finally the read method simply reads the value
readl =1!(.
Now, what should the isCounter predicate be? A first attempt might be simply
isCounter(¢,n) =€ + n.

However this clearly cannot work, since such an isCounter predicate is not persistent. A second
attempt might be to put the points-to assertion into the invariant as

isCounter(¢,n) = 3u. l.

This gets us closer, but the problem is that £ — n is not an invariant of all the methods, i.e., not
all the methods maintain this invariant. In particular the increment method does not. Recall
that we can never change the assertion stored in the invariant, e.g., we cannot change l

into[¢ — (n+1)|'. An invariant would be 3m. £ — m, but now we need to somehow relate m to
n which is the parameter of the isCounter predicate. An idea might be to use the invariant

Amlb—mAm>n

and thus have

isCounter(¢,n) = 3. Am. L > mAm > n\l.

This is an invariant, however it is not strong enough. We cannot prove the increment method
using this invariant since we cannot update isCounter(¢, n) to isCounter(¢,n + 1), because we
cannot change the assertion in the invariant. We can conclude that any attempt which mentions
n in the invariant directly must fail, so we need some other way to relate the real counter value
m and the lower bound n. We will use ghost state. The idea is that in the invariant we will have
some ghost state dependent on m, let us call it }loii’[ljy, whereas we will keep some other piece

of ghost state in the isCounter(¢, n) predicate outside the invariant. Let us call this piece on!” .

Let us see what we need from the resource algebra to be able to verify the counter example by
using

(- ===
isCounter(¢,n,y) = Lofnf}y *Jr|Am. > m*;injjy (38)

as the abstract predicate. First, to verify the newCounter method, we need to be able to allocate
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that the ghost state is valid when the numbers are identical en-on € V. Secondly, to verify the

|
,,,,,, |
and the value we are going to return is m. From this we should be able to conclude that m > n.
Using Own-vaLip we have em-on €V, where V is the set of valid elements of the resource algebra
we are trying to define. Hence we need to be able to conclude m > n from em-on € V. Next,
if isCounter(¢,n,y) is to be persistent, it must be that @1:}7 is persistent, which is only the case
(see PersisTENTLY-CORE) if [on| = on, where |- | is the core operation of the resource algebra we are
defining. In particular this means that on must be duplicable for any #.

Finally, let us see what we need to verify the incr method. As we have seen many times by
now, we have to update the ghost state when the CAS operation succeeds. Just before the CAS

operation succeeds the following resources are available

and just after we will have

Using these we need to reestablish the invariant, and get o(n Ili)ily in order to conclude

isCounter(¢,n+1,y).

The only way to do this is to update the ghost state using Guosr-uppare. Thus it would suffice to
have the frame preserving update

ok-on~>e(k+1)-o(n+1).

To recap, here are the requirements of our resource algebra.

en-onel (39)
lon| = on (40)
em-one€V=m>n (41)
em-on~ e(m+1)-o(n+1) (42)

We now define a resource algebra which allows us to achieve these properties. Let M =N, +xN
where N, 1 is the set of natural numbers with two additional elements | and T. Define the
operation - as

(y,max(n,m)) ifx=1
(o) (y,m) =9 (x,max(n,m)  ify=1

(T,max(n,m)) otherwise

It is easy to see (exercise!) that this makes M into a commutative semigroup. Moreover it has a
unit, which is the element (L, 0).

For m,n € N let us write em for (m, 0) and on for (L, n). Using the definition of the operation
we clearly see em-on = (m, n). The property (39) is then immediate as validity of (n, n) simplifies
ton > n, which is trivial. Thus to get property (41) we should require that if (1, n) € V for natural
numbers n and m then m > n. Moreover, the closure condition of the set of valid elements states
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that subparts of valid elements must also be valid. Thus, since we wish (n,n) = on-en el we
must also have on = (L, n) € V. With this in mind we define the set of valid elements as

V={xn)|x=LVxeNAx>n}.

In particular note that elements of the form (T, n) are not valid. With this definition we can see
that property (41) holds.

Requirement (40) defines the core on elements on. The only way to extend it to the whole
M so that it still satisfies all the axioms of the core is to define

|(x, )| = (L, n).

It is easy to see that this definition makes (M, V), -]) into a unital resource algebra.

Finally, let us check we have property (42). Recall Definition 8.23 (on page 59) of frame
preserving updates. Let (x,y) € M be such that (em-on)-(x,v) is valid. This means in particular
that x = 1 and that m > max(n,y). Hence m+1 > max(n+1,y) and thus (e(m+1)-o(n+1))-(x,p)
is also valid, as needed.

In particular note how it was necessary that em - ek = (T,0) is not valid to conclude that x
must be 1, which is why we define the operation in this rather peculiar way.

Exercise 8.46. Let isCounter :Val — N — GhostName — Prop be the predicate

r——- r——— L
isCounter(¢,n,y) = Lofnily = ‘Hm. 0 m*;ir[zjy‘

Show the following specifications for the methods defined above.

{True} newCounter() {u.3y. isCounter(u, 0, y)}
Vy.VYv.¥n. {isCounter(v,n, y)} readv {u.u > n}

Vy.VYv.Vn. {isCounter(v,n,y)} incrv {u.u > n+isCounter(v,n+1,y)} o
Exercise 8.47. Let e be the program
let ¢ := newCounter() in (incr ¢||incr¢);read c.

Using the specification of the counter module from the preceding exercise show the following
specification for e.
{True}e{v.v > 1}. o

A more precise counter specification

The specification of the program e from the above exercise is the strongest possible given the
specification of the counter from Exercise 8.46. However operationally we know that the result
of that program is exactly the value 2. With the isCounter predicate as above we cannot prove
such a precise result simply because isCounter is freely duplicable, and so in each thread we do
not know whether there are other threads using the counter, and thus possibly increasing its
value.

In order to give a more precise specification to the counter we must keep track of whether we
are the only ones who currently has access to the counter, or if there are possibly other threads
using it. This can be achieved by using fractions in the following way. The isCounter will be
parametrized by g which indicates the degree of ownership of the counter. If we own the full
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counter, i.e., ¢ = 1 then we know its exact value. If we own only a part of it then we only know
its lower bound. The read method thus has two specifications.

Vy.VYv. Vn. {isCounter(v,n,y,1)} readv {u.u = n}
Vq.Vy.Yv. Vn. {isCounter(v,n,y,q)} read v {u.u > n}

The increment has an analogous specification, apart from it being parametrized by g, and the
newCounter method creates a counter which is owned in full by the thread that created it.

The next question is how do we share the counter. As explained above, the isCounter pred-
icate cannot be persistent. Instead, when splitting the counter we must record that somebody
else can also use it. We achieve this by parameterising the counter predicate with an additional
fraction p € (0,1]. This fraction indicates our degree of knowledge about the counter. If p = 1
we have the full ownership of the counter, and thus can know its exact value. Otherwise we
only know its lower bound as with the previous counter specification. By using the following
splitting property of the new isCounter predicate

isCounter(v,n,y, p) *isCounter(v, m, y, q) 4+ isCounter(v,n+ m, y,p + q)

we can create the counter, share it among different threads, and then once all of those threads
are finished executing we can combine all the counters and read off the exact value.

In light of this rule there is another way to read the assertion isCounter(v,n,y,p). We can
read it as that the contribution of this thread to the total value of the counter is exactly n. If p
is 1 then this is the only thread, and so the value of the counter is exactly n.

To define the desired isCounter predicate and to prove the desired specification we will
need a resource algebra similar to the one used for the first counter specification, but more
involved. To achieve it we need to generalize the resource algebra we have defined above to the
construction called authoritative resource algebra.

Example 8.48 (Authoritative resource algebra). Given a unital resource algebra M with unit ¢,
set of valid elements V and core |-|, let Auth(M) be the resource algebra whose carrier is the set
M + x M (recall that M| ; is the set M together with two new elements L and T) and whose
operation is defined as
(y,a-b) ifx=1
(x,a)-(v,b) =1 (x,a-b) ify=1

(T,a-b) otherwise

The core function is defined as (recall that the core is total in a unital resource algebra; see
Exercise 8.12)

(x, @)l gun(pre) = (L lal)
and the set of valid elements is
Vaurm ={(x,a) [ x=LAaeVVxe MAxeV Aa<x x}

We write em for (m, €) and on for (L, n). |

Exercise 8.49. Show that the resource algebra M we used in the counter specification in Exer-
cise 8.46 is exactly the resource algebra Auth(Np,,,) where N, is the resource algebra whose
carrier is the set of natural numbers, and its operation the maximum. Its core is the identity
function and all elements are valid. o
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Exercise 8.50. Show the following properties of the resource algebra Auth(M) for an arbitrary
unital resource algebra M.

e Auth(M) is unital with unit (L, ), where ¢ is the unit of M
> ox- oy & V) for any x and p
* ox-oy=o(x-9)
cex-opEV=y=<x
e if x-zis valid in M then
ox -0y~ o(x-2)-0(V-2)
in Auth(M).
e if x-zis valid in M and w < z then
ox -0y ~> e(x-2)-o(y-w)

in Auth(M).

Recall the isCounter predicate we used previously

isCounter(¢,n,y) = @21:}7 = ‘Hm. (- m*;loj;]‘y

|
i

p—— ‘l

We wish to incorporate into it the fraction p indicating how much of the counter this thread
owns. We do this as follows.

is known to the particular thread. Now, to be able to read the exact value of the counter when
p is 1 we need the property that if e(1,m)- o(1,n) is valid then n = m. Further, we need the
property that if e(1,m) - o(p,n) is valid then m > n. Finally, we wish to get isCounter({,n +
k,y,p +q) - isCounter(¢,n, y, p) +isCounter({, k, ¥,q). The way to achieve all this is to take the
resource algebra Auth((Qg; x N),) where

* Qg is the resource algebra of fractions from Example 8.17,

* N is the resource algebra of natural numbers with addition as the operation, and every
element is valid,

» and (Qg; x N), is the option resource algebra on the product of the two previous ones.
Exercise 8.51. Show the following properties of the resource algebra (Qg; x N),.

* (p,n)-(qm)=(p+qn+m)

e if g <1 then (p,n) < (¢, m) if and only if

— p <qand n <m (where < is the standard ordering on naturals and rationals)
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- ifp=1theng=1and n=m.
And show the following properties of the resource algebra Auth ((Qg; x N),).
* o(p,n)-o(q,m)=o(p+q,n+m)
o if o(1,m)-o(p,n)is valid thenn<mand p <1
o if o(1,m)-o(1,n)is valid then n =m
o(1,m)-o(p,n)~ o(1,m+1)-o(p,n+1). o

Using the results from the preceding exercise about ghost updates the following exercise is
a straightforward adaptation of Exercise 8.46.

Exercise 8.52. Let isCounter be the predicate

L

First show that for any p,q,n, and k, we have
isCounter(¢,n+k, y,p + q) 4+ isCounter(¢, n, y, p) *isCounter(¢, k, y, q).
Next show the following specifications for the methods defined above.

{True} newCounter() {#.3y. isCounter(u,0,y,1)}

Vp.Vy.¥v. ¥n. {isCounter(v,n, y,p)} readv {u.u > n}

Vy.Yv.Vn. {isCounter(v,n,y,1)} readv {u.u = n}

Vp.Vy.Yv.Vn. {isCounter(v,n,y,p)} incrv {u.u > n+isCounter(v,n+1,y,p)} o

Using the specification from the previous exercise we can now revisit Exercise 8.47 to give
it the most precise specification.

Exercise 8.53. Let e be the program
let ¢ := newCounter() in (incr ¢||incrc);read c.

Using the specification of the counter module from the preceding exercise show the following
specification for e.
{True} e {v.v = 2}. o

8.8 Parallel composition via fork {}

We can now show how to derive the proof rule Hr-rar which we simply stated on page 45 from
the following rule for the primitive fork {}. The primitive fork {} rule is as follows.

Hrt-rork

S+ {P}e{_True}g
S +{P}fork {e} {v.v = ()}

The key point is that we only require the forked-off thread to be safe, we do not care about its
return value, hence the post-condition True in the premise.

Recall how parallel composition is defined in Section 8.1. It uses two auxiliary methods
spawn, which creates a new thread and a “shared channel” which is used to signal when it is
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done, and the join method which listens on the channel until the spawned thread is done. These
methods are of independent interest since, in contrast to the plain fork {}, they allow us to wait
for a forked-off thread to finish. Since we are using a shared channel we will use an invariant
to allow the two threads to access it.

The method spawn has a function f as an argument. Let us assume that f has the following
specification for some predicates P and v.Q.

{P}f () {v.Q}

With these parameters fixed we define the following predicate

joinHandle(¢,y,v.Q) = [Q)Jy *

¢ +— None Vdx. { — Somex* Q(x)V{ - _*@]y ‘l.

where we are using the exclusive resource algebra over the singleton set (see Example 8.18).
The idea is that the spawn method returns this handle, which has information about the state
of the forked-off thread. In the beginning the invariant is in the first state, with the location
¢ pointing to None. Once the spawn terminates the invariant will intuitively be in the second
state, with £ — Some x and Q(x).

When the join method is waiting for the location to become Somex it will have the ()}”
token, allowing it to know that the invariant is either in the first or the second state. Once it is
in the second the join method will close the invariant in the third state, transferring [(l}y into it,
and obtaining Q(x).

Exercise 8.54. Following the description above show the following specifications for the spawn
and join methods in detail.

Hrt-spawN
{P} () {v.Q} Hr-joIN
{P} spawn(f) {£.3y. joinHandle(¢, y,v.Q)} {joinHandle(¢, ,v.Q)} join(£) {v.Q}

Using these specifications derive the Hr-par specification of the parallel composition operation.
¢

9 Case Study: Invariants for Sequential Programs

In this section we will use a technique known as Landin’s knot to define recursive functions
without the use of the primitive rec f(x) = e. Instead we are going to use recursion through the
store. We first define myrec as:

myrec f =letr:=ref (Ax.x)inr « (Ax. f('r)x); !r

Before giving a specification to myrec we will try to get an intuition of how Landin’s knot
works. To this end we consider what a client implementing the factorial of a natural number
could look like and how it would compute the factorial of 2. First we define the f we are going
to use as:

F=Af Ax.ifx=0thenlelsex*(f(x—1))

Next we define
fac = myrecF

Hence we have that

fac2=letr:= Ax.xinr « (Ax.F(!r)x); (!r)2
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Now we consider how fac 2 reduces. After some steps, we have that r — (Ax.F(!7)x) and the
computation continues as

()2~ (Ax.F(!r)x) 2
~F(lr)2
~F (Ax.F(1r)x) 2
~ Ax.if x =0thenlelse x=*((Ax.F(!r)x) (x—1)) 2
~if2=0thenlelse2=*((Ax.F(Ir)x) (2-1))
~ 2% ((Ax.F(Ir)x) (2-1))
~ 2% ((Ax.F(Ir)x) 1)

~ 2%if 1 =0then1lelse 1 *((Ax.fac(!r)x) (1-1))

~ 2% 1+ ((Ax.F(I7r)x) 0)
~ 2#((Ax.F(!7)x) 0)
~ 2x(F(1r)0)

~2+if0=0thenlelse 0*(Ax.F(!r)x)(0-1)
~ 2% 1
~ 2

Now it should be clear that the trick is that r is mapped to a A-abstraction, which refers to r in
it’s body. Another important observation is that the value r points to never changes after it has
been updated to Ax.F(!7)x in the beginning.

The specification we want myrec to satisfy is:

Hr-myYREC

I,f:Val,g:Val|S AVy. VYv. {P} gv {u.Q} v Vy. Vv. {P} f gv {u.Q}
I'|SFVy. Y. {P}myrecf v {u.Q}

This specification is similar to the first recursive rule from Section 4. The only differences is
that here f is assumed to be a value and that we have f gv in the premise instead of e[g/f, v/x].

Proof of the specification for myrec

To prove Ht-myrec we assume the premise
I,f:Val,g:Val| S AVy. V. {P} gv{u.Q} +Vy.Vv.{P} f gv {u.Q} (43)

holds. By Hr-persistentLy and YI we have that

L[,f :Val|S+VYg.Vy. Vv . {P*(Vy.Vv. {P} gv {u.Q})} f gv {u.Q} (44)

holds.
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The Hoare-triple we want to prove is
Yy, Vv {P} (Af.letr:= Ax.xinr « (Ax. f (!r)x); !r) fv {u.Q}
We proceed by using VI twice, Hr-sera, Hr-LeT, Hr-FrRAME and Hr-arroc. Hence it suffices to prove
Vr{ALP+l=r+l (Ax.x)}r < (Ax. f (Ir)x); (!r)v {u.Q}
By VI, Hr-exist, YI and Hr-Pre-Eq it suffices to show
(Pl (Ax.x)} ] — (Ax. f (1) x); (M) v {u.Q)
Now by Hr-seq, Hr-rrame and Hr-store it suffices to show
(Pl (Ax. f(1D)x)} () v {u.Q}

It the follows by Hr-sinp-per and Hr-Loap that it suffices to show

(Pl (Ax. f(1)x)} (Ax. f (1) x) v {u.Q} (45)
Thus by Hrt-BETA, HT-BIND-DET and Hr-Loap it suffices to show
P+l (Ax. £ (1)) f (Ax £ (1) x) v {1.Q) (46)

How do we proceed from here?

First attempt — “Naive approach” Looking at triple (46) and comparing it to the triple at the
right hand side of the - in (43), we see that they are similar except:

1. the precondition of the current triple is P #I — (Ax. f (!1)x) instead of just P
2. in (46) we have Ax. f (1) x instead of g.

Regarding 1: As P+l +— (Ax. f (!I)x) = P, it follows by Hr-csq that in order to prove a triple
with precondition P *I + (Ax. f (!1)x) it suffices to prove the same triple with precondition P
instead.

Regarding 2: As the g is actually quantified by a V!°, we have that if we can show that
Vy. Yv. {P} (Ax. f (!l)x)v {#.Q} holds then {P} f (Ax. f (!I)x)v {u.Q} follows by the assumption
that (43) holds.

Combining the two we get that it suffices to prove

Vy. Vo (P} (Ax. f () x)v {u.Q} (47)
We proceed by using ¥I twice and Hr-sera. It thus suffices to prove
{PYf (v {u.Q}
Now by Hr-sinp we need to show
1. f — v is an Evaluation context.
2. {P}!I{w.R}
3. Yw. (R} fwv {u.Q}

for some R of our choice. Item (1) is clear since f is assumed to be a value. For item (2) we get

stuck, as we no longer have | — (Ax. f (!I)x) in our precondition and thus we can not dereference
.

105ee (44).

86



Second attempt — “Lob induction” In the beginning of Section 6, a fixed-point combinator
for defining recursive functions was defined. In the proof of the rule for this fixed-point com-
binator the L6b rule played a crucial role. As we are doing something similar it might be useful
to apply Lob induction here as well.

An immediate challenge is then: when should we apply the rule? The rule needs to be
applied at a stage, which we will return to later, such that we may use the assumption we get at
this later time. The two best places seem to be either where we ended (46)

P+l (Ax. £ (1))} f (Ax. f (1) x) v {1.Q}

or one step further back (45)

(Pl (Ax. f(1D)x)} (Ax. f (1) x) v {u.Q}

Clearly, we won’t return to the exact same code later (if this was the case, then we would loop
indefinitely). When we return to either of these stages, the value v will be different, hence we
of course want our L6b induction hypothesis to work for all values, not just a particular one.

In the second case this poses no problem at all; we added v to the context when we used VI
in the beginning, hence we can use YE before using L&b induction to get a sufficiently general
assumption.

In the first case, we can do the same trick for the value v (the second argument), but we can’t
do so for the first argument of f. Looking at item (3) in our first attempt, we see that it seems
likely that we would need to consider a general value for the first argument to f as well.

Therefore, we decide to use Lob induction in the second case.

We start from (45). By VE it suffices to prove

Vo (Pl (Ax. f (1) x)} (Ax. f (1])x) v {u.Q}.

Hence by Lob induction we may assume that »>(Yv. {P+[+— (Ax. f (') x)} (Ax. f (1) x) v {u.Q})
holds.

First we get rid of the ¥V quantification by using V1. We then proceed by Hr-Beta, Hr-BIND-DET
and Hr-roap and thus it suffices to show

P+l (Ax. £ (1D)x)} f (Ax. f (1) x) v {1.Q}

Now we proceed as in our first attempt. When we reach the point where we need to prove (47),
we are almost able to conclude the proof. We need to prove

VYy. Vv {P} (Ax. f (1) x) v {u.Q}

and we have the assumption that!!

Vo (Pl (Ax. f (1)x)} (Ax. f (1])x) v {u.Q}

The Yy we can get rid of by VI, but the assumption is not strong enough, as it requires us to
have I — (Ax. f (!1)x) in the precondition, which we don’t have. We are thus stuck again.

I Notice that the » has been stripped from the assumption we got by the L&b induction. The reason for this is that the
operational semantics has taken at least one step. Concretely, one could reason as follows; the assumption is persistent,
as Hoare-triples are, and since » commutes with (0. We can therefore use HT-PERSISTENTLY to move the assumption
into the precondition of the Hoare-triple. Each time the operational semantics takes a step, we may use HT-BIND
to bind the atomic step, and then use HT-FRAME-ATOMIC to remove the » from the assumption. As the assumption
without the later is still persistent, we may move it back into our assumptions by using HT-PERSISTENTLY in the other
direction.
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If we instead had forgotten I — (Ax. f (!1)x), before using Lob induction, then we would have
gotten a stronger assumption that doesn’t require I — (Ax. f (!1)x) to be in the precondition. Our
problem would then be, that giving up I — (Ax. f (!])x), we almost immediately get stuck: we
could go from

P} (Ax. f (M) x) v {u.Q}

to

{PYf (v {u.Q}

but then the loss of the right to dereference / stops us from going any further.

Third attempt — “Invariants” When computing the factorial of 2, we noticed that the location
kept pointing to the same value after it had been initialized and updated once, i.e., that it was
invariant from this point on and onwards. Let us therefore try to state this as an invariant and
see how things go. For this attempt, we will try to see if we can succeed without using Léb
induction. Let € be the current mask!?.

As we have that [ — (Ax. f (!])x) and hence clearly »>(I — (Ax. f (!])x)) it suffices by Hr-inv-
ALLOC to prove

Fielllm Ax. f(D)x)| H{P)f (Ax. f (1) x)v {1.Q) ¢

We proceed as in the first attempt. When we get to the place, where we got stuck before, we
can now use Hr-sinp-peT instead of Hr-Binp, as this time we know, what the result of dereferenc-
ing [ is. We thus need to show

1. f — v is an evaluation context.
2. Ae&[lo (x f(Dx)] F (P! {ww=2 AR
3. Befflm (e f (D] F{R[z/w]} f2v {1.Qle

for some z and R of our choice. We consider each item in turn:
1. As before in the first attempt.
2. As!lis atomic, we may use Hr-inv-oren and thus it suffices to show
{Px>(l> (Ax. f (1)x))}
FellloQAxf(hx)|+ U
fww=(Ax. f (1) x) AR#> (1= (Ax. f (1) x))}e\py

Choosing R to be P, this triple then follows by Hr-rrame and Hr-Loab.

3. Given the choice of R in item (2), the triple we need to prove is:

Fielllm Ax f(Dx)| + (P} f (Ax. f (1) x) v (1.Q}¢

Now we are stuck again. f is a value and w is a value, hence the next reduction step would
be to apply f to w, but we don’t have any information about what then happens.

12We didn’t explicitly annotate the Hoare-triples with masks before, as we didn’t use any invariants.
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Fourth attempt — “Invariants + L6b induction” Before beginning our fourth attempt, let us
try to examine our previous attempts to see if they might give any clues about how to proceed.
In the first attempt we more or less just tried to brute-force the proof; this did not work out.

In the second attempt we tried to use L6b induction; this did not work either. The assump-
tion, we got to deal with the recursive call was either too weak or came at the cost of the resource
I'— (Ax. f ('1)x), which was needed in order to get to the point, where the assumption had to be
used.

In the third attempt, we proceeded mostly as in the first attempt, but tried to be a bit more
clever by using an invariant to maintain the resource I — (Ax. f (!I) x). We got a bit further than
in the first attempt, but we still did not have any way to deal with the recursive call.

From this it seems that we had two main challenges:

1. Dealing with the recursive call.
2. Maintaining the resource [ — (Ax. f (!1)x).

From attempt 2 it seems that Lob induction might be able to deal with the recursive call, and
from attempt 3 it seems that using an invariant might be sufficient to maintain the resource.

For our fourth attempt, we therefore decide to try using both of these techniques. Starting
at the same point as in the second attempt, we have to prove

(Pl (Ax. f (1D x)} (Ax. f (1) x) v {u.Q}e

First we allocate the invariant by Hr-inv-arroc and hence we need to show

Frel |l Ax. f(Dx)] F{P} (Ax. f (1])x) v {1.Q}¢

Now we use YE and then L6b induction. Thus we may assume

>(Yv. {P} (Ax. f (1])x) v {0.Q}¢)

By reasoning as in the third attempt, including opening the invariant in order to dereference [,
we obtain that it suffices to show

Ael [l Ax. f(D)x)] FVp. Yo (P} (Ax. f (1) x) v {1.Q}¢

This triple now follows by using VI to instantiate Yy and then using the assumption we got by
the Lob induction. So, finally, we managed to prove the desired specification for myrec.

Exercise 9.1. Is it possible to prove the specification if one instead used L&b induction on the
other case discussed in the second attempt? That is, can one prove

Fel |l Ax. f(Dx)] FYo. (P} f (Ax. £ (1) x)v {1.Q}¢

under the assumption of (43) and

> (V. (P} f (Ax. f (1) x)v {1.Q)¢)

If this is the case, then prove it. &
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Client: fac

In this subsection we prove that the client fac does indeed compute the factorial of its argument.
Recall the definition of fac
fac = myrecF

where
F=Af Ax.ifx=0thenlelsex*(f (x—1))

For the specification of fac we will use the standard mathematical definition of the factorial of
a natural number:

factorial 0 =1
factorial(n+1) = (n+ 1)+ factorial n

Now we can state the specification of fac as

Vn.{n > 0} facn {v.v = factorial n}

Proof of the specification of fac Using Ht-myrec it suffices to show:
g:Val|Vn.{n >0} gn{v.v = factorial n} + Yn. {n > 0} F gn {v.v = factorial n}
Hence we assume
Vn. {n >0} gn{v.v =factorial n}
and then we need to show
Vn.{n> 0} Fgn{v.v =factorial n}

We proceed by using VI to instantiate n. Then we apply Hr-sera twice in order to apply F to its
arguments. It thus suffices to prove

{n>0}ifn=0then1else n*(g(n—1)){v.v =factorial n}

Exercise 9.2. Complete the proof by proving the above triple. &

10 Case Study: Stacks with Helping

In this section we describe how to implement and specify a concurrent stack with helping (also
known as cooperation). This is an extended case study, and thus we do not present proofs in
detail, but only outline the arguments and describe the important points, trusting the reader to
fill in the details. We intend that the data structure should be useful in a concurrent setting, and
allow threads to pass data between them: some threads may add elements and other threads
might remove elements. Therefore, the data structure does not appear as a stack, in the sense
of obeying the first-in last-out discipline, to any one thread. Instead, from each thread’s per-
spective the shared data structure behaves as an unstructured bag. From a global perspective,
the data structure behaves as a stack and, moreover, if it is only used by one thread it behaves
as a stack. However the specification we give in this section is only that of a bag, with elements
satisfying a given predicate. In Section 13.3 we discuss a specification technique, which can be
used to give a stronger specification, which allows us to keep more precise track of the elements
being pushed and popped.'?

13guch a stronger specification can be found in https://iris-project.org/pdfs/
2017-case-study-concurrent-stacks-with-helping.pdf.
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Implementation The abstract data type that we are implementing is that of a stack. There-
fore, it will have two operations, push and pop. The main complication of our data structure is
that push and pop must be thread-safe. One way to achieve this would be to use a lock to guard
access to the stack, but this is too coarse-grained and slow when many threads wish to modify
the stack concurrently.

Instead, we use a fine-grained implementation of the stack which optimistically attempts
to operate on the stack without locking and then uses the compare and set primitive to check
whether another thread interfered - if another thread interfered, the operation is restarted. If
many threads operate on the stack concurrently it is quite likely that some of them will try to
push, and some of them try to pop elements. In such a situation we can omit actually adding
the element to a stack and instantly removing it. We can simply pass it from one thread to
another.

This is achieved by introducing a side-channel for threads to communicate along. Then, if
a thread attempts to get an element from a stack, it will first check whether the side-channel
contains an element (which will be called an offer). If so, it will take the offer, but if not, the
thread which wishes to get an element will instead try to get an element from the actual stack.
A thread wishing to push an element will act dually; it will offer its value on the side-channel
temporarily in an attempt to avoid having to compete for the main stack. The idea is that this
scheme reduces contention on the main atomic cell and thus improves performance. Note that
this means that a push operation helps a pop operation to complete (and vice versa); hence we
refer to this style of implementation as using helping or cooperation.'*

10.1 Mailboxes for Offers

As described above we will use a side-channel in the stack implementation. This side-channel
can be implemented and specified separately, and this is what we do now. A side-channel has
the following operations:

1. An offer can be created with an initial value.
2. An offer can be accepted, marking the offer as taken and returning the underlying value.

3. Once created, an offer can be revoked which will prevent anyone from accepting the offer
and return the underlying value to the thread.

Of course, all of these operations have to be thread-safe. That is, it must be safe for an offer to
be attempted to be accepted by multiple threads at once, an offer needs to be able to be revoked
while it is being accepted, and so on. We choose to represent an offer as a tuple of the actual
value the offer contains and a reference to an int. The underlying integer may take one of three
values, either 0, 1 or 2. An offer of the form (v, ¢) with € + 0 is the initial state of an offer, where
no one has attempted to take it, nor has it been revoked. Someone may attempt to take the offer
in which case they will use a CAS to switch ¢ from 0 to 1, leading to the accepted state of an
offer, which is (v,£) so that £ — 1. Revoking is almost identical but instead of switching from 0
to 1, we switch to 2.

Since both revoking and accepting an offer demand the offer to be in the initial state it is
impossible for anything other than exactly one accept or one revoke to succeed. Thus the state
transition system illustrating the above protocol is as follows.

1410 practise, the implementation of side-channels and helping is more advanced, but to illustrate the challenge of
verifying implementations with helping, this simple form of helping suffices.
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The code of the three methods is as follows.

mk_offer £ Av.(v,ref (0))

revoke_offer £ \v. letu :=1; vin
lets: =1y vin
if CAS(s,0,2) then Some u else None

accept_ offer £ letu =1 vin
lets:=mvin
if CAS(s,0,1) then Some u else None

The pattern of offering something, immediately revoking it, and returning the value if the
revoke was successful is sufficiently common that we can encapsulate it in an abstraction called
a mailbox. The idea is that a mailbox is built around an underlying cell containing an offer
and that it provides two functions which, respectively, briefly put a new offer out and check
for such an offer. The code for this is shown below. Note a small difference in the style from
the three methods above. When the mailbox is created it does not return the underlying store,
but rather returns two closures which manipulate it. This simplifies the process of using a
mailbox for stacks where we only have one mailbox at a time, but is otherwise not an important
difference.

mailbox = A_ let 7 := ref (None) in

A_. let offopt:=!rin

. match offopt with
Av. let off := mk_offerv in
’ None = None
r < Some off; revoke _offer off

| Some x = accept_offer x

end

We will call the first part of the tuple the put method, and the second one the get method.
Note that in a real implementation we could, depending on contention, insert a small delay
between making an offer and revoking it in the put method so that other threads would have
more of a chance to accept it. Observe that the put method will return None if another thread
has accepted an offer, and Somev otherwise.

10.2 The Implementation of the Stack

With an implementation of offers ready we can write the methods of the concurrent stack. As
described above, we will use the mailbox as the side-channel for offers. The pop method will
check whether the side-channel contains an offer using the get method, and the push method
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will make a temporary offer using the put method, and check the resulting value for whether
the offer was accepted or not. The code for the stack is as follows. Note that this too is written
in a similar style to that of mailboxes, a make function which returns two closures for the
operations rather than having them separately accept a stack as an argument.

stack = A_.
let mb := mailbox() in
let put:=1; mb in
let get := 7, mb in
let r := ref (None) in

(rec pop := match get() with
None = match !r with
None = None

| Somehd = leth:=mq hd in
lett:=7, hd in
if CAS(r,Some hd, t)
then Someh
else pop()

end

| Somex = Some x

end,

rec push := match put() with
None = ()
| Somen = letr’ :=!rin
let "’ := Some(n,r’) in
if CAS(r,7’,7”) then ()
else push()
end)

10.3 A Bag Specification

The specification of the concurrent stack only specifies the stack’s behavior as a bag, for reasons
we described above. In particular the order of insertions is not reflected in the specification.
The specification of the stack will be quite similar to the bag specification from Example 8.40,
and thus it will be parametrized by an arbitrary predicate ®. Note that since we wrote our stack
using higher-order functions, the specification of the stack method will involve nested Hoare
triples, as we have seen in Section 4.3.

p = (pop, push) *
V®.{True} stack() { p-Apoppush. {True} pop() {v.v = NoneVIv’. v = Somev’ »D(v’)} *
Yv. {®(v)} pushv {u.u = () * True}
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Rather than directly verifying this specification, the proof depends on several helpful lem-
mas verifying the behavior of offers and mailboxes. By proving these simple sublemmas, the
verification of concurrent stacks can respect the abstraction boundaries constructed by isolating
mailboxes as we have done.

10.4 Verifying Offers

The heart of verifying offers is accurately encoding the transition system described in the previ-
ous section. Encoding this is quite similar to the encodings of transitions systems we have seen
before in Section 8.

Specifically, offers will be governed by a proposition stages which encodes what state of
the three possibilities an offer is in. Ghost state is needed to ensure that certain transitions are
only possible for threads with ownership of the offer. To this end we use the exclusive resource
algebra (Example 8.18) on the singleton set. We write ex(()) for the only valid element of this
resource algebra. This element will act as a token giving the owner the right to transition from
the original state to the revoked state. The proposition encoding the transition system is

stages, (v,{) L2 (DW)+l—0) Vi1V (0 2*[35(7(7(:)75?)
Having defined this, the representation predicate is_offer is now within reach. An offer is a pair
of a location containing an integer, and a value, which is the value being offered. Since multiple
threads will share access to the offer, we use an invariant.

is_offer, (v) £ 3v’, L. v = (v/,0) 31 l

Notice that both of these propositions are parameterized by a ghost name, y. Each y should
uniquely correspond to an offer and represents the ownership the creator of an offer has over it,
namely the right to revoke it. This is expressed in the specification of mk_offer:

V. {®(v)} mk offer(v) {u. 3y. ex(())}” +is offer, (u)}

represents the right to revoke an offer. The fact that ex(()) represents the right to revoke an
offer can be seen in the specification for revoke_offer:

Yy, v. {is,offery(v) *;ré}((i)ﬂy} revoke_offer(v) {u.u = None v3v’. u = Some(v) » ®(v”)}

This is because multiple threads may call accept_offer even though it will only successfully
return once.

Yy, v. {is,offery(v)} accept_offer(v) {u.u = NoneVIv’. u = Some(v’) » D(v')}

Proofs of these specifications are entirely straightforward based on what we have seen up until
now, so we leave them to the reader.

10.5 Verifying Mailboxes

Having the specifications of offers in hand we can use them to give and prove specifications of
the mailboxes. Since mailbox creation returns a pair of closures, specification of mailboxes will
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involve nested Hoare triples.

dputget.
u = (put, get) *

" V. {@(v)} put(v) {w.w = None vAv’. w = Some(v’) » D (v')} *
{True} get() {w.w = None VIv’". w = Some(v’) D (v’)}

{True} mailbox() { u (48)

Note that the proof of this specification is made with no reference to the underlying implemen-
tation of offers, only to the specification described above. Throughout the proof an invariant
is maintained governing the shared mutable cell that contains potential offers. This invariant
enforces that when this cell is full, it contains an offer. It looks like this

is_mailbox(¢) = ¢ > None VAvy. £ > Some(v) * is_offer, (v)

This captures the informal notion described above: either the mailbox is empty, or it contains
an offer. As above, we do not show a proof of the specification and leave it to the reader.

10.6 Verifying Stacks

We now turn to the verification of stacks themselves. We have already given the desired speci-
fication above, but we repeat it here for the convenience of the reader.

p = (pop, push) =
Y. {True} stack() < p.3poppush. {True} pop() {v.v =NoneVvIv’. v =Somev’+D(v')}+ o (49)
Yv. {®(v)} pushv {u.u = () * True}
Having verified mailboxes already only a small amount of additional preparation is needed be-
fore we can prove this specification. Specifically, we need an invariant governing the shared

memory cell containing the stack. The predicate is_stack(v) used to form the invariant is de-
fined as by guarded recursion as the unique predicate satisfying

is_stack(v) £ v = None VAh,t. v = Some(h, t) » D(h) +>is_stack(t)

It states that all elements of the given list satisfy the predicate ®. Having defined this, it is
straightforward to define an assertion enforcing that a location points to a stack.

stack_inv({) = Jv’. £ > v’ »is_stack(v’)

We will allocate an invariant containing this assertion during the proof of the stack specifica-
tion. With this we can now turn to proving the specification.

To start the proof we use the Hr-Ler rule several times, and then the memory allocation rule,
together with the specification of mailboxes, and thus we end up having to show

p = (pop, push) =
{r = None} (pop, push) { p.3pop push. (True} pop() {v.v = None vIAv’. v = Some v’ + D (v’)} *
Vv, {D(v)} pushv {u.u =()* True}

where (pop, push) are the two methods in the body of the stack method. We should show this
in a context where we have

Yv. {®(v)} put(v) {w.w = None vVAv". w = Some(v’) » D(v')}
{True} get() {w.w = None VIv'". w = Some(v') *»®(v")},
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the specification of the mailbox. Before verifying the specifications we allocate an invariant
containing stack_inv which we can, since r — None implies stack_inv. Having done this let us
verify the first method, and leave the second one for the reader. That is, let us show

{True} pop() {v.v = None vVav". v = Some v’ + D (v")},

where, of course, pop is the first method in the pair returned by stack. Recall that we are
verifying this a context with stack_inv and the above two specifications of put and get methods.

Since we are proving the correctness of a recursive function, we proceed by Léb induction,
assuming

>{True} pop() {v.v =NoneVvIv’". v = Somev'+ P (v")}.

Using the specification of the get method we consider two cases. If the result of get() is Some x
we are done, since the specification of get gives us precisely what we need. This corresponds
to the fact that if an offer was made on the side-channel, then we can simply take it and we are
done. Otherwise the result of get() is None and we need to use the invariant to continue with
the proof. We thus open the invariant stack.inv to read !, after which, by using the definition
of the stack_inv predicate, we have to consider two cases. If the stack is empty (r — None) we
are done, since the stack was empty, and thus we return None, indicating that. Otherwise we
know r pointed to a pair, where @ holds for h and t satisfies >stack.inv(t). To proceed we need
to open the invariant again, and after that we again consider two cases.

e If now r — None, then CAS fails and we simply use the Léb induction hypothesis to
proceed.

¢ Otherwise, r = Some(h’, "), where ®(h’) and »stack_inv(¢’) hold. If the pair (h’,t’) is equal
to (h, t) then CAS succeeds and we are done, since @(h) holds and we can close the invariant
since stack_inv(t) holds. Otherwise CAS fails and we are again done by the L6b induction
hypothesis.

11 Case Study: Ticket Lock

We have seen the specification of a basic spin lock in Section 8.6. However, the basic spin lock
easily leads to thread starvation. A thread can be indefinitely denied access to the critical region
protected by the lock even under very strong fairness assumptions on the scheduler. This might
be acceptable in certain applications, but is undesirable in others. A ticket lock is a more refined
spin lock which keeps track of the order in which access to critical region was demanded. It
does this by keeping two counters which represent queue positions. The first counter is the
queue position that is next in line for access to the critical region, and the second is the position
of the client in the queue. When acquiring the lock, the client first obtains a position in the
queue (a ticket) by incrementing the second counter (atomically, using the atomic fetch-and-add
operation, FAA). Then it waits until it is its turn for entering the critical region. When releasing
the lock, the first counter is incremented to allow other waiting clients to acquire the lock.
This type of lock thus behaves like a first-in first-out queue. This means that the threads
trying to acquire the lock will be allowed to take it in the order they asked for it, or more
precisely, in the order in which they obtained their tickets. However, the specification of the
ticket lock we give in this section does not express this property. Indeed, we give the ticket lock
the same specification as we gave to the spin lock in Example 8.38 on page 8.38. Fairness is a
liveness property, and in fact a global property of the system, i.e., not a property of an individual
method, whereas Iris — as presented here — only allows reasoning about safety properties.
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11.1 The atomic fetch-and-add operation

We add an atomic fetch-and-add operation to our programming language of the form FAA ¢ n
where ¢ is a location storing an integer and # is an integer. Intuitively, this atomic operation
atomically adds # to the value stored in £ and returns the value stored in £ prior to the operation.
This intuition is captured in the following proof rule:

Hr-FAA

Pl nFAAC m{uu=n*l— (n+m))

11.2 Setup

The ticket lock has three methods, newLock for creating a new ticket lock, and acquire and
release for acquiring and releasing the lock respectively. Moreover, we have an auxiliary wait
method used by the acquire method. In order to make the verification more readable we write
it as a separate public method.

letnewLock() = (ref (0), ref (0))
letacquire! = let 0 := FAA (115 1) 1 in waito [
letwaitn [ =leto:=1!(m I)in
if o = nthen () else waitn [

letreleasel = (1t1 I) « N1ty I)+ 1

As we explained above, the lock uses two mutable counters, the first for keeping track of who
is currently permitted to take the lock and thereby gain access to the resources protected by it,
and the second for tracking which ticket to give out to the next thread. We will refer to them as
owner and next respectively.

In the acquire method we first try to obtain a ticket. This is the intention of the first two
lines. However since another thread might try to obtain a ticket at the same time we need to
use FAA to atomically increment to obtain a ticket in the queue. We then proceed to wait our
turn to get access to the resources protected by the lock by using the wait method.

The wait method waits until it is the given client’s turn to enter the critical region. Note
that the method does not need to use any synchronisation primitives since only the thread that
acquired the lock should release it, and thus the value of n will not change once it becomes n;
this is the invariant maintained by all the methods of the ticket lock module.

Analogously, we do not need to use synchronisation primitives when releasing the lock (the
release method). Only the method which is in the critical region will increment the first counter,
and thus there will be no interference between reading its value, and writing it.

As mentioned in the introduction, we can give this lock the same specification as the spin
lock. The only addition is the specification of the wait method, together with the auxiliary
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assertion issued used by it.

JisLock : GhostName —Val — Prop — Prop.

Jlocked : GhostName — Prop.

Jissued : GhostName — Val — Prop.

VP,v,y. isLock(v, P,y) = OisLock(v, P, y)

Vy. locked(y)*locked(y) = False

Vy. issued(y, n)+issued(y, n) = False

VP. {P} newLock() {v.3y. isLock(v, P, y)}

VP,v,y,n. {isLock(v, P, y) *issued(y, n)} wait(n,v) {_.P *locked(y)}
VP,v,y.{isLock(v,P,y)} acquire(v) {_.P +locked(y)}
VP,v,y.{isLock(v,P,y)* P =locked(y)} release(v) {-.True}

> > > > > >

The abstract predicate isLock(v, P,y) expresses that the value v (a pair of two locations) is a
ticket lock protecting resources described by the predicate P using the ghost resources associ-
ated with y. As before, the isLock predicate is persistent, so different threads can use the lock
simultaneously.

We will start by defining the resource algebra, invariant, and predicates we need, and then
explain our choices. The resource algebra we use is: Auth(Ex(N), x (Pfin(N)). All of the con-
structs of this RA have been previously introduced in Section 8.4. The lock invariant we will
use in our proof is:

lockInv(y, €y, €, P) = A0, 1. £y > 0%, > n+e(0,{i [0 <i<n))”

With this we define the isLock, locked and issued predicates as follows (where £ is some
chosen infinite set of invariant names)

isLock(v,P,y) =3¢,,0,,1€ E.v=(€,,L,) >e‘locklnv()/,go,gn,P) ‘l
locked(y) = o. (5((5,7@7)7

issued(y, 1) =o(e, {n})!

Our lock invariant keeps track of the values of the owner and next counters. Since these
change when the lock is being used, they need to be existentially quantified. The exclusive
construction in our RA expresses the fact that only one thread is allowed to take or hold the
lock at any given time. Moreover, the invariant holds an authoritative piece of ghost state, which
holds both the value of the owner counter and a subset of natural numbers. This set keeps track
of which tickets have been given out. The combination of the authoritative construction and
the exclusive one is needed in order to conclude equivalent values when combining different
parts of our ghost state. The disjunction in our invariant intuitively describes whether the lock
is currently acquired or not. If the left disjunct holds then the thread with ticket number o is
allowed to take the lock, but has not yet done so. This is also the reason why the lock in this
case holds the predicate P. If the right disjunct holds then the lock is held by the thread with
ticket number o.

The locked () predicate expresses that the lock associated with ghost name y is currently
locked with some ticket number. The predicate issued (y,n) states that ticket number n has
been given out.
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These two predicates correspond to the two sides of the disjunction in the invariant. The
intuition behind this is that when we know either locked or issued, then we can conclude that
the other side of the disjunction must currently be in the invariant, since the composition would
otherwise be invalid.

11.3 Proofs

There are five proof obligations in the specification. The first three are derived directly from the
properties of the chosen resource algebra, and the definitions of the relevant predicates. The
isLock predicate is persistent since it is a separating conjunction of two persistent propositions.
The locked predicate is not duplicable due to the use of the exclusive part of our RA. Finally,
the issued predicate is not duplicable, because the composition of two sets in our RA is only
valid if these sets are disjoint.

11.3.1 newLock

The fourth obligation is the specification for newLock and will therefore include the allocation
of ghost state and the lock invariant. We need to show the following triple:

{P} newLock() {v.3y. isLock(v, P, )}.
By Hr-BET, is suffices to show:
{P} (ref (0),ref (0)) {v.3y. isLock(v, P, y)}.

We first apply the Hr-sivp-peT rule twice with ref (0) in both cases. We then allocate the ghost

state  (e(0,0)) - 0(0,0)”". Keeping in mind that | (e(0,0))-0(0,0) " +1e(0,0)” +/0(0,0)”, we get the

two pieces of ghost state we need. Together with P from the precondition and the two locations
we got from the two ref (0), we now have all the resources needed for the isLock predicate and
are done.

11.3.2 wait

The next proof obligation is the specification for wait. We want to show:
{isLock(v, P, y) *issued(y, n)} wait(n,v) {_.P +locked(y)}

This is a recursive definition, so we make use of the derived rule from Exercise 7.4 together
with the Hr-Beta and Hr-csq rules. This means we assume:

{risLock(v, P, y) *>issued(y, n)} wait(n,v) {_.P *locked(y)}
and need to show
{isLock(v, P, y) *issued(y, n)} let o :=(rry v) in ... {_.P *locked(y)}

By unfolding the isLock predicate, we get the concrete pair of locations ¢,,¢,, we can substitute v
with. Moreover, we can move our invariant into the context. We will refer to lockInv(y,¢,,¢,, P)
as [ for the remainder of the proof in order to keep the notation shorter. We now use the Hr-Proyj
rule followed by the Hr-Ler-per and the Hr-sinp-peT rules with the intermediate postcondition
{w.(w = n+locked(y)*P) V (w # n+issued(y,n))}. So we first need to see what !¢, evaluates to.
In order to do this, we need to open our invariant with the Hr-inv-open rule, since it holds the
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¢, — o information we need. We then proceed by casing on whether n = 0. In the case where
n # 0, we need to show:

l F{>I%n=o0=*issued(y,n)} 1€, {w.((w=nxlocked(y)*P)V (w = n=issued(y,n)))*>I}

We can now use the Hr-Loap rule and choose to prove the right side of the disjunction in the
postcondition, since we directly get this information from our precondition. In the case where
n = o0, we need to show:

l F{>I*n=oxissued(y,n)} !¢, {w.((w = nxlocked(y)*P)V (w = nxissued(y,n))) *» 1}

Again we start with the Hr-Loap rule. In this case, we need to prove the left side of the disjunc-
tion. We can now unpack issued and I and replace n with 0. The composition of the different
pieces of ghost state we now own is only valid if the left side of the disjunction in the precondi-
tion is currently true, i.e. we get:

V410(0,0)" % P+ lo(e, o))"

|
|
,,,,,,,,,,,,,,, 1

We can now reestablish the invariant, this time with the resources for the right side of the dis-
junction. This leaves us with: ;rioi(gi@):}y + P, which is exactly what we need for the postcondition
locked(y) = P.

The remaining proof obligation at this point is:

[ F{((0 =n=+locked(y)*P)V (0 # n=issued(y,n)))} if n = o then () else waitn I {_.P *locked(y)}

Since our precondition is a disjunction, we will need to show the triple twice assuming the left
and the right side respectively. If we assume the left side of the disjunction we need to show:

l F {o =n=+locked(y)*P}if n = o then () else waitn [ {_.P *locked(y)}

Since our precondition gives us the result of the if statement, we can directly use Hr-Ir-True and
notice that the postcondition follows directly from our assumptions, so we are done. Assuming
the right side, we have to show:

l F{o# nxissued(y,n)}if n = o then () else waitn [ {_.P *locked(y)}

Again, our precondition gives us the result to the if, so we can use the Hr-Ir-Farse rule and end
up with having to reason about the recursive call to wait. The triple matches our outermost
assumption, so we apply the induction hypothesis (i.e., the assumption of the premise of the
rule in Exercise 7.4) and are done.

11.3.3 acquire

With the specification for wait in place, we are now able to show the one for acquire. We need
to show the following triple:

{isLock(v, P, y)} acquire(v) {_.P * locked(y)}

Since acquire uses wait internally, the proof of this specification will make use of the one for
wait. Notice how the postconditions of both specifications are exactly the same. This means
our proof intuitively consists of getting from our current precondition to the one for wait at the
point where we call wait, since we can then apply its specification and be done.
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We begin the same way as with wait, since we are dealing with a recursive definition again.
So we assume:

{risLock(v, P, y)} acquire(v) {-.P *locked(y)}
and want to show:
{isLock(v, P, y)} let 0 := FAA (11, v)1 in waito v {_.P *locked(y)}

By unfolding the isLock predicate, we get the concrete pair of locations ¢,, £, we can substi-
tute v with. Moreover, we can move our invariant into the context. Now we use Hr-Ler-DET and
Hrt-Proj. This means we now need to show:

‘lockInV(y,&,,fn,P) ‘l F{True} FAA £, 1 {o.issued(y,0)}

Since FAA is atomic, we can open our invariant. We can use the Hr-FAA rule. At this point, we
obtain ¢,, - n+ 1 where n is the value of £,, when we opened the invariant. We can now update
our authoritative ghost state from e(0,{i | 0 <i <n}) to e(0,{i | 0 <i <n}U{n})-o(0,{n}). Perform-
ing the union gives us exactly the resources we need to close the invariant again. Moreover, the
remaining ghost state o(0, {n}) is exactly issued(y, 1), so we are done with the intermediate goal.
At this point we need to show:

[lockInv(y,£,,¢,,, P)| + {issued(y, n)} waitn v {_.P +locked(y)}

This is exactly where we wanted to be in order to apply our wait specification, which takes care
of the rest of this case.

11.3.4 release

The final obligation is the specification for the release method. We need to show the following
triple:

{isLock(v, P, y) *locked(y) * P} release(v) {_. True}.

We begin with the Hr-sera rule as usual. Unfolding the isLock predicate in the precondition,
we get two specific locations, ¢, and ¢,,, and can therefore substitute v for the pair of these two.
Then we make use of the Hr-Proj rule twice. At this point, we have to show:

{lockInv(y,€,,¢,, P)+locked(y)* P} €, < '€, + 1 {_True}.

We now apply the Hr-sinp-peT rule with !€,. In order to reason about this expression, we need
the information stored in our invariant. Since reading from a location is an atomic operation
we can open our invariant at this point which will give us

sition of this and the authoritative piece of ghost state must be valid, we get that 0 = 0’ and we
can therefore substitute one of them away. We now close our invariant again.
We then bind o0 + 1, use the Hr-op rule and are left with showing:

f—————n

{lockInV(y,ZO,En,P) +10(0,0) }y >eP} l, «— (0+1){_True}.
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At this point, we can open the invariant again, since storing a value is atomic. As before, this
gives us access to the needed location and we can therefore use the Hr-store rule. We moreover
again conclude that the two o values in our ghost state must be the same. Apart from this, we

P ————

can see that we have! 0(0,0)?,’ which means that the disjunction part of the invariant must hold

to

and then we can close the invariant again with these two pieces of ghost state along with P.

11.4 Discussion

As mentioned earlier, the lock presented in this section is based on two counters. Earlier in
the notes, we have already given different specifications for counters, but rather than utilizing
these, the ticket lock implementation and proof refers to the implementation of the counters.
Hence it is not modular — ideally, we should be able to verify the ticket lock relative to an ab-
stract specification of the counter module. This point will be addressed further in the following
Section 13.

12 Case study: The Array-Based Queueing Lock

The array-based queuing lock (ABQL) is a lock closely related to the ticket lock. The cache
behaviour of the ABQL scales better to a large number of threads at the cost of increased space
usage and of only being safe with a bounded number of concurrent threads. The latter must be
modelled when proving safety of the lock, and hence the ABQL poses unique and interesting
challenges to such efforts.

In this section we describe the array-based queuing lock and its implementation in Ayef conc-
As we have done for the other locks, we then give and prove a specification which shows that
the ABQL is safe, and hence that it satisfies mutual exclusion.

12.1 Arrays in Aef conc

As the name of the array-based queuing lock implies, its implementation relies on arrays. We
therefore first introduce how arrays are supported in Aef conc-

One may wonder why arrays are necessary, given that we have already seen how lists can be
implemented in Ayefconc. The key difference is that arrays offer constant time random-access to
elements in the array. In addition to the performance benefits of this, it also means that reading
and writing elements in an array is an atomic expression.

We need to be able to create arrays of a given size, access elements in an array at a specific
index, and update values at an index in an array. To this end Aefconc includes the following
syntactic constructs:

©® u= |+
Expr e
ECtx E

.-+ | allocy/(e,e)

.-+ | allocy(E, e) | allocy (v, E)
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In order to express that a location ¢ points to an array corresponding to a list v, we use the
predicate ¢ —, v with the typing rule

I'+¢:Val T'+v:list Val
'€+, v:Prop

If nis anumber and v is a value, then allocy (1, v) represents the allocation of an array that is
n long and which is initialized with the value v at every index. We use replicate(n, v) to denote
a mathematical list consisting of the value v repeated n times. The behavior of allocy is then
captured by the following rule:

Ht-ALLOCN

S +{True} allocy (n,v) {w.3€. w = € A €+, replicate(n, v)}

To index into an array the +; operator is used. If € points to the start of an array then £ +;i is a
location pointing to the value of the i’th element, counting from 0. If xs is a mathematical list,
we use the notation xs; to denote the i’th entry in the list.

HT-LOAD-OFFSET

SH{ >, xs*xs; =e} (€+;1) {v.v =e Al >, x5}
To update an element in an array we use the store operator in combination with +;.

HT-STORE-OFFSET

S H{l >, xs An<length(xs)} (£ +;n) —v{v.v = () Al >, xs[n:=v]}

The operator +; can be thought of as pointer arithmetic and then this way of using arrays is
similar to how arrays are implemented in many low-level programming languages. Handling
arrays in this manner in Iris has the benefit that we only need to add +; and can reuse the load
and store operators in the context of arrays.

12.2 The implementation

Having seen how arrays work, we now describe the ABQL and present an implementation in
/\ref,conc-

The lock consists of a natural number next and an array of booleans array. The number
represents the next ticket available and the array contains false at every entry, except for one,
which contains true. The index of the true value in the array represents which ticket currently
grants access to the lock.

Constructing an ABQL takes as argument a natural number cap, specifying the capacity of
the lock. An array of length cap is then initialized with true at the first entry and false at all
other entries. The natural number which represents the next ticket is initially set to 0.

To acquire the lock, a ticket is received using FAA. The primitive FAA atomically returns the
number stored at a location and adds a number to the stored value. The received ticket, modulo
the capacity of the lock, is an index into the array. By spinning on the value at this index in the
array until it becomes true, the lock is acquired.

To release the lock, the entry corresponding to the ticket from which the lock was acquired
is updated from true to false. Then, the next index in the array, modulo cap, is set to true. This
signals to the next thread that it can acquire the lock.
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In the implementation we use a triple to represent the lock. We use (—,—,—) as notation for
((—,—),—) and abuse notation slightly by letting 7ty , 71, , and 73 denote the projections of a
triple denoted in this manner. The first element in the triple is the array, the second the next
number, and the third is the length of the array, which we store since arrays in Aef conc do not
have a length operation. The implementation is then:

letnewLockcap = letarray := allocy (false, cap)in
(array +; 0) « true;
(array, ref (0), cap)
letacquire [ = let next := 1, lin
let ticket := FAA next 1 in
wait! ticket;
ticket
letwait! t = letarray:=m; lin
leti:=trem (m3 I)in
if W(array +;1) then () else (wait! t)
letrelease [ o = letarray :=my lin
letcap :=m3 lin
array +; (o rem cap) « false;

array +; (0 + 1 rem cap) « true

12.3 The specification

The specification can be seen as an extension of the specification for the ticket lock. The signif-
icant changes specific to the ABQL are highlighted in red in the presentation below.

disLock : GhostName — GhostName — GhostName — Val — N — Prop — Prop.

dlocked : GhostName — GhostName — Prop.

dissued : GhostName — N — Prop.

Jinvitation : GhostName — N — N — Prop.

Yy, x,1,cap,R. isLock(y, 1, «,1,cap, R) = OisLock(y, 1, «, 1, cap, R)

Y1, n,m,cap. invitation(s, n, cap) * invitation(s, m, cap) < invitation(s, n + m, cap)

Veap,R. {R+0 < cap} newLockcap {I. Ay, 1, «. isLock(y, 1, x,1,cap, R) * invitation(i, cap, cap)}
Yy, x,1,cap,R. {isLock(y, 1, x,1,cap, R) *invitation(s, 1, cap)} acquire I {o. locked(y, x,0) *+ R}
Yy, x,1,cap,R. {isLock(y, 1, x,1,cap,R) =issued(y, t)} waitl t {_. locked(y, «,t)* R}

Yy, x,1,cap,R. {isLock(y, 1, k,1,cap, R) *locked(y, k,0) * R} release I o {_. invitation(i, 1, cap)}

> > > > >

The isLock(y, 1, x,1,cap, R) predicate represents the knowledge that the value / is a lock with a
capacity of cap, and which protects the resource R. Since the lock is supposed to be used in
a concurrent setting the isLock predicate is persistent, as we have seen before. The predicates
locked(y, k,0) and issued(y, t) serve the same purpose as they did in the ticket lock.

The precondition for newLock requires that a lock must be created with a capacity greater
than zero. This is required as the implementation performs modulo with cap, which is not
defined for zero.
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The biggest change is the addition of invitations. Since every thread waiting to acquire the
lock is spinning on an entry in the array, and since the array is cap long, at most cap threads
may simultaneously attempt to acquire the lock.

The predicate invitation(s, 1, cap) denotes the ownership of n invitations where cap invita-
tions exists in total. When the lock is created, cap invitations are also constructed, see the
postcondition for newLock. In order to acquire the lock, one invitation is required and is sur-
rendered to the lock. When a thread later releases the lock, an invitation is given back, as seen
in the postcondition for release, such that the thread can then acquire the lock again.

Since invitations are not duplicable, we ensure that at most cap threads can simultaneously
attempt to acquire the lock. Invitations can be split and combined, meaning that the ownership
of n+ m invitations implies the separate ownership of n and m invitations.

12.4 Representing invitations with ghost state

The invitation predicate is implemented as ghost state using the following resource algebra. We
define the carrier of the resource algebra as

M=(NxN)uU L.

The first number in the pair represents how many invitations are owned, and the second how
many invitations exist in total.

It should not be possible to have more invitations than the total number of invitations, and
hence the valid elements are defined as

V={(n,m)|n<m).

Since it should be possible to combine and separate invitations, we define the operation as

(a:n)‘(b,m): (a+b’m) ifﬂ:m

L otherwise

It only makes sense to combine invitations with the same upper bound, and hence the operation
returns | if the two upper bounds are not equal. Invitations should not be duplicable, and to
this end the core function is always undefined.

With this resource algebra in place, we now define invitations as

Exercise 12.1. Show that the resource algebra defined above satisfies the requirements given in
the definition of a resource algebra (Definition 8.10). o

12.5 Implementation of the specification

Having understood the purpose of invitations we are now ready to show that the implementa-
tion meets the specification. We adopt the notation seq(o,7) for the set of numbers {n € N|o <
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n < o0+1i} and define the following predicates:

isLock(y, 1 «,l,cap,R) =da,n,06 € e.
I'=(a,n,cap) =0 <cap *

‘ lockInv(y, 1, «,a,cap,n,R) ‘6

lockInv(y, 1, «,a,cap,n,R) = do, 1, xs.

n<—(0+1) *a <, xsx*length xs = cap »

invitation(s, i, cap)*‘o(o seq(o,1 ))Jy*

state(y, x,cap, 0, R, xs) = (‘ oo, (Z))‘ * R >eboth( )#xs = nthTrue(cap, o rem cap))V

(issued(y,0) * right(x) = xs = replicate(false, cap))Vv
(issued(y,0) * left(x) * xs = nthTrue(cap, o rem cap))

issued(y,t) =lo(e, {t})]

locked(y, x,0) = ;ro(o,(Z)) +right(x)

In the following subsections we describe these predicates at a high-level and identify several
useful and central properties as lemmas, which we then refer back to when we present the
proofs. Hopefully this makes it easier for the reader to understand how the various pieces fit
together.

12.5.1 The ghost state

The ghost state with ghost name y is defined using the resource algebra Auth(Ex(N); x (Pg,,(N))).
This is the same resource algebra used in the ticket lock. Intuitively, an element of this resource
algebra is a pair where the first element can include knowledge about the value of o, which
represents that the thread with this ticket currently has or may acquire the lock, and the second
element knowledge about which tickets currently exist.

We use disjoint union such that partial knowledge about the existence of a ticket can only
exist once. Hence we have the following lemma:

Lemma 12.2. Only a single thread can know that a certain ticket has been issued.
ole,(t) +ole, () = L
Similarly, the exclusive construct around the value of o ensures that this information can
also only exist once.

Lemma 12.3. Only a single thread can have the partial information about o.

10(0,0)! +10(0,0)” ~ 1L

The predicates left(x), right(x), and both(x) are defined using the resource algebra Ex(1), x
Ex(1), where 1 denotes the unit resource algebra with the single element ():

left(x) =1((),e)"  right(x)=1(¢,())"  both(x)=!((),()!".

Lemma 12.4. The resource both(x) splits into left(x) and right(x), and left(x) and right(x) can be
combined back together into both(x).

both(x) — left(x)right(x)
left(x *rlght k) —+ both(x)
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Lemma 12.5. Any other combination of left(x), right(x), and both(x) except for those in Lemma 12.4
is invalid.

Both lemmas follow directly from the definition of the resource algebra and the rules Own-or
and OwN-vALID.

12.5.2 The isLock predicate

The isLock predicate states the existence of 4, which is the array value, and n which is a location
pointing to the index of the next ticket. The equality I = (4,1, cap) describes the physical repre-
sentation of the lock. The inequality 0 < cap serves to constrain cap such that we can use it to
do division with remainder. Finally, isLock contains the invariant which we describe in the next
subsection.

12.5.3 The invariant

The invariant lockInv states the existence of three things. A natural number o, representing
that the thread with this ticket currently has or may acquire the lock. The number i, which
represents how many threads are currently waiting to acquire the lock. Finally, xs is a list of
booleans corresponding to the current contents of the array.

The invariant contains the points-to predicate for # (from the isLock predicate)

n<—o+i.

As one would expect, 1 points to the ticket currently granting access to the lock added together
with the number of threads waiting for the lock.
Inside the invariant we have the authoritative part

|
A7)
The lock always knows the value of 0 and of all the tickets in existence. Here we have made an
important change compared to the equivalent part in the ticket lock. In the ticket lock the set
of tickets always starts from 0, and it is only expanded when new tickets are issued. In some
sense, tickets are not “cleaned up” after their usage. For the ABQL it is important that the set of
tickets starts at 0. This means that whenever o increases, we know that all tickets smaller than
o no longer exist. Hence, we have the following lemma.

Lemma 12.6. From issued(y,o0) and the content of the invariant one can conclude o <t < o+i. More
precisely,
(e, ()] +[o(0,50q(0,1) " ~+[o(e, {#})” +e(0,5e4(0,i) " xo <t <o +i.

The lemma is straightforward to show. Suppose the two ghost states are owned. By Own-
or and Own-vaLp the product of the two elements of the resource algebra is also owned and
is valid. From the definition of the authoritative resource algebra and the disjoint set resource
algebra this implies {t} C seq(o,i). Which per the definition of seq means that we have the bound
in the lemma. This tighter bound is not needed for the proofs of the ticket lock to go through
but for the ABQL it is necessary.

The invariant also contains ghost state for invitations, which we have already described. It
is used as

invitation(s, 1, cap)

inside the invariant. This establishes the connection that i is the number of invitations owned
by the lock. If i threads are currently waiting for the lock then i invitations are currently owned
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by the lock. This corresponds to the specification where, when calling acquire, a thread surren-
ders an invitation and when calling release the invitation is handed back. In the meantime the
invitation is “stored” in the lock. As discussed previously the inclusion of invitations serves to
constrain how many threads can wait for the lock. Indeed we have the following key property:

Lemma 12.7. The invitation(s, i,cap) in the invariant establishes the inequality i < cap.
invitation(s, i, cap) + i < cap

This lemma follows from the definition of invitation, Own-varip, and the definition of valid-
ity of the resource algebra. This lemma is essential when proving the specification for wait.

12.5.4 The state of the lock

The state(y, k, cap, 0, R, xs) disjunction represents the current state of the lock. The first disjunct
corresponds to the lock being open and the disjunct includes resource R since the lock owns the
resource in this state. The last disjunct corresponds to the lock being closed. We call the middle
disjunct clopen. It is necessary, since the release function proceeds in fwo atomic steps when
it reopens the lock. Between these two steps the lock is neither closed nor open. Hence this
disjunction is crucial in the proof of release.

left right

In the first and third disjunct nthTrue(cap,o0 rem cap) denotes a mathematical sequence of
booleans of length cap with false at every index except for index o rem cap which contains
true.

12.5.5 The issued token

The issued(y,t) token represents the information that the ticket t has been issued. The key
property of this token is that if the resource issued(y, 0) is owned then it is possible to conclude
that the lock is open.

Lemma 12.8. Owning issued(y, o) is sufficient to conclude that the lock is open.

This follows since issued(y,0) is incompatible with itself per Lemma 12.2 which leads to a
contradiction in the clopen and closed branch of the state disjunction.
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12.5.6 The locked predicate

The locked(y, x,0) predicate represents the knowledge that the lock is currently locked along
with the knowledge of what o actually is. The ghost state right(x) is included such that it is
possible to conclude that the lock is in the locked state. This holds since the open state con-
tains both(x) and the clopen state contains right(x), both of which contradicts with right(x) per
Lemma 12.5.

Lemma 12.9. From locked(y,x,0) it is possible to conclude that the lock is closed.

locked(y,x,0) = state(y, k, cap, 0, R, xs) - issued(y, 0) * left(x) * xs = nthTrue(cap, 0o rem cap)

12.6 Proofs

We now prove the specification for each of the functions.

12.6.1 Proof of newLock

We sketch the proof of newLock only at a high level as it is fairly trivial. After executing the
allocy and writing true at the first index with (array +; 0) < true we know that the returned
value represents an array with true at index zero and false at all other indices. We can then
establish the isLock predicate by supplying a matching sequence of booleans as a witness. For n
we supply the witness 0. We must then allocate an invariant and the ghost state it requires. Both
of these can be done with the appropriate allocation rules and by framing. When establishing
the state disjunction in the invariant, we show the disjunct corresponding to the lock being
open.

12.6.2 Proof of acquire

For the acquire function we must prove the following specification:
{isLock(y, 1, «, 1, cap, R) »invitation(s, 1,cap)} acquire [ {o. locked(y, x,0) * R}
Recall that the function is defined by the following A,cf conccode.

letacquire [ = let next := 1, lin
let ticket := FAA next 1 in
wait! ticket;
ticket

From the isLock predicate we know that [ is a triple and that there exists a location n which is
the second element of the triple. Using these facts and structural rules we can step through the
projection and the first let-expression. We now apply the bind rule on the expression FAA n 1.
Since FAA is an atomic expression we can open the lock invariant. From opening the lock in-
variant we know that there exists natural numbers o and 7 such that n points to o +i. With this
points-to predicate, we can apply the Hr-raa rule after which we know

n—o+i+1

and that the FAA 1 1 expression evaluates to the value o +1.
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We must now close the invariant, which per the definition means that we have to show:

do,i,xs.n <> (0+1) *a —, xs+length xs = cap =invitation(s, i,cap)+

The only part of the invariant we no longer have is n < o+i. Instead, we now have n <> o+i+1.
Thus, when we close the invariant we have to provide either 0 + 1 as a witness foroor i+ 1 as a
witness for i. Since o represents the index of who may currently access the lock and 7 represents
how many threads are waiting, it only makes sense to increment i. Hence, we provide o as a
witness for 0 and i+ 1 as a witness for i. For xs we provide the same value we got when opening
the invariant. Since we only changed i we can frame away the part of the invariant that does
not depend on i. The points-to assertion n <= 0+ i+ 1 can also be framed away since we picked
i exactly such that it matched the points-to assertion we had after the fetch-and-add.
In order to close the invariant we are now left with showing
invitation(s,i + 1, cap) *lr,‘,(?f,s,efi(f’gl'il,)jy~

From opening the invariant we have invitation(s, i,cap) and from the precondition in the speci-
fication we have invitation(i, 1, cap). We can combine these two facts to get invitation(s, i+ 1, cap)
and frame the same thing away in the postcondition.

To show the second item we must update the authoritative ghost state we got when opening
the invariant, namely e(0,seq(0,7)). We can update it to e(0,seq(0,i)U{o+i})-o(e,{o+i}). The first
part of the product is exactly what we need to close the invariant, and the second is issued(e, 0+1)
which we will need later when calling wait.

After closing the invariant we can evaluate the let-expression and are then left with

waitl (o+1i);0+1

Since the code is a sequencing of two expressions we apply the sequencing rule. We have the
isLock predicate, issued(e, 0+1), and the code wait! (0+i). This is fits the wait specification, which
we apply. The postcondition for the specification gives us the resource R and locked(y, x, 0 +i).
Additionally, the last expression evaluates to o+i. This matches precisely with the postcondition
for the specification, and we are done by framing.

12.6.3 Proof of wait
We now prove the specification for the wait function.

{isLock(y,1,«,1,cap, R) »issued(y, t)} wait! t {_. locked(y,«,t)*R}.
Recall that the implementation of wait is.

letwait! t = letarray:=m; | in
leti:=trem (73 I)in
if W(array +;i) then () else (wait! t)
The definition is recursive, so we apply the Hr-Rec rule, and assume that the specification
holds for any recursive call.

From the isLock predicate we know that [ is a triple and that there exists a value 4, which
is the first element of the triple, and a natural number cap, which is the third element of the
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triple. With this information we can step through the projections and the let-expressions. We
then focus on the condition
Warray + 1)

with the bind rule. We now open the invariant which contains the information that there exists
an xs such that array <, xs. In order for the expression to make sense, the index must be
smaller than the length of the array. Fortunately, we know from the invariant that the length of
the array is cap and t rem cap is certain to be smaller than cap. From this we can show that the
load expression evaluates to a boolean b where

b = X5(t rem cap) (50)

Since b is a boolean it is either true or false, and we proceed by case analysis on b.
We first consider the case where b = false as it is the simplest case. It suffices to show:

if false then () else (wait! t)

We cannot step forward through the code until after we close the invariant. We still have every-
thing from opening the invariant, so we simply use the exact same values as witnesses to close
the invariant. We then apply Hr-Ir-FaLse which leaves us with the code

wait! t

This is a recursive call of wait and we can now apply the specification we assumed when we
used the Hr-Rec rule earlier. This concludes the first case.

In the second case we have b = true. Intuitively, we are in this case because the lock is open.
Not only is the lock open, our ticket t should be equal to the ticket which now grants access
to the lock, namely o. If we can show this, then we have issued(y,0), and we can then use
Lemma 12.8 to conclude that the lock is open.

Consider the state(y, x,cap, 0, R, xs) part of the invariant:

(10(0,0) }7 * R+both(x) * xs = nthTrue(cap, o rem cap))V
(issued(y,0) *right(x) » xs = replicate(false, cap))V
(issued(y, o) = left(x) » xs = nthTrue(cap, o rem cap)).

The second case of the disjunction contains the equality
xs = replicate(false, cap)

This states that xs is a list containing only false. This is a contradiction, as we have just read
true at an index in the array. In particular, we know that b = true and b = X5(; rem cap)- It is easy
to show that xs = replicate(false, cap) implies that xs; = false for any i smaller than cap. And,
since t rem cap is certainly smaller than cap we have the desired contradiction.

Both of the remaining cases contains the equality xs = nthTrue(cap, o rem cap). Combining
this with Equation 50 we get

nthTrue(cap, 0 rem cap) s rem cap) = true.

Recall that nthTrue(cap, o rem cap) denotes a list that only contains true at index o rem cap.
Thus the above implies
o=t (mod cap). (51)

This is, unfortunately, not enough to prove ¢t = 0. It could, for instance, still be the case that
t =0—cap or t = 0+ cap. However, considering how the ABQL works neither of these can
actually happen.
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* We can never have a ticket that is smaller than 0. Then it would already have been our
turn to acquire the lock.

* Our ticket can not be larger than o+cap. Intuitively, t—o represents how many threads are
currently in front of us in the queue to acquire the lock. But, because at most cap threads
can ever wait for the lock, our position in the queue can be no larger than cap.

Fortunately, both of these intuitions are encoded in the definitions and can be shown as follows.

We have issued(y,t) = (5(5,7{2}7)? ‘e(0,5eq(0,1)!

0<t<o+i

This shows the first item above, that ¢ can not be smaller than o.
From opening the invariant we have invitation(s,i,cap). We can thus use Lemma 12.7 to
conclude that i < cap. Put together with the above, we have the second item.

t<o+i<o+cap.

This is sufficient to show that t = 0. We leave the details as an exercise.

Exercise 12.10. Show that given cap,t,0 € Z where 0 < cap and 0 < t < 0 + cap the equality
t rem cap = o rem cap implies that t = o. &

This means that in both of the remaining cases we have issued(y,0) and per Lemma 12.2 we
now know that the lock must be in the state corresponding to open.
In other words, from opening the lock invariant we now also have both(x), the resource

means that we have issued(y, 0), left(x), and, from opening the invariant, xs = nthTrue(cap, o rem cap).
These are exactly the things needed to show the closed state of the disjunction in the invariant.
Thus we can close the invariant providing the same variables we initially got for o, i, and xs
followed by framing.

We have now closed the invariant and can step further into the code. We use the Hr-Ir-True
rule and are left with

0

Hence, the only thing left to show is the postcondition. This includes R and locked(y,x,0) =

f—————n

1o(0,0) 7 right(x). Both of these follow from framing as we have these from the invariant.

12.6.4 Proof of release

In this section we describe the proof of the specification for the release function. Recall the
specification:

{isLock(y, 1, «,1,cap, R) *locked(y, k,0) * R} release I o {_. invitation(s, 1, cap)}
Also recall that release is defined as follows.

letrelease | o = letarray :=m; lin
letcap :=m3 lin
array +; (o ‘rem’ cap) < false;

array+; (0 +1 ‘rem’ cap) « true
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We can evaluate the two let expressions using the facts from the isLock predicate which leaves
us with

array +; (o ‘rem’ cap) « false;

array+; (0 +1 ‘rem‘ cap) « true

Before we proceed any further, let us take a step back and consider how the proof must
proceed. In the code above, there are two store operations that write into the array. Since the
points-to predicate for the array is inside the invariant we must open the invariant twice. Each
time we open the invariant we must consider the state(y, k,cap, 0, R, xs) disjunction inside the
invariant.

Since the lock is closed when we open the invariant for the first time, we should be able to
conclude that it is in the closed state. We then set the single true value in the array to false.
Hence, we must close the invariant in the clopen state. When we open the invariant for the sec-
ond time, we should be able to conclude that the disjunction is still in the clopen state. Finally,
after the last store operation we should be able to close the invariant in the open state.

We use the bind rule to focus on the first store operation.

array +; (0 ‘rem’ cap) « false
We now open the invariant and get the existence of 0’, i, and xs such that

n <> (0’ +1i)*array <, xs *length xs = cap*

Since we have right(x) we can conclude that the state(y, x,cap,0’, R, xs) disjunction is in the
last state as the first branch contains both(x) and the second branch contains right(x)—both of
which lead to a contradiction when combined with right(x). We therefore additionally know.

issued(y,0’) *left(x) * xs = nthTrue(cap, o’ rem cap).

When closing the invariant we want to show the middle part of the state disjunction, and hence
our goal is to show
issued(y,0’) *right(x) * xs = replicate(false, cap).

The only thing we must work for is xs = replicate(false,cap) as the other properties can be
framed away. Fortunately, this is exactly what we expect to be able to show after stepping
through the store as this operation is supposed to overwrite the single true in the array with a
false. But, notice that we are setting the array using the value o, but, that the information from
the invariant describes where the true value is in the list in terms of o’. We therefore want to

We now have xs = nthTrue(cap, o’ rem cap) and the code
array +; (o ‘rem’ cap) < false

From this we can show the postcondition xs = replicate(false, cap). This is what we need to close
the invariant in the clopen state. We frame everything else away.

We now focus on the next store operation. We still have the resources we started with except
that instead of right(x) we now have left(x), and the code is

array+; (0 +1 ‘rem’ cap) < true
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We again open the invariant. Similarly to how we previously used right(x) to determine the
state of the disjunction in the lock we now use left(x) to determine that the lock is still in the
clopen state. We therefore have xs = replicate(false, cap) and array — replicate(false, cap). After
executing the store operation we thus have

array < nthTrue(cap, (0 + 1) rem cap)

We are now ready to close the invariant for the last time. When closing the invariant in the
open state we must provide three witnesses and show the following.

do,i,xs.n< (0+1) *a >, xs*length XS = cap *

,,,,,,,,,,,

777777

For o we provide o + 1, since we have now effectively moved the true value in the array one
element to the left. For xs we provide nthTrue(cap,(o + 1) rem cap). When we opened the
invariant every entry in xs was false but we have updated one entry to true. For i we provide
i —1. We do this because invariant contains n > o0 +i and since we are providing o+ 1 in the
place of 0 we have to establish #n < (0 + 1) + i. But, we have not changed what n points to so we
still only have n < o+i. The only way we can make this work is to use i —1 as the witness for i.

With this choice of witnesses we can immediately frame away R and the points-to predicate
for the array. The equality involving the length is trivially true. We show both(x) by combining
the left(x) and the right(x) that we have with Own-or followed by framing.

For the points-to predicate we have n < 0+ and are to show n <> o+ 1+ (i — 1). Since we
are working with natural numbers (0 + 1)+ (i — 1) is only equal to o + i if i is greater than 0. We
thus have the points-to predicate if we can show that i is greater than 0.

Jy. We

can combine these using Own-or and then conclude that

o(e,{0}) - e(0,seq(0, 1))

is valid from the Own-varb rule. From the definition of valid in the authoritative resource
algebra, this implies that o € seq(o, ). If i was 0 then seq(o,7) would be the empty set so this can
not be the case. With this fact we can rewrite the goal n < ((0+1)+ (i —1)) into n < 0 +i which
we can then frame away.

Notice that since we decremented the value of i when we closed the invariant we only have
to show invitation(s,i — 1,cap). On the other hand, the postcondition of release requires us to
show invitation(s,1,cap). This adds up nicely. By using Own-or we split the i invitations we
have into one ghost state with 1 invitation and one ghost state with i — 1 invitations. We can
then frame both the aforementioned goals away.

The only thing that remains to show is:

To do that we have! é(;i,i{:i)i and |e(o, :s:eﬁ:(é:)j from opening the invariant and ‘757(76;@)7): from

the locked(y, «, 0) predicate in the original precondition. It is clear that we must make a frame
preserving update in order to achieve this. Specifically we need the frame preserving update

0(0,0)-o(¢,{0}) - ®(0,seq(0,i)}) ~> o(0+1,0) - ®(0 + 1,seq(0 + 1,i — 1)).
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Exercise 12.11. Show the above frame preserving update. o

Using the Grost-urpate rule on this frame preserving update we are done with the proof of
release.

12.7 Discussion

We have now completed the proof of the specification for the ABQL, a lock that can be used by at
most a fixed number of participating threads. In particular, we have seen how the specification
of the ticket lock can be extended to express the restrictions using the concept of invitations
and we have verified that the implementation meets the specification using a suitable resource
algebra for invitations.

13 Modular Specifications for Concurrent Modules

In the previous sections we have seen several examples and case studies involving specifica-
tions of concurrent modules. In particular, in Section 8.7 we presented several different spec-
ifications of a simple counter module. In general, it is difficult to find out what is the “right”
specification to give to a (concurrent) module. Often we would like to have a specification
which is sufficiently general that it can be used by many, ideally all possible, different clients.
In this section we give some “methodological advice” on how to give modular specifications for
concurrent modules that are sufficiently general that they can be instantiated by many diverse
clients. In particular, we present a new specification of the concurrent counter module, which
is more modular, in the sense that the earlier given specifications can be derived from it (without
reference to the code of the counter, only using the abstract predicates). Moreover, we also show
how this modular specification of the counter module allows us to give a modular proof of the
ticket lock, i.e., a proof of the ticket lock which only depends on the specification of the counter
module, not on the concrete implementation. We include this section for the obvious reason
that modularity is a key point we have been striving for all along, but also because it gives us an
additional opportunity to show how Iris’s higher-order logic supports quite advanced modular
specifications.

The methodology we present is a higher-order approach to modular specifications of concurrent
modules. Tt stems from [15], which was based on [6]. It is closely related to the notion of
logical atomicity from the TaDa logic [1]. The examples, the concurrent counter module and
the ticket lock, are from [3], which contains a presentation and discussion of these examples
using TaDa-style logical atomicity. This section is supposed to be an introduction to the topic of
modular specifications for concurrent modules, please see the mentioned references for further
discussion.

We now outline the overall idea of the methodology; it is perhaps a little tricky to under-
stand at first, so it may be easiest to read this description quickly at first, and then study the
examples below and return to the description again.

We consider concurrent modules which have some state and some methods operating on the
state. A concrete example could be a concurrent stack module. To specify a concurrent module,
we decide on what the mathematical model of the abstract state should be, and in particular
how the model allows for sharing. For the concurrent stack module, a natural choice is to
model the abstract state of the stack by a mathematical sequence of natural numbers (assuming
that the elements of the stack are simply natural numbers). We will use a ghost variable to
keep track of the contents of the abstract state of the module, so for the concurrent stack we
will have a ghost resource whose contents will be a mathematical sequence of numbers. Now
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consider the specification of a method. Typically, it will involve a modification of the abstract
state of the module. For example, for the concurrent stack, a push method is supposed to
change the abstract state of the module, by inserting the element being pushed into the front of
the mathematical sequence modeling the abstract state of the stack.

Since we are in a concurrent setting, it matters when the state of the module changes, and
when the abstract state changes, a client will typically also have to update some invariants
and protocols of its own. However, the module, of course, cannot know how different clients
wish to update their invariants when the abstract state of the module changes. Therefore we
parameterize the method specification by a view shift, which (1) describes how the abstract state
is supposed to change and (2) describes how other invariants should be updated. The idea
is that, when we prove the specification of the method of the module, then we can use this
view shift to update the abstract state of the module; typically, we will then also show that
the concrete state of the module matches the new abstract state of the module. Thus it is the
client of the module who has to prove that the abstract state of the module can be changed as
described by the view shift, since the client has to provide a proof of the view shift. (Perhaps
it is surprising that the client can prove that the abstract state of the module can be changed,
but notice that the client only considers the abstract state of the module, which is tracked using
ghost state — the modifications to the actual concrete state of the module are proved to match
the abstract state change when we prove the module method specification.) Since the module
cannot know which other invariants the client has, we also parameterize the specification by
predicates intended to describe those.

13.1 Modular Specification of Concurrent Counter Module

Counter Implementation The counter implementation we will consider is the same as in Sec-
tion 8.7, except we add an additional weak increment (wk_incr) method. Its definition is the
following

wkincré =€« 1+!¢L.

The intention is that clients should only call the weak increment method when the client knows
that it is safe to do so, i.e., when the client knows that only one thread will increment the
counter. Since the increment is not atomic

A Resource Algebra for the Abstract State of the Counter We model the abstract state of the
counter by a natural number. We will use a resource algebra for keeping track of the abstract
state of the counter module. The resource algebra is the authoritative resource algebra (from
Example 8.48) over the product of the resource algebra of fractions (from Example 8.17) and
the agreement resource algebra (from Example 8.14) on the set of natural numbers N (the type
of the model of the abstract state of the counter). The product of the two last resource algebra
is not a unital resource algebra. In order to apply the authoritative resource algebra construc-
tion we wrap the product in the option resource algebra (from Example 8.22). The resulting
construction is Auth((Qgq x N);).

We write y =¢ m for the ghost ownership assertion |o(q, m)Jy of the fragmental element
o(g,m) to reflect the intuitive reading of this ghost ownership assertion as “there is a ghost
heap, which maps y to m with fraction g”. In particular, we write y l::»%m when the fraction q is

of the authoritative element (1, m). It is a simple exercise to verify that for all n,m and p,q we
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have the following entailments.

yelmiyelinrn=m (52)
)/Izgm*)/i:) nkn=m (53)
yeltmeyelmarysl™m (54)
yELmry By mEBy Lty B, m (55)

The first property means that everybody in possession of the partial knowledge (fraction g less
than 1) agrees on the value of the counter, the second property states that anyone in possession
of the partial knowledge agrees with the authoritative part on the value of the counter, the
third property states how the abstract predicate can be split, and the last property states that
anybody in full possession of the fragmental state of the counter and the authoritative state of
the counter can update both.

Exercise 13.1. Prove the preceding properties of the assertions y =d m and y =, m. o

Modular Counter Specification In the following we assume £ is an infinite set of invariant
names.

The modular counter specification is as follows, we explain it below. In the specification for
wk_incr, P and Q range over Prop, v over Val, q over fractions Qy, and m over N.

1Cnt : Val - GhostName — InvName — Prop.
a(Yv,y,c. Cnt(v,y,c) = OCnt(v, y,c))
A {True} newCounter() {v.ﬂ y,c. Cnt(v,y,c)*y =l 0}8

A VYePQu. (Y (y By msP) Sy (y =4 mxQ(m))
{Cnt(v,y,c)* P} read(v) {u.Cnt(v, y,c) » Q(u)}¢
A Yy, P,Qu. (Vm Y B2 m#P)Se\ (Y B (m+ 1)*Q(m))) =
{Cnt(v,y,c) * P} incr(v) {u.Cnt(v, y,c) » Q(u)}¢
A Yy, P,Qv,q m. (7/ B, mxy =0 mxP e\ Y Pre (m+ 1)*Q) =
{Cnt(v,y,c) 4 =d m*P} wk_incr(v) {u.u = ()*Cnt(v, y,c) * Q}¢

)=
(
(

The idea is that the abstract predicate Cnt(v,y,c) expresses that v represents a counter,
whose abstract state is kept in the ghost variable y, and which uses invariant name c. As usual,
Cnt(v, y,c) is persistent so that we can share it among several threads.

The postcondition of newCounter says that a counter is created and, moreover, that the
abstract state of the counter is 0. The client of the counter gets ownership of the fragmental
part (y = 0) of the abstract state, which means that if the client gets access to the authoritative
part (y =, 0), which is kept by the counter module, then it can update the abstract state of
the counter. The fragmental and authoritative parts together represent the abstract state of the
counter from different angles. The authoritative part y =, 0 provides the module view of the
abstract state, and the fragmental part y =! 0 provides the client view of the abstract state.
Those two views have to be synchronized. This means that the counter module cannot update
the abstract state of the counter “on its own”, just from the module view (remember that the
idea of the methodology is that the module cannot know what should happen when the abstract
state changes and hence it delegates updating of the abstract state to the client of the module).
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Now consider the specification of incr. To use this specification, the client must show the
view shift

Vm. (y 2em=P) S\ (Y 2o (m+1)+Q(m)),

and then it gets the Hoare triple {Cnt(v, y,c) * P} incr(v) {u.Cnt(v, ¥, c)* Q(u)}¢. The view shift
expresses that the incr will increment the abstract state of the counter; the predicates P and
Q are universally quantified and can thus be instantiated by the client to coordinate updates
to invariants held by the client. The Hoare triple expresses that one may call incr if one has a
Cnt(v, y, c) resource.

The specification of read is similar to the specification of incr, except that the abstract state
does not change. Even though the abstract state does not change, we still parameterize the
specification by a view shift, because that will allow a client to update its own invariants ap-
propriately when it learns about the abstract state of the counter (by instantiating P and Q as
necessary). We will show examples of how this can be done below.

Note that the quantification over the abstract state m of the counter in the view shifts for
incr and read captures the point that a client cannot know (if the counter is shared by different
threads) what the abstract state is — because other threads may call methods on the counter
concurrently.

In the specification of wk_incr, the value of the counter m is quantified over both the view
shift and the Hoare triple. Moreover, to call wk_incr, the client must have fragmental ownership
of the abstract state of the counter (note the y =¢ m in the precondition of the Hoare triple); this
captures the idea that no other thread can have full ownership of the abstract state and hence
cannot update the abstract state “under our feet”, which is in accordance with the idea that a
client should only call wk_incr when it knows that no other thread can modify the counter. In
the specifications for incr and read, the predicate Q is parameterized by the abstract state of the
counter (because we do not know up front what the abstract state is), but in the specification for
wk_incr, the predicate Q need not be parameterized by the abstract state of the counter, since
the client already keeps track of it (y =1 m).

Finally, we comment on the mask annotation on the view shifts: since the mask is £\ {c}, the
client may use (open and close) all the invariants in £ when showing the view shift, except the
invariant named ¢ used by the counter module. That is also the reason why we parameterize
Cnt by c (rather than hiding ¢ behind an existential, as we have done in earlier examples). (In
Coq, we use invariant name spaces to keep tract of these invariant names, see Section 14.5.)

Showing that the Implementation meets the Modular Counter Specification We now out-
line the proof that the counter implementation meets the above modular specification. We
naturally use an invariant to share the state of the counter. The invariant connects the concrete
value of the counter to the abstract state of the counter, which in this case is simply the same
value as the concrete value stored in the reference of the counter module. 1

Cntlnv(v,y)=dm. v m+y =, m
Cnt(v,y,c) =|Cntlnv(v,y) ‘

With this definition of the abstract Cnt predicate, it is not hard to show that the different meth-
ods meet the specifications. Here we just outline the proof for the incr method, and leave the
other (easier) ones as an exercise.

15Generally, in this methodology, the abstract state is an appropriate mathematical abstraction of the contents of the
module, e.g., the abstract state for a concurrent stack module could be a mathematical sequence of values.
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For incr we first assume the given view shift, and the proceed to show the Hoare triple. To
that end, since incr is a recursive function we proceed, as usual, by Lob induction. To deref-
erence the reference we open the invariant and then close it again. Then we get to the CAS
instruction. We open the invariant and thus get ownership of the authoritative part of the ab-
stract state, i.e., we get y =, m for some m. The interesting case is when it succeeds (otherwise
we just end up recursing so the proof succeeds by applying the L6b induction hypothesis). In
this case we get that the reference now points to m+ 1 (since the CAS succeeded). Now we want
to apply the view shift, so we instantiate it with m, and then we can apply it. This we can do
since we both have y =, m and P (we have P from the precondition in the Hoare triple). By
the view shift we have y =, (m+1) and Q(m). Thus, since we now both have that the reference
points to m + 1 and we also have y =, (m + 1), we can close the counter invariant, and thus we
obtain the required postcondition. So, in summary, the key point to notice is that the abstract
state of the counter is updated by an application of the view shift which the specification is
parameterized by.

Exercise 13.2. Show the specifications for newCounter, read, and wk_incr. &

13.1.1 Deriving Counter with Contributions from the Modular Counter Specification

In this subsection we sketch how we may use the modular counter specification from above to
derive a counter-with-contributions specification from Exercise 8.52 in Section 8.7.

The idea is to proceed much as in Exercise 8.52, except that now we have to use the abstract
state of the counter (as a client of the modular counter specification that is all we can use!). Thus
we let isCounter be the predicate

e Cnt(¢, y,,¢).

|
,,,,,,,,,,,, 1

where we use the same authoritative resource algebra as we did for the verification of the
counter with contributions previously. Note the similarity to the earlier definition in Exer-
cise 8.52! In the definition of isCounter, the predicate Cnt(¢, ,, ¢) expresses that € is a counter,
whose abstract state is tracked by y,, and in the invariant we use y, =, m to record that the
abstract state of the counter is m (note how this ghost state plays a role similar to the role played
by ¢ — m in Exercise 8.52). Also note that isCounter(¢,n,y1, 2, ¢, p) is persistent.

With this definition in place, we can prove the following specifications:

{True} newCounter() {#.3y1, ¥,, c. isCounter(u,0,y1, y2,¢,1)}

Vp.Vy1, 7. Ve. Yo, Va. {isCounter(v, n, v, 2, ¢, p)} readv {u.u > n+isCounter(v,n, y1, v2,¢,p)}
V1,72 Ye. Yv. V. {isCounter (v, n, y1, v2,¢,1)} read v {u.u = n+isCounter(v,n, y1,y2,¢,1)}
Vp.Vy1,v2. Ve V. Va. {isCounter(v, n, y1, 2, ¢, p)} incrv {u.u = () »isCounter(v,n + 1, y1, v2,¢,p)}

We sketch the proof for incr, and the leave the others as an exercise. We assume the pre-
condition, which gives us Cnt(v, y,,¢), as is necessary for using the modular counter specifica-

tion for incr. We instantiate P and Q in the modular incr specification by P = [o(p,n)‘ and

Q= Axjo(p,n+1)]"". Now we need to show the view shift

properties for resource algebra for abstract state (53) we conclude that k = m. Using (55), we
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can update the abstract state y, =, k+y, =4 kto 2 =, k+ 1%y, =, k+ 1. By the properties
*********** Y AN

the view shift.
Since we have shown the view shift, we now get the Hoare triple

{Cnt(v, y2.0)+{olp,n)1"} incr(v) i = ()« Cot(v, y2,0)xlo(p,n + 1"
By the definition of isCounter, we not only have Cnt(v,y,,c), but also o(p,n)}"". Hence we
conclude from the Hoare triple above that we can indeed call incr(v) and obtain Cnt(v, y,,c)

as required.

13.1.2 Deriving Sequential Counter from Modular Counter Specification

Here is a specification for a counter that can be used in a sequential context only:

JSeqCnt : Val —» GhostName — InvName — N — Prop.
V. {True} newCounter() {v.3y,c. SeqCnt(v, y,c,0)}

A Yy, cv,n. {SeqCnt(v,y,c,n)} read(v) {u.u = n+SeqCnt(v, y,c, n)}
A Yy, cv,n. {SeqCnt(v,y,c,n)} incr(v) {u.u = n+SeqCnt(v, y,c,n+1)}

Since the representation predicate SeqCnt(v, y,c,n) is not persistent, it cannot be duplicated,
which means that we can only use it sequentially. On the other hand, because we can only use
the counter sequentially, we can track the precise value of the counter (not just a lower bound).

We can easily derive this specification from the modular counter specification by defining
SeqCnt(v,y,c,n) = Cnt(v,y,c) * ¥ =, n. Then, for instance, to derive the specification for incr,
welet P2y =, nand Q2 An.y 5, (n+1) in the modular counter specification for incr. Note
how we track the precise value of the abstract state using y =, #, and that, indeed, with this
definition, SeqCnt(v, 3, ¢, n) is not persistent.

13.2 Modular Verification of the Ticket Lock

In this section we give a modular proof of a modular implementation of the ticket lock from
Section 11. Recall that the earlier verified version of the ticket lock was not modular in its use
of counters; that is what we change now. Thus the ticket lock implementation we wish to verify
now is:

letnewLock() = (newCounter(),newCounter())
letacquire! = letn:=1, lin
wait(incrn) |
letwaitn I = let 0 :=read(m; 1) in
if n =0 then () else waitn |

letreleasel = wk_incr(7my 1)
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Note the use of the modular counter methods, the calls to: newCounter in newLock, incr in
acquire, read in wait, and wk_incr in release.
We want to give this version of the ticket lock almost the same specification as before.

disLock : Val — Prop — GhostName — GhostName — GhostName — InvName — InvName — Prop.
dlocked : GhostName — GhostName — Prop.

dissued : GhostName — Val — Prop.

VP, v, %, Vo Vs Cor - 1SLOCKk(V, P, ¥, ¥, Vs €os €) = OisLock(v, P, ¥, Vo, Vi Cos C1y)

Yy, 7, locked(y,y,)*locked(y, y,) = False

Vy. issued(y, n)+issued(y, n) = False

VP. {P} newLock() {v.3y, Yo, ¥u» Co» €y isLock(v, P, ¥, Vo, Vi1 Co» €1}

YP,v,%, Vo Vs Cor 11 {isLock(v, P, ¥, Vo, Vs Co» C1y) *issued(y, n)} wait(n, v) {v.P *locked(y, ,)}
VP, v, %, Vo Vi CorCyy- {isLock(v, P, v, ¥, Vs €or €y)} acquire(v) {v.P +locked(y, v,)}

VYP,v,%, Vo Vi CorCyy- {isLock(v, P, ¥, ¥, Vs €or ) * P xlocked(y, y,,)} release(v) {-.True}

> > > > > >

As you can see, the only change (compared to the earlier specification in Section 11) is the
additional ghost name and invariant name arguments to the abstract predicates and invariant.
That is because we use the modular counter specification, which is also parameterized by ghost
names and invariant names.
To prove that the implementation above meets the specification, we define the abstract pred-
icates as follows:
lockInv(y, o, ¥n, P) = o, n. y, t:>%o*yn = n*;ro(o,{i |0<i< n})Jy

isLock(v, P, ¥, Yo, ¥us €o» €u) = €5, €,y 1 € InvName. v = (€,,€,,) *\locklnv(y,yo,yn,P) \l
+Cnt(€,, Vo, o) * Cnt(Cy, vy, C1y)

locked(y, ¥, V4) = J0.10(0,0) 1 Y, t:>%0

Compared to the earlier non-modular proof of the ticket lock, the change is that our defini-
tions are now given in terms of the abstract modular counter predicates (rather than relying on
information about the actual implementation of counters).

As in the derivation of the counter with contributions from the modular counter, we use
abstract state predicates y, l:>%o and y, =, n to track the values of the owner and the next
counter. The reason for using different fractions for the owner counter and the next counter
is that we want to be able to call wk_incr on the owner counter when releasing the lock and
the specification of wk_incr requires some fragmental ownership of the corresponding ghost
state in its precondition, and hence we split the non-authoritative ownership of y, into two
halves, one of which we keep in the “basic” part of the invariant and the other of which we
keep in the left side of the disjunction and in the locked predicate. Remember how this left side
corresponds to the lock not being in use at the moment, so having this ghost resource in both
the invariant and the predicate makes sense, since only one of these will ever be true.
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13.2.1 wait-loop

The wait method now calls read on the owner counter instead of loading its contents directly,
so we need to utilise the counter module’s read specification now. Apart from this, the proof
follows the same structure as before.

Recall that the intuition in the entire method is that we have a ticket with a specific number
and read the owner counter until its value matches the one on our ticket. When these two
values match, we “hand in” our ticket and actually acquire the lock, which means that we
need to change our state. As long as they do not match, we start over and do not change any
state. This intuition corresponds to the instantiation of P and Q in the counter module’s read
specification:

P =issued(y,n)
Q =Mv.(locked(y, ¥y, ¥y) * P Vissued(y, n))

Note that Q is the same as the one we chose as intermediate postcondition for our bind rule in
the old proof.
This means we need to show the view shift:

Vm. y, B, mrissued(y,, 1) S¢\(c} Vo Be m*(locked(y)+ P Vissued(y,, n)).

Opening the invariant gives us y, =, o for some 0. As in the preceding section, we then con-
clude that 0 = m. As in the old proof, we proceed by casing on whether n = 0. If they are not
the same, we choose to show the right side of the disjunction in Q, which we can do by sim-
ply closing the invariant again. If they are the same, however, we need to show that we can
update our abstract state to locked. This is accomplished the same way as in the old proof,
i.e., by concluding that the left side of the disjunction in the invariant must have been true be-
fore and then closing the invariant again with our ticket instead, thereby releasing exactly the
resources corresponding to locked and the lock resources needed for the postcondition of our
specification.

13.2.2 acquire

The proof of the acquire specification is even closer to the old one than wait. The CAS operation
is now replaced by the incr method, so we make use of its specification instead. We instantiate
P =True and Q = Av.issued(y,, v) in the counter module’s incr specification and have to prove
the view shift

Vm. v, B mxTrue S g\ Vn 2o (m+1)xissued(y,, m).

Opening the invariant gives us the full non-authoritative permission for y,, containing some m’
and, as earlier, we can conclude that m = m’. Moreover, we get the authoritative part of the
ticket lock resources and can update them as we did in the earlier proof, leaving us with the
issued(y,, m), as needed for the postcondition of the view shift. With this ticket we can now use
our wait specification from above and are done with the proof.

13.2.3 release

Release makes use of the wk_incr method, so we need to be able to provide some fragmental
ownership of y,. This is contained in the locked predicate, which is part of our precondition.
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Intuitively, it makes sense to use wk_incr rather than incr, since only the thread currently hold-
ing the lock is allowed to call release. This is reflected in the formal specifications in the way
that the only way to get the locked predicate is to have succeeded with acquire.

specification. The R in P are the resources the lock protects and we therefore currently own,
since we have the lock. At this point, we have to prove the view shift

Note how m is not universally quantified in this specification. This corresponds to the fact that
we know that no other threads can change the value of the owner counter since we have our
fragmental ownership of the corresponding ghost resource. Opening the invariant will give us
the second half of non-authoritative ownership of y,. Again, we conclude the value it holds
must be the same as m, so we can update y, to contain m + 1. For the ticket lock ghost state
we proceed as we did before in order to update it. We can then close the invariant with the
resources for the left side of the disjunction and are done.

13.3 Summary

Above we have presented a higher-order approach to modular specifications of concurrent mod-
ules, where method specifications are parameterized by view shifts expressing (1) how the ab-
stract state of the module changes by calling the method and (2) how client invariants should
be updated when the abstract state of the module changes. We have exemplified the method
by presenting modular specifications of counters and shown how they can be used to verify
modular implementations of ticket locks. In the accompanying Coq examples, you can find
more examples, including a modular specification of the ticket lock and the concurrent bag and
concurrent runner examples from [15].

As mentioned in the introduction to this chapter, our methodology for modular specifica-
tions of concurrent modules is related to the notion of logical atomicity from the TaDa logic.
Indeed, the examples we have presented thus far can also be specified and verified using the
Iris formalization of TaDa-style logical atomicity from [9].

The original presentation of the TaDa approach focuses on atomicity and was aimed at giv-
ing logically atomic specifications to methods that, to a client, appear to be atomic. The higher-
order approach we have presented here focuses on changes to the abstract state and thus also
applies to operations that are not logically atomic. For example, consider the following opera-
tion:

incr_twice({) = incr¢;;incr€
This method does not have a single linearization point, so the fact that we cannot give it a
logically atomic specification should not be a surprise. We can, however, use our higher-order

approach if we use two view shifts, one for each modification of the abstract state. The specifi-
cation looks as follows:

Yy,P,Q,/Q,¢L. (Vn. VP P Se\ gy 2. (n+ 1)*Q’(n)) =
(Vn. yEen+(Am. Q'(m) S e\ ¥ Be (n+1)+ Q(n)) =
{Cnt(¢, y,c)* P} incr_twice(€) {r.Cnt({, y,c) = Q(r)}

This said, one can use a modification of the Iris formalization of TaDa-style logically atomic
triples to give a specification of incr_twice. Indeed, the two approaches are essentially equiva-
lent.
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14 First steps towards the base logic

The logic introduced thus far is powerful and can be used to verify many examples of tricky
concurrent algorithms. However there are constructs in the logic, e.g., Hoare triples, which are
responsible for many different reasoning principles, and as such have complex rules involving
many different constructs at once, e.g., the rules Hr-inv-oren and Hr-rrame-atomic. In this sec-
tion we take first steps towards “logical simplication”, reducing the number of primitives of
the logic, and defining as much as possible inside the logic itself. That is, of course, not only
important for understanding and semantic modelling, but also for building foundational tools
for interactive verification in Iris. The simplifications described in this section suffice for using
the Coq implementation of Iris (Section 15).

14.1 Weakest precondition

We start off by reducing the notion of a Hoare triple to that of a weakest precondition assertion,
which decouples the program from the precondition. Thus the weakest precondition is the
minimal connection between the operational semantics of the program and its logical prop-
erties. It will turn out that, especially when using the Iris logic in the Coq proof assistant, it
is often easier and more direct to use the weakest precondition assertion instead of (derived)
Hoare triples.

Without further hesitation here is the typing rule for the new assertion.

€ CInvName I'te:Expr I'-®:Val — Prop

['+wpge{®}:Prop

In the same way that we write v.Q in postconditions of Hoare triples we will write v.Q instead
of 1v.Q in wp, e {v.Q}. As evident in the typing rule, in the assertion wp, e {®} e is a closed
term, @ is an assertion, and £ is the set of invariant names, playing the same role as it does in
Hoare triples.

Remark 14.1. One can think of the mapping ®  wp, e {®} as the semantics of the term cap-
turing those aspects of the behaviour we care about, e.g., safety. In this way it embeds the terms
of the programming language into assertions of the logic. n

The intended meaning of the weakest precondition becomes clearer when we define Hoare
triples in terms of it as

{P}e (@) £ O(P —~+wpg e (D}).

Thus, wp, e {®} is indeed the weakest (i.e., implied by any other) precondition such that e runs
safely and if it terminates with a value v, the assertion ®(v) holds. Further, the use of the
0O modality is crucial. Indeed, without it the Hoare triple assertion would not be duplicable,
which would mean that we could not use the specification of the method we proved more than
once. Using the O modality guarantees that all the non-persistent resources required by e are
contained in P, i.e., that all exclusive resources e needs to run safely are in P.

This is consistent with the reading of Hoare triples explained in Section 8.2, where we ex-
plained that the resource required to run e are either in the precondition P, or owned by invari-
ants, and invariants are persistent assertions.

The basic rules of this new assertion are listed in Figure 10 on page 126. The first part of
the figure are basic structural rules. The rule wr-mono is analogous to the rule of consequence
for Hoare triples, whereas the rule wr-rrame is analogous to the frame rule Hr-rrame, and the
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rule wr-rrame-step is analogous to the rule Hr-rrame-atomic. In fact, these rules for weakest
precondition are used to derive the corresponding rules for Hoare triples. Next we have the
expected rule we-var, and the important rule we-sinp which, analogously to the rule Hr-sinp,
allows one to deconstruct the term into an evaluation context and a basic term for which we
can use one of the basic rules for the weakest precondition assertion.

The rules for basic language constructs are stated in a style akin to the continuation passing
style of programs, with an arbitrary postcondition @. This style allows for easy symbolic ex-
ecution of programs, and circumvents the constant use of the rules we-mono and we-rrame. To
see why this is so let us look at an alternative formulation of we-arroc. This formulation is much
closer to the Hoare triple rule Hr-arLoc.

Example 14.2. The rule

WP-LOAD-DIRECT

>l v)Fwp {uu=v+l— v}

is equivalent to the rule we-Loab.
First we derive wp-Loap from wr-Loap-pireECT. ASsuming wre-Loap-pDIREcT We have by we-FramE-
STEP

sl V)l v OW)Fwp l{nu=v+l > v}l > v = D(v))
Fwp l{uu=v+l>v=(f—v-=P))
which by we-mono yields wp £ {D}.
As you can see, the derivation required the use of wre-rrame-ster and we-mono. If we were
to use the rule we-Loap-pirecr in the proofs we would have to use these two structural rules

constantly, which is tedious.
The converse derivation is straightforward. Assuming we-Loap we have

sl V) >l V)il v = (v=v*l>))

Fwp ! {uu=v+l v}
where in the last step we used the rule we-Loap with @(u) being u =v+€ — v. |
Exercise 14.3. Suppose we only had Hoare triples as a primitive in the logic, and we did not

have the weakest precondition assertion. It turns out we can define, in the logic, an assertion
wp, e {v.Q} which satisfies the rules in Figure 10 as follows.

wpg ¢ (O} £ 3P. P+ (P} ¢ (D).

* Show that {P} e {®}¢ * P entails wp e {D}, i.e., if the Hoare triple {P} e {®}¢ holds then the
precondition P implies wp, e {0}, i.e., show the following entailment

{P}e{D)e P = wpg e {@}
* Show the rules in Figure 10 for wp e {®} as defined here from the rules for Hoare triples
described in the preceding sections. o

This exercise shows that the notions of Hoare triples and weakest preconditions are, at least
with respect to the rules in Figure 10 and analogous rules for Hoare triples, essentially equiva-
lent. The weakest precondition is the more minimal of the two, however, since it factors out the
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Structural rules.

WP-MONO WP-FRAME

(Yv. D(v) = W(v))*wp, e (D} + wpg e (W} Pxwpg e (@} Fwpg e {P*®D}
WP-FRAME-STEP
e ¢ Val

rserr et rr BT wpg e {v. wpg K[v]{®)} + wp, K[e] (@)

WP-VAL WP-BIND

Rules for basic language constructs.

WP-FORK WP-ALLOC

>®D()*>wpe e {v. True} - wp, fork {e} {®D} >(VC. 0 v~ D(0)) - wpg ref (v) {D}

WP-STORE

WP-LOAD

(= v) e (l > v~ D(v) Fwpe 1 {D} >l = v)#e(l > w = D() F wpg (€ — w) (P}

wp-CAS-suc

>(C > v)*>(€ > w - O(true)) - wpe CAS(E, v, w) (D}
wpr-CAS-FAIL

vV Ae(l > v)x>(l > v = D(false)) - wpg CAS(L, v/, w) (D}
WP-REC WP-PROJ

>wp; e[v/x][(rec f x:=e)/f]{D} F wpg (rec f x :=e)v {D}

>wpe v; (P} Fwpe 1t; (v, v2) {P}
WP-IF-TRUE

WP-IF-FALSE

>wpe e {P} - wpg if true then e else e, {D} >wp, e {P} - wpg if false then e else e; {P}
WP-MATCH

>wpg e; [u/x;] {P} F wpg match inj; u with inj; x; = e; | inj, X, = e; end {D}

Figure 10: Rules for the weakest precondition assertion.
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precondition. Further, we shall see in the next sections that some of the interactions with in-
variants can be more easily stated for the weakest precondition assertion. This leads to smaller,
more manageable, and principal rules.

Finally, notice that the rules in Figure 10 do not support working with invariants. Opening
and closing of invariants is an operation that is of independent interest, e.g., the ability to open
and close invariants independently of Hoare triples is needed to define the concept of logically
atomic triples'®, so it should not be tied to Hoare triples or the weakest precondition assertion
directly. To support it we introduce a new concept, the fancy update modality.

14.2 Fancy update modality

The fancy update modality allows us to get resources out of knowledge that an invariant exists,
i.e., to get P from l, and to put resources back into an invariant, i.e., to close the invariant. As
we explained in Section 8.2 invariants are persistent, in particular duplicable. Thus we cannot
simply get resources out of invariants in the sense of the rule l F P or l F > P; this would
lead to inconsistency. We need to keep track of the fact that we were allowed to open this
particular invariant, and that we are not allowed to open this particular invariant again until
we have closed it. Thus, the rule for opening invariants will be

1eé€
l FeBeyy P

where & '352 is the fancy update modality, and £; and &, are masks, i.e., sets of invariant names
(cf. Section 8.2).

The intuition behind the modality g 1352 P is that it contains resources r which, together with
resources in invariants named &£;, can be updated (via frame preserving update) to resources
which can be split into resources satisfying P and resources in invariants named &,. Thus in
particular the fancy update modality subsumes the update modality & introduced in Section 8,
in the sense that &P + giég P, i.e., if the set of invariant names available does not change. The
rules for the fancy update modality are listed in Figure 11. We describe the rules now, apart
from the rule Fur-timeLEss, which we describe in the next section, when we introduce the notion
of timelessness.

Introduction and structural rules of the fancy update modality The following rules are
analogous to the rules for the update modality introduced in Section 8.2.

Fupr-monNo Fup-INTRO-MASK Fup-TrRANS
PrQ 52 - 51
Pe,Pre b, Q Pt e B, e,Be P e Pe, e,Pe,Pr o B, P

The rule Fur-inTro-Mmask is perhaps a bit surprising since it introduces two instances of the fancy
update modality, with swapped masks. This generality is useful since, in general, we do not
have P + & I%EZP. Indeed, if, for example, P + 0'3{1}[) was provable it would mean that any
resource in P could be split into a resource satisfying the invariant named i, and a resource
satisfying P. This cannot hold in general, of course. However, using Fur-trans together with

161 ogically atomic triples allow some reasoning principles, such as opening of invariants, also around programs
which are “logically atomic”, e.g., they use locks, but are not atomic in the sense that they evaluate to a value in a single
execution step.
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Fupr-monNo Fup-INTRO-MASK Fup-TrRANS

PrQ £, C&
6Pe,Pre P, Q Pt e B, e,Be P 6B, e,Pe, Pr e Be, P
Fup-¢ RAME Fup-urDp Fup-TIMELESS Inv-ALLOC
&y disjoint from £; U & F P timeless &1 infinite

Qg P, P gugPrewe, (Q*P)  Pr P bPr e P >P o B dieéy.[Pf

INv-OPEN

1eé
l F 8'35\{1} (DP * (I>P -t g\{L}EgTrue))

Figure 11: Basic rules for the fancy update modality.

Fup-INTRO-MASK, We can derive the following introduction rule where the masks are the same:

Fupr-INTRO

Pr¢eP

We will write B¢ P for ¢ P.

Next we have a rule relating the modality with separating conjunction, analogous to urp-
FrRAME, but in addition to framing of resources, we can also frame on additional invariant names
Er.

Fup-rRAME
& disjoint from & U &,

Q*glbgzp - 51U5f*352lﬂ5f (Q=P)

The rule perhaps looks daunting. The following derived rules are perhaps more natural, since
they only manipulate a single concept (either the frame, or the masks) at a time.

E1C&E
Q*glbgzp"glng(Q*P) '35113"'3521)

Exercise 14.4. Derive the above two rules from Fup-rFraMmE. &

Next we have the rule relating fancy update modality with the ordinary update modality.
The rule states that the fancy update modality is logically weaker than the update modality.

Fup-urD

'EPI—EEP

Note that in combination with the previous rules for ¢ ¢ , the rules Grosr-arroc and Grost-
uppatE remain valid if we replace B with B¢, for any mask &.
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Fancy update modality and invariants Finally, we have rules for allocation and opening of
invariants:

INv-aALLOC INv-oPEN
& infinite e
>P F 52*3523[ S 5]. l l = 5'35\{1} (DP*(DP —% S\{I}ESTrue))

The allocation rule should not be surprising, perhaps apart from the two different sets of in-
variant names. An intuitive reason for why the two sets £; and &, of invariant names are not
required to be related is that we only allocate a new invariant — the mask &, has to do with
opening and closing of invariants, as can be seen in Inv-open.

An equivalent rule to Inv-arroc is the following

INV-ALLOC-EMPTY
&y infinite

>P+ 09031 € 51.l

Exercise 14.5. Derive Inv-arLoc from INV-ALLOC-EMPTY. o

The rule Inv-oren is used not just to open invariants, but also to close them. It implies the
following two rules

1e€& 1€€
[Pk ey > P [P1+ ey (PP g e True)

The first one of which is the pure invariant opening rule. It states that we can get resources
out of an invariant, but only later. Removing the later from the rule would be unsound. The
second rule is the invariant closing rule. It shows how resources can be transferred back into
invariants. The crucial parts in this rule are the invariant masks. In particular, the assertion
\(yfPg True is not equivalent to True. It contains only those resources which can be combined
with resources in invariants named £\ {1} to get resources in invariants named &, i.e., it contains
the resources in the invariant named 1.

Exercise 14.6. Show the following property of the fancy update modality.
51*352 (P+Q)FP 51'352 Q

14.3 The fancy update modality and weakest precondition

Finally, we have rules connecting the new update modality to the weakest precondition asser-
tion, and thus to Hoare triples and program specfications. These rules generalise several of the
rules we have seen before. In particular Hr-inv-arroc, Hr-inv-oren and the previous rule Hr-csa
will be derivable from the rules introduced in this section.

The rules for the relationship between the fancy update modality and weakest preconditions
are listed in Figure 12. The rule we-vur states that we can remove the update modalities around
and inside the weakest precondition assertion. This is important because in general we do not
have B¢ P + P, and so proving B¢ P is weaker than proving P. The rule wr-vur states that this
is not the case for the weakest precondition assertion. We can use this rule to, for example, do
frame preserving updates inside the weakest precondition assertion.
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WP-ATOMIC
WP-VUP e is an atomic expression

Evewpg ¢ {v.B D(v)} F wp, e (D) eBe, wpg, efv.c Bre D)} F wpg, € (@)

WP-FRAME-STEP

e ¢ Val ECE
(glbgz >52551 P)*wpg2 e{D}+ wpg, € {P D)

Figure 12: Rules connecting fancy view shifts to the weakest precondition assertion.

Exercise 14.7. Derive the following rule.

a~~b

WPe € {V'CD(”) *@y} Fwpe {v.@(y) *L;EWV}

¢

Next is the rule we-aromic, which is similar to the rule Hr-inv-open. It is crucial here that e is
an atomic expression. If it was not then a similar counterexample as the one for the rule Hr-inv-
opeN, which is explained in Example 8.6, would apply, and the weakest precondition assertion
would not be sound for the operational semantics of the language. The rule is very general, so
let us see how it allows us to recover some rules for working with invariants.

Example 14.8. Let £ be a set of invariant names and ! € £ and e an atomic expression. We derive
the following rule for accessing invariants using the weakest precondition assertion.

WP-INV-OPEN
e is an atomic expression

l *(>I ~WPg\ () € {v.>I*CD(v)}) Fwpg e (D}

(FUP—FRAME

We have
l * (”I ™ WPge\() € {v.ol *(D(V)}) F (gfég\{l] (>I * (>I —t g\{libgTrue)))* (»I ~ WPg\( € {v.ol *(D(v)})
(Inv-oPEN)
FeBrevy ((>I*(>I - g\{llbgTrue))*(M ~WPg\ () € {v.>1*®(v)}))
)
)

F 5}35\{[} ((>I —+ g\mbgTrue)*wpg\{[} e {v.>I*CD(v)}) (=B
F 5{35\{1} WPe\(4 e{v.(>I - g\{l}bgTrue)*(ﬂ*(D(v))}

(Wp-FRAME)

F 5#35\{[} WPg\(y € {v. (5\{[}95 True) * (D(v)} (wep-mono and ~+E)
F By WP € fv- (e True » @(v) )} (Fup-rrAME)
- eBeyy WPeyy € {2 (e )} (Fue-mono)
Fwp e {D} (wp-aTOMIC)
[ |
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The rule derived in the preceding example can be strengthened somewhat.

Exercise 14.9. Derive the following rules.

(5'951)*("1*"“%\{} (v. [+ @(v)}) F wp e (@ (56)
B ( (>I—*wpg\{l} e{vrI«D(v ))kwpge{fb (57)
1]+ gbe (21 wpgy (€ (v.0 1+ D(v))}) - wpg € {D) (58)
I+ (o1 gy oy WPy € (02T @ () F wpge e (@) (59)

These rules perhaps look rather strange, however they show that as long as we are proving
a weakest precondition we can most of the time strengthen the assumptions by removing the
fancy update modalities, provided the masks match. The rules are thus quite crucial in concrete
proofs, and are often used implicitly. In particular when Iris is used in Coq via the interactive
proof mode (see Section 15) these, and related rules, are used by the tactics behind the scenes.

¢

As we mentioned above the rule we-atomic is similar to the rule Hr-inv-oren. In fact, the
latter is derivable from the rule we derived in Example 14.8, as we now demonstrate.

Example 14.10 (Derivation of Hr-inv-opren from we-inv-oren). Let e be an atomic expression. We
are to show

Hr- INV OPEN

SAI| +{pI+P}e wz*q)(v)}g\{l,

SA[I]' F{P

recalling that we have defined {P} e {®}, as D(P —~*Wpg e {<D}). Let us show it. Since invariants
and Hoare triples are persistent we have

SA[I' - (S AT AlT]
(T P)e oo T D(v))g ) AlT]
O(fI+P}e {vﬂ*q’(v)}sw} [1])

and thus it suffices to show
{pI+P)e{v.0I+D(v)}g*[I] F P~ wpg e {D}.

by persisTENTLY-MONO. In fact by persisTenTLY-E it suffices to show

(>I*P ~ WPgy () € {v.l>I>eCD(v)})*l kP —wp, e {D}
which is equivalent to showing

(>I *P—wpg, e {v.oI >e(P(v)}) *l * P Fwpg e {D}
by the wand introduction rule. Now

(»1+P ~Wpgy(y € {v.> T+ ®(v)})«[I]' P (»1 wpgy gy € {v.> T+ D(v)}) [1]

by the wand elimination rule, which in turn yields
wpg e (D}

by we-inv-oren derived in Example 14.8. u

2

131



The final rule is we-rrame-stEP. This is analogous to the rule Hr-rrame-atomic, which allows us
to remove laters from frames in the precondition, provided the term is atomic. Here, the term is
not required to be atomic, but it is important that it is not a value. The fancy update modalities
included in the rule are useful in certain cases, thus the rule is stated in full generality.

Exercise 14.11. Derive the following rules from we-rramE-sTEP.

e ¢ Val e & Val S+H{P}e{v.Q}¢
>Pxwp, e {P}+wpge{v.PxD(v)} SE{P*>R}e{v.Q=*R},
To derive the first rule, recall that P - ¢, P for any P and any mask £. o

Finally, note that there is no special rule needed for allocating invariants in connection with
weakest preconditions. This is in contrast to Hoare triples, where allocating an invariant means
transferring resources from the precondition to the invariant. With weakest preconditions allo-
cation of invariants is handled separately, and interaction of invariants and weakest precondi-
tions is governed by the fancy update modality.

Fancy view shifts Finally, we define the fancy view shift P g, =¢, Q from the fancy update
modality as

p 51352 QéD(P'*glténg)-

If & = &, we write P ¢ Q for P £,=¢, Q- This concept is analogous to how view shifts are
defined from the update modality in Section 8. The concept makes it easier to state some of the
(derived) rules involving Hoare triples.

Exercise 14.12. Derive the following rules for the fancy view shift.

Fvs-REFL Fvs-TrANS
S+P 51352Q SI—Q52553R
‘FP =g P S»—PSIQ&R
Fvs-imp Fvs-waND
SFOMP=0Q) SFOP +Q)
SkEP 35 Q S+P 35 Q
Fvs-FrRAME Fvs-MASK-FRAME
SFP 51352Q S+P 51352(2 (51U52)05f:(2)
SEP*R ¢ =, QxR SFP=*R ElwsfésszfQ*R

Fvs-TIMELESS
+ P timeless

-}->P35P
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Fvs-aLroc-I Fvs-oreN-I
£ infinite

+oP =, die [P [P]' F True w=>o>P

Hoare triples and fancy view shifts With the new concepts we can present the final general-
isation of the rules for Hoare triples. The most general rule of consequence we consider is the
following

Hr-cso-Fvs

S persistent SFP =P SH{P}e{v.Q')¢ SHYu. Q'lu/v] =g Qlu/v]
S+{P}e{v. Ql¢

From now on Hr-csq will refer to this instance.

Exercise 14.13. Derive the above rule of consequence. o
The next rule is a generalisation of Hr-rraME-aTOMIC.

HT-FRAME-STEP

e ¢ Val SI—{P}e{'I/.Q}gz SI—R1 51352 >R2 SI—Rz 52351 R3 52 §51
SH{P*Ry}e{v.Q*Rsle

It allows us to remove the later modality from the frame in cases where the term e is not a value.
The side-condition in the rule corresponds to the side-condition in the rule wr-rrame-steP.

Exercise 14.14. Derive the rule Hr-rrame-step from the rule wp-rRAME-STEP. &

Example 14.15 (Improved Specfication for the Spin Lock). In this example we will show how
to use the fancy update modality to give a better specification of the spin lock module from
Section 8.6.

First, recall the specification we gave earlier for the spin lock module:

JisLock : Val — Prop — GhostName — Prop.

dlocked : GhostName — Prop.

O(¥YP,v,y. isLock(v,P,y) = OisLock(v, P, y))

V. locked(y) *locked(y) = False

VP. {P} newLock() {v.dy. isLock(v, P, v)}
VP,v,y.{isLock(v, P, y)} acquirev {_.P *locked(y)}
VP,v,y.{isLock(v, P, y)* P *locked(y)} releasev {_True}

> > > >

Notice that the resource invariant, the predicate P, is in the precondition for the newLock
method. This means that that a client of the lock module must allocate the resources, which
the lock is going to protect, before calling the newLock method. For example, we cannot use
the above specification to verify safety of the following simple client, where the intention, of
course, is that the lock should protect the reference r.

C; =letl:=newLock() inletr:=ref (0) in acquirel;r < !r+ 1;releasel
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The problem is that when newLock is called, reference r is not in scope and thus we cannot
instantiate P with our intended resource invariant 3n.r - n when attempting to verify the call
to newLock. Thus with the specification given above, we are forced to rewrite the client code as
follows:

C, =letr:=ref (0)inlet!:=newLock()in acquirel;r < !r+ 1;releasel

so that the resource (here the reference r) is allocated before newLock is called. In general this
is undesirable since the two programs are completely equivalent, and thus the logic should not
force us to make trivial changes to the program in order to verify them.

Let us instead consider the following specification of the newLock method:

{True} newLock() {v.3y. VP. P + [y isLock(v, P, y)} (60)

This specification expresses that we can always call newLock (since the precondition is True)
and, moreover, that when newLock returns, we get the assertion

VP.P —«pByisLock(v, P, y). (61)

The idea is that we can use this assertion when we know what the resource invariant P should
be instantiated with. Then, when we have the resources P, we can use the assertion (61) to
obtain =y isLock(v, P, y), which is equivalent to isLock(v, P, y) if it appears in the pre- or post-
condition of a Hoare triple, i.e., the following inference rules are valid.

{Pefv.Ql¢ {PYefv-BgQle
{FPoPle{v.Qle {P}e{v.Qle
Exercise 14.16. Derive the preceding two rules from the rule of consequence. ¢

Remark 14.17. Notice that the P « 2y isLock(v, P, y) is almost a fancy view shift, except for the
missing 0 modality. The specification with a fancy view shift, i.e.,

{True} newLock() {v.3y.VP. O(P = By isLock(v, P, y))} (62)

would be unsound in the sense that isLock(v, P, ) would not protect the resources as explained
in the following exercise. It would allow us to conjure up many different independent locks
protecting the same resource, meaning none of the locks would actually protect the resource.

|

Exercise 14.18. Let e be the following program.

let v := newLock() in
let £ :=ref (0) in
acquirev;

releasev;

acquirev;

letn:=!€in releasev;n
Assuming (62) as the specification for newLock show the following specification.

{True} e {v.v = 37}. o
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The specifications of the acquire and release methods stay the same.
Exercise 14.19.

1. Use the new lock module specification to verify the safety of the first client program, by
showing the following specification:

{True} Cy {True}

2. Prove that the newLock method for the spin lock implementation in Section 8.6 satisfies
the specification in (60). o

14.4 Timeless propositions

We have already mentioned timeless propositions in the previous section. One of the rules for
the fancy update modality is the rule Fur-timeLEss

Fup-TIMELESS
+ P timeless

which allows us to remove a later provided the proposition P is timeless, and the conclusion is
under the fancy update modality. Note that if we wanted » P + P for timeless propositions then
the only timeless proposition would be True. This follows from the L6b induction principle.
Now, what exactly is a timeless proposition? Recall the intuition behind the later modality.
The proposition »P holds if P holds in the future. Now, some propositions do not depend on
time. For example, if n and m are natural numbers then n = m is either always true, or always
false. These are the propositions which we call timeless. The technical definition is as follows.

Definition 14.20. A proposition P is timeless if the following entailment holds
>P+ PVrFalse
We write
F P timeless
for the judgement stating that P is timeless, or
I'+ P timeless

if the variable context I is important. |

There is a perhaps curious »False appearing in the definition. In order to have the power-
ful Lob induction rule we must have that if »P + P, then P is necessarily equivalent to True.
Semantically, this means there has to be a “final time”, where there is no future. In order for
>P to be well-defined it must be that » P holds in this final world. The proposition »False is a
proposition which holds exactly at this final time, but does not hold otherwise.

All ordinary propositions are timeless. By ordinary propositions we mean such things as
equality on all base types apart from Prop, basic relations such as < or > on natural numbers
and so on. Moreover being timeless is preserved by almost all the constructs of logic, as stated
in Figure 13. A general guiding principle we can discern from these rules is that if a predicate
does not involve a later or update modality, or an arbitrary predicate P, then it is timeless.

135



+ P timeless F Q timeless

 True timeless + False timeless FPVQ timeless
+ P timeless F Q timeless + P timeless F Q timeless
F P AQ timeless F P = Q timeless
+ P timeless F Q timeless + P timeless F Q timeless [x:1+® timeless
F P+ Q timeless F P — Q timeless T'+Vx. ® timeless
Ix: 7+ ® timeless + P timeless
I'+dx. © timeless F OP timeless

Moreover ghost ownership is timeless.

GHOST-RA-TIMELESS
M is a resource algebra aeM

Y

Fla|” timeless

Figure 13: Rules for timeless propositions.

Properties of timeless propositions In the examples in the preceding sections we have seen
that opening invariants leads to some complications with the later modality. When opening the
invariant l we only get the proposition » P in the precondition of the Hoare triple, as opposed
to P. We worked around this by using Hr-rrame-atomic together with stronger rules for Hoare
triples from Section 6.1, but this is often quite inconvenient, especially since we often need to
remove > from propositions which, intuitively, do not depend on time.

The essence of why timelessness is a useful property is captured by the following rule, which
relates timeless propositions to Hoare triples.

HT-TIMELESS-PRE-POST
+ P; timeless F Q; timeless {PL*P}e{v.e Q1 +Qsl¢

PP *P}e{v.Q*Qsle

The rule states that we can remove one » from pre- and postconditions provided the proposi-
tions are timeless. Note that there is no restriction on the expression e being atomic, as there
is in Hr-rrame-atomic. However Hr-TiMELESs-PRE-POST is in general incomparable with Hr-rrame-
aroumic since the latter applies to arbitrary frames P, not just to timeless ones.

Exercise 14.21. Derive the rule Hr-rmveLess-pre-posT from the generalized rule of consequence
involving the fancy view shifts introduced in the previous section. o

Exercise 14.22. Derive the following rules for timeless propositions.

HT-TIMELESS-PRE HT-TIMELESS-POST
+ P; timeless {PL + Py} e {v.Q}¢ F Q; timeless {P}e{v.>o Q1 +Qsl¢
(PP + P} ef{v.Q)e {P}e{v.Q1*Qs}¢
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In the examples we have done thus far the new rules would not help to reduce complexity
noticeably. Later on, however, we will see that it is crucial for examples involving complex ghost
state and invariants. Moreover, when using Iris in Coq it simplifies its use significantly, since
tactics can automatically derive that propositions are timeless, and thus automatically remove
the later modality in many places. The reason it was not needed until now is that we have strong
rules for Hoare triples in the sense that, for basic stateful operations, it suffices to have »(¢ +— v)
in the precondition. Typically, when using invariants we will get such an assertion after opening

an invariant. But when we use more complex ghost state, then we shall get propositions of the
Y

form »ia!” in the precondition. Using such is difficult without timelessness.

A conceptual reason for why timelessness is a useful and needed concept is the following.
Iris supports nested and higher-order invariants. For this reason it is crucial, as we shall see
later on, that when opening an invariant we do not get access to the resources now, but only
later, i.e., opening an invariant gives us »>P in the precondition. However this is only needed
if P refers to other invariants, or is a higher-order predicate. For first order-predicates, which
do not refer to other invariants, it is safe to get the resources immediately. Using the notion of
timelessness, we can recover some of the convenience of logics which support only first-order,
predicative invariants, but retain the ability to form and use higher-order invariants.

Exercise 14.23. Derive the following rules for invariant opening. We assume £ is a set of in-
variant names and : € £.

WP-INV-TIMELESS
e is an atomic expression I timeless 1e&

1]+ (1 wpg(y € {01+ D (v)}) - wpg € (P}

Hr-INV-TIMELESS ,
e is an atomic expression F I timeless 1eé SAI F{I#+P}e{vI=*Qlg\y

SAI]' F{P}e{v.Q)¢

¢

The exercise establishes some properties of timeless assertions which are used implicitly
when the Iris logic is used in the Coq proof assistant.

Exercise 14.24. Assuming P is timeless derive the following rules.

Q+*PrpBEgeR Q=P+ wpg e {D}
Q*DPI—#%ER Q>(->PI—Wp£6{q)}

14.5 Invariant namespaces

Invariant namespaces are the final conceptual ingredient needed to use the Iris logic in the Coq
proof assistant. They simplify the use of the logic when we need to open multiple invariants.
Let us see why. Suppose we are proving

[P A[P,]"? F (P} e (@)

Then to use invariants I; and I, at the same time we need to know 11,1, € £ and that 1; #1,. The
reason we need to know the last inequality is that after opening the first invariant we need to
prove

P AR I # P e fon L+ @(v)) gy,
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and thus if 1; and 1, were the same, then we could not open them again. So how can we know
that 1; # 1, ? The only way we can guarantee it is by using suitable sets of invariant names when
allocating invariants. Recall (one variant of) the invariant allocation rule

INv-ALLOC
&y infinite

bPrpdie &y [P]

We can choose an infinite set of invariant names from which : is drawn. Hence we can use
different sets in different parts of the proof in order to guarantee name inequalities. Invariant
namespaces are used to denote these infinite sets of invariant names.

There are different ways to encode them, but one way to think of them is to think of invari-
ant names as strings. An invariant namespace is then also a string N, but it denotes the set of
all strings whose prefix is M. We write this set as NT. With this encoding, if AV is a namespace,
then, say, M.lock and N .counter are two other namespaces, and, importantly, they denote dis-
joint sets of invariant names, i.e., the sets (N.lock)" and (N .counter)! are disjoint. To make use
of namespaces we define some abbreviations. We define!”

PN 23,6 M[P].

With this notation the invariant allocation rule looks simpler, as

>P ‘E(DN.

for any chosen namespace N. Other rules for working with invariants need to change slightly

N . .
to use . The rule for opening invariants becomes

INV-OPEN-NAMESPACE

NTce
N e\t (”P*(DP — 5\NT55True))

and the rule for opening invariants in connection with the weakest precondition assertion is
thus

WP-INV-OPEN-NAMESPACE
e is an atomic expression NTce

N o(>1 WP 1 € {v.> 1+ ®(v)}) - wp, e (D)

Unfortunately, with the rules we have presented thus far we cannot derive INv-OPEN-NAMESPACE
from Inv-oren. We will be able to do this once we define the fancy update modality in terms of
other connectives, but for now we remark that the rule is sound, and derivable from a general
property of the fancy update modality stated in the following exercise.

Exercise 14.25. Assume the following property of the fancy update modality, for any masks
&1,&,, and & such that £ is disjoint from &.

& Pe, (P “(Q~ ¢ P, R)) ke e P, (P +(Q~ g, Pe ue, R))-

Use this property to derive Inv-orEN-NaMEsPACE from INv-OPEN. o

17Note that we have already used namespaces implicitly when specifying, e.g., the counter with contributions module
in Section 8. Specifically in the definition of the isCounter predicate (38) on page 78.
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To summarize, namespaces are a convenience feature for dealing with multiple invariants.
They explicitly record the infinite set of invariant names we have chosen when allocating the
invariant. The rules for using invariants can then be presented in such a way that they only
mention the namespace, and not the concrete name the invariant has. Moreover namespaces
have a tree-like structure, with disjoint children. These are called subnamespaces. For example,
if NV is a namespace then N .lock and A .counter are two disjoint subnamespaces. Hence if we

allocate invariants N'IOCk and N'Counter, then it is immediately clear that we can open
both of them at the same time. We do not need to keep track of additional name inequalities
elsewhere in our context.

Invariant namespaces are well supported in the Iris proof mode in Coq. Hence, most of the
time, when working with invariants, the side-conditions on masks are discharged automatically
in the background. This simplifies proofs and enables the user to focus on the interesting parts
of the verification.

15 Iris Proof Mode in Coq

We give a brief introduction to how to use the Iris logic within the Coq proof assistant. The
formalization is available at gitlab.mpi-sws.org/FP/iris-coq, where the reader can also find de-
tailed installation instructions. The formalization of Iris in Coq has many parts. First, the se-
mantics of the logic is formalized, and all the basic proof rules are proved sound with respect to
this semantics. This is a significant formalization effort. On top of this formalization a number
of derived rules and constructs are defined. The top layer of this formalization is the interactive
proof mode.'8 This proof mode is the most important part of the formalization to learn to be
able to prove program specifications, and most of the other parts are hidden behind this layer
of abstraction. However occasionally details of the model do leak through this abstraction, but
we shall either explain those as we go along, or the reader will have to take them on faith, or
refer to the paper [8] on the semantics of Iris.

Instead of describing Coq proofs and tactics in this documents, which would be difficult to
maintain up to date, we have provided two heavily commented files, which explain how the
interactive proof mode can be used to prove program specifications on two examples. These
files are available here.!”

As a first example we prove specification from Example 8.4. This is the simplest non-trivial
concurrent example. It uses invariants, but no ghost state. As a second example we prove
counter specifications from Section 8.7, and using the precise counter specification we show a
proof of the client from Exercise 8.53. This second example shows how to use all of the main
features of Iris in Coq. In particular it shows how to use different resource algebras in Coq.

Furthermore, there are many other examples, and case studies in the iris-examples reposi-
tory, which is publicly available at gitlab.mpi-sws.org/FP/iris-examples/.

Interactive proof mode Interactive proof mode is a set of tactics to manipulate judgements
S + Q. For various reasons it has proved useful to split the context S into three parts. The
first part are the pure facts, such as equality of values, comparison of natural numbers, etc., the
second part are the persistent Iris assertions, and the last part are general Iris assertions. So to
be more precise, the interactive proof mode tactics manipulate such judgements and the tactics

I8The original paper describing the interactive proof mode is Krebbers et al. [11], but the proof mode has evolved
significantly since then, and a lot of the tactics described therein are superseded.
19gitlab.mpi-sws.org/FP/iris-examples/tree/master/theories/lecture_notes
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are aware, for instance, that the assertions in the persistent context can be duplicated. Let us
see how this looks on an example proof. We are proving

OP*QFr(P*Q)=*P.

The initial goal looks as follows.

L : gFunctors
P, Q@ : iProp X

OP Q- (P * Q) P

Ignoring ¥, which has to do with specifying which resource algebras are available, this is an
ordinary Coq goal. The assumptions are that P and Q are Iris propositions, and the goal is to
prove the entailment. Note that the r is replaced with —x, for reasons which are not important.
It is simply different notation for the same thing.

We then enter the proof mode at which point our goal looks as follows.

I : gFunctors

P, Q : iProp X

HP" P
______________________________________ m|
"HQ" Q
______________________________________ *
(P + Q) #P

The Coq context, above the double line, stays the same, but the goal is different. It consists
of two contexts, and a conclusion. The first context contains one assumption P, named HP.
Assumptions are named so that they can be referred to by tactics, analogously how assump-
tions are named in ordinary Coq proofs, except that for engineering reasons names of Iris as-
sumptions need to be quoted as strings. This is the context of persistent assumptions. Every
assumption in this context implicitly has an 0 modality around it.

The second context also contains one assumption, Q, and the assumption has name HQ. This
is a context of arbitrary Iris assertions.

To prove the goal, if we were using the rules of the logic directly, we would duplicate the
assumption O P, and then use the separating conjunction introduction rule. There is a tactic
which corresponds to the separating conjunction introduction rule,?’ and the tactic knows that
persistent assertions can be duplicated. Thus using this tactic we get the following two goals.

20There are in fact two, isSplitlL, and iSplitR.
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I : gFunctors
P, Q : iProp X

subgoal 2 (ID 147) is:
"HP" P

Notice how in the first goal we have assertions P and Q available, whereas in the second we
only have P available, since Q is not persistent.

In the accompanying Coq example files we explain how to use the tactics and manipulate
contexts to achieve this.

Hoare triples in Iris Coq One point of difference of the Iris logic in Coq as opposed to the one
presented in this paper is the definition of Hoare triples. Recall that we defined Hoare triples
as

{PYe{®) £ O(P +wpe(D)).

In Coq they are defined slightly differently, using the similar mode of use of weakest precondi-
tion specifications with an arbitrary postcondition. To wit, they are defined as

(P)e(@)g £ O(VW, P —>(Yv,D(v) = P (v)) « wpg € (W}).

If there was no later modality the two definitions would be rather trivially equivalent. The
reason for introducing the later modality is technical, and it is there purely for reasons of con-
venience.

Exercise 15.1. Show that for expressions e which are not values the two definitions are logically
equivalent. &

Thus, the only place where they differ slightly is for values. But since these triples are in
practice never used for values, they are only used for top-level specifications, it does not matter.

16 On Inductive, Coinductive, and Guarded-Recursive Predi-
cates

In standard higher-order logic one can define inductive and coinductive predicates via so-called
higher-order definitions. In this section, we show how this can also be done in Iris, and we discuss
the relationship between inductive, coinductive, and guarded-recursive predicates.

This whole section can be skipped; indeed, we only include this section “for general interest”
and to prepare the reader for more advanced applications (e.g., inductive predicates can be used
to define a notion of total weakest precondition, useful for reasoning about total correctness
instead of the partial correctness we consider in these lecture notes and which is definable using
guarded recursion [8]).
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For the remainder of this section we fix an Iris type 7 and we will consider how to define
predicates on 7, i.e., functions of type T — Prop. We first give a somewhat informal preview
and then present a more systematic formal account; for brevity we omit most proofs and leave
them for the reader as interesting exercises.’!

Preview We have already seen two ways of defining predicates on 7, which we now call to
mind. First, recall the isList predicate defined in Section 4. There we explained that isList! xs
relates a programming language value ! to a mathematical sequence of values xs, i.e., isList
is of type Val — Seq(Val) — Prop, and that it was defined by induction on the mathematical
sequence xs. Observe: Seq(Val) is an Iris type of standard mathematical sequences and we use
that to define a new predicate isList. Now, what if we do not care about which mathematical
sequence [ represents, but just want to express that [ is a linked list representing some unknown
sequence of elements ? Then we can, of course, define a new predicate MList : Val — Prop by
setting MList! = dxs. isList Ixs. But we could also define a predicate by guarded recursion by
letting

GList = p¢ : Val - Prop. ALl =injy () vV 3hd,x,I". 1 = injy(hd) » hd > (x,1") x> @(I’).

Note that GList is well-defined since ¢ (only) occurs under a later » modality. Intuitively,
GList(/) holds if either I is the empty list or if [ points to a pair with a head and tail element
such that Glist holds for the tail element later.

Since all of our linked-list operations in Section 4 always take a step to access the tail of a
linked list, this definition would also allow us to prove safety of the linked list operations.

Exercise 16.1. Use GList to prove the following Hoare triple that expresses that the increment
function from Section 4 is safe:

VI1{GList!}incl {v.v = () A GList/}

Use Lob induction and take care to note how we get to remove the later modality we get from
the definition of GList. ¢

Now take a closer look at the definition of GList and rewrite it as follows. First, define
function F : (Val — Prop) — (Val — Prop) by

F(o)=1=inji()v3ahd,x,I". 1 =injy(hd)* hd > (x,1") = (I’).

Then GList = ug. F(>¢). But since ¢ only occurs positively in F(¢), the function F : (Val —
Prop) — (Val — Prop) is in fact a monotone function and hence it has a least and a greatest fixed
point — we will define what monotonicity means and prove that such least and greatest fixed
points do indeed exist below. The least fixed point of F is an inductive predicate; indeed, by
an inductive predicate we mean a predicate defined as the least fixed point of a monotone function.
Likewise, the greatest fixed point of F is a coinductive predicate; and, indeed, by an coinductive
predicate we mean a predicate defined as the greatest fixed point of a monotone function.

Thus we could also have defined a predicate IList as the least fixed point of F and a pred-
icate ColList as the greatest fixed point of F. Then we would have three candidate formal
definitions of predicates corresponding to the intuitive linked list predicate. In this particular
case, all three predicates, the inductive IList and the coinductive ColList predicates coincide
(in the sense that IList 4+ ColList) and is closely related to the guarded-recursive GList pred-
icate (in the sense that ColList + GList and if True + GList then True + ColList). This is not

21 Formal proofs in Iris in Coq can be found in the accompanying coq file fixpoint.v.
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entirely trivial to see, but can be proved using the model of Iris; it rests on the fact that the
programming language values and the heap are finite, and that the definition of F does not
allow for cycles in the heap because of the use of *. However, in general, inductive, coinduc-
tive and guarded recursive predicates (obtained from the same monotone operator) are not the
same; we will present an example that illustrates the differences in the following. We will do
so by working entirely in the Iris logic, i.e., without having to understand the semantics of Iris.
Before we begin on the more formal treatment, however, we hasten to point out one key differ-
ence between guarded-recursive predicates and inductive / coinductive predicates: to define a
guarded-recursive predicate, we do not need to require that the induced function F is mono-
tone; as long as the recursion variable (the variable ¢ above) occurs under a later » modality,
then the predicate is well-defined. We make use of this flexibility in Section 18 to define a log-
ical relations interpretation of recursive types. (For a program verification example that relies
on this flexibility, see the event loop example in the iCap logic [16] —iCap is a precursor to Iris.)

Background on fixed point theorems on complete lattices To understand the higher-order
definitions below, it is useful to recall Tarski’s fixed point theorem on complete lattices. (for a
thorough introductory account, see [2]): Suppose L is a complete lattice and that f is a monotone
function on L. Then f has a least fixed point given by (\{¢ | f¢ < ¢}, the intersection of all
prefixed points, and a greatest fixed point given by (J{¢ | ¢ < f¢}, the union of all postfixed
points. Consider the special case where L is the powerset of some given set X, i.e., L = X — Prop,
and the ordering < is the subset ordering. In this case the least fixed point, e.g., is given by ({¢ |
Vx. f ox = @x}. In higher-order logic, one can prove that the higher-order logic rendition of this
formula, i.e., Yo.(Vx. fpx = @x) = ¢ is a fixed point of f : (X — Prop) — (X — Prop) when f is
monotone. Similarly, one can obtain a higher-order logic definition of the greatest fixed point
based on Tarski’s greatest fixed point formula. In our situation, with our Iris resource logic,
we will use the persistence modality to ensure that the notions of monotonicity, prefixed point,
and postfixed point do not depend on any resources.

A More Systematic Account Let 7 be an Iris type and let F : (1 — Prop) — (t — Prop) be an
endofunction on the type of predicates on 7.

Definition 16.2. We say that F is monotone if, for all ¢, : T — Prop, it holds that
O(Vx.px - Px) = Vx.Fpx « Fix.
[ ]

Definition 16.3. Suppose F : (t — Prop) — (T — Prop) is monotone. We then define IfpF : t —
Prop, gfpF : T — Prop, and grd F : T — Prop by
fpF=Ax:t¥e@: 1 — Prop.O(Vx.Fpx « @px) = @x
gfpF = Ax: 1@ : 7 — Prop.O(Yx.gx « Fox) A px
grd F = up : T — Prop. F(> ).
|

As the names suggest, lfp F is the least fixed point of F, gfp F is the greatest fixed point of F,
and grd F is the guarded recursive predicate defined by F. The latter is by definition, whereas
the least and greatest fixed point properties require proof. We now state the claims precisely
using a series of lemmas, which are instructive to prove. We leave the proofs as exercises to the
reader. As mentioned above, by the inductive predicate defined by F we mean lfpF, and by the
coinductive predicate defined by F we mean gfpF.
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Lemma 16.4 (lfp F is a fixed point of F, up to provability).
Vx.F(lfpF)x 4 Ifp Fx
Lemma 16.5 (Induction Principle). For all ¢ : T — Prop,
O(Vy.Fey —+ @y) = Vx. lfp Fx - @x.
Lemma 16.6 (Strong Induction Principle). For all ¢ : T — Prop,
O(Vy. F(Ax.x Alfp Fx)y - @yp) = Vx. lfp Fx - @x.
Lemma 16.7 (gfp F is a fixed point of F, up to provability).
Vx. F(gfp F)x -+ gfp Fx.
Lemma 16.8 (Coinduction Principle). For all ¢ : T — Prop,
O(Vy. ey + Fey) = Vx. px -+ gfp Fx.

To get a better intuitive understanding of inductive, coinductive, and guarded recursive
predicates, and how they relate, we consider an example, namely reachability in the following
infinite graph G.

The graph G is an element of a type of graphs with nodes A or B(n, m) (with m < n) and with
edges labelled with a boolean T or F. We assume that this type of graphs is available in Iris,
just like we assumed that the type of finite mathematical sequences is, see Section 4. We also
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assume that the type of nodes is available and denote it by Node. Moreover, we assume that
we have an Iris type of mathematial streams (finite or infinite sequences) available; we write
Stream(B) for the type of streams of booleans B = {T, F}, and we write [] for the empty stream,
and [ :: Is for the stream with head / and tail Is.

We will now consider different ways of defining reachability in the graph G. Specifically, we
will define predicates that express that, starting from some specific node, a stream of booleans
is reachable in G. (For example, looking at the picture of G above, since there is a loop from
node A to A labelled T, it is intuitively clear that the constant infinite stream of T’s is reachable
from A.) Thus we will be interested in predicates on the type 7 = Node x Stream(B).

Consider now the following function F : (Node x Stream(B) — Prop) — (Node x Stream(B) —
Prop):

Fi=Mx,Is).ls=[]v3Ay,LIs" Is=1:1s" NEdge(G,x,9,1) A pyls’

where Edge(G, x,,]) means that there is an edge from node x to node y in the graph G with
label I.

Lemma 16.9. F is monotone.

Since F is monotone, the least and greatest fixed points Ifp F and gfp F of F exist, as does the
guarded recursive predicate grd F. Each of these define a notion of reachability.

Lemma 16.10.
Vx:t. lfpFx+ gfpFx+ grd Fx.

The following lemmas express that the inductive notion of reachability only contains finite
paths.

Lemma 16.11. Let Is be a finite sequence of constant T’s or constant F’s. Then lfp F(A, Is) holds.

Lemma 16.12. Let Is be an infinite sequence of constant T’s or constant F’s and let n be any node.
Then 1fp F(n,ls) does not hold, (i.e., Ifp F(n,ls) + False).

The following lemmas express that the coinductive notion of reachability not only includes
finite paths, but also infinite paths.

Lemma 16.13. Let Is be the infinite sequence of constant T’s. Then gfp F(A, Is) holds.

Lemma 16.14. Let Is be the infinite sequence of constant F’s and let n be any B node. Then
gfp F(n,[s) does not hold (i.e., gfp F(n,ls) + False).

Lemma 16.15. Let Is be the infinite sequence of constant F’s and let n be any node. Then gfp F(n,ls)
does not hold (i.e., gfp F(n,Is) + False).

Intuitively, the following lemma captures that guarded-recursive predicates are “closed un-
der limits”: by Lemmas 16.10 and 16.11 every finite path of constant F’s is in the guarded-
recursive notion of reachability; this is used to prove the following lemma, which says that also
the limit, the infinite sequence of constant F’s, is in the guarded-recursive notion of reachability.

Lemma 16.16. Let Is be the infinite sequence of constant F’s. Then grd F(A, Is) holds.

We finally remark that guarded-recursive predicates are in fact unique (we did not include
a proof rule expressing that in Section 6.2) and that is exactly because their behaviour at limit
points is determined by what happens at finite approximants.
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17 The later modality and steps of computation

When explaining the later modality and weakest preconditions we explained informally that
the later modality is tied to physical steps of computation (i.e., steps in the small-step op-
erational semantics of the programming language). Formally, this can be seen in the actual
definition of weakest preconditions, which we do not present in these notes but which can be
seen in [8]. That being said, it is very instructive to look at this relationship within the logic,
i.e., using just what we have seen so far. To shed some light on this relationship, in this section
we look at an example of a program that is only safe, i.e., does not get stuck, for a few steps of
computation, and see what we can show in Iris about such a program. First, however, we take
a closer look at how we can formally state in Iris that a statement holds for a certain number of
steps.

In the formal language of Iris we formalize a proposition holding for a number of steps as
follows:

Definition 17.1. Given a proposition P we say that P holds for k steps if and only if the follow-
ing holds:

> False F P (P holds for k steps)

This makes intuitive sense: if P holds under the assumption that False holds after k steps,
then P must hold for k steps. In addition, we have that for a proposition P,

+ P holds if and only if for any k we have >*False - P holds (63)

This again makes intuitive sense: P holds if and only if it holds for arbitrarily many steps. The
only if direction of the above statement (63) is trivial. The if direction, on the other hand, is
not. It follows, rather easily (left as an exercise), from the following:

- k. »FFalse (64)

The statement (64) above, which might be a bit surprising at first sight, is in fact logically
equivalent to Lés induction. Before showing this however, let us ponder the intuitive meaning
of (64). It says that there is exists a number k such that False holds after kK many steps. Recall
that Iris is a step-indexed logic where the intuitive meaning of +- P is that for any j, P holds for
j steps. With this intuition in mind, (64) essentially says that for any j the following holds for j
steps: there exists a number k such that after k steps False holds. Since we are considering the
truth of the statement “there exists a number k ...” only up to j steps, we can simply take k
to be any number greater than j. Then, by definition, we don’t care about what happens after
k steps because it is already beyond the j many steps that we care about. The crucial point
here is the interpretation of the existential quantifier in our step-indexed logic. It allows us
to pick different k’s for the different number of steps being considered. A deep and thorough
consideration of the intuitive meaning behind the proof of the following theorem should reveal
the intuitive reasoning we just discussed for why (64) holds.

Remark 17.2. Note that the statement (64) holding, i.e., - k. >*False, does not imply that there
is in fact some number n for which + >"False holds. The key point here is that the existential
quantifier can be instantiated to be a different natural number depending on the current step-
index. The proposition + »"False cannot hold (i.e., cannot hold for all step-indices) for any fixed
n because for any fixed n it would not hold for step-indices greater than n. |
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Theorem 17.3. Statement (64) is equivalent to the principle of Lés induction.

Proof. [(64) is implied by Los] We need to show + Jk. >kFalse. By Lo induction it suffices to
show that »>3k. »*False r Jk. »FFalse. Now, we can use the »-1 rule. Hence, we have to show that
Jk. ¥+ False r Jk. »kFalse. We then eliminate the existential quantifier as the natural number
I which leaves us to show »'*!False + k. »*False. We simply take k to be [ + 1, or any number
larger than that, to finish the proof.

[(64) implies Los] We need to show that Q + P given that Q A>P + P. Now, by (64) we can
add k. »*False to our hypotheses, since we are assuming it holds. Thus it suffices to show that
Q AJk. »*False - P. We proceed by eliminating the existential quantifier as the natural number
I which leaves us to show Q A»'False I P. We proceed by induction on I. The base case is trivial:
we have to show that QAFalse + P. For the inductive case, we can assume (induction hypothesis)
that Q A»/False + P and have to show Q A»/*!False - P. Now, by our starting hypothesis, (the
antecedent of L&s) we have that Q A>P + P. Hence, it suffices to show that Q A »*1False F QABP
to conclude the proof. Obviously, Q A»'*!False  Q holds. Therefore, we only need to show
Q Av!*lFalse  »P. We proceed by weakening Q by putting it under a later modality. That
is, we need to show »>Q A»/"!False r > P. And since later commutes with conjunction (LATER-A)
we simply need to show >(Q A>'False) - > P. Finally, the Larer-mono rule can be applied which
leaves us to show Q A»False - P. This is precisely our induction hypothesis (the induction we
performed on /) which concludes the proof. QED

To summarize, what we have seen so far captures, in the formal language of the logic, what
we intuitively think when we think about step-indexing in Iris. The proposition »False holds
if we are proving things only up to k steps. When we are proving a proposition P in Iris we
are essentially showing that for any k the proposition P holds for k steps (63). And that there
is always a step-index k such that we are proving things only up to k steps (64). Note how
the latter intuition essentially tells us that the reason why Loés induction holds is that we can
perform induction on the step-index; this, i.e., induction on the step-index, is exactly how one
proves the principle of Lés induction sound in the model of Iris [8].

Now, let us consider the following program which is not safe. It crashes, i.e., gets stuck, but
only after two steps of computation.

let twoSteps = (Ax.if x then 2 else 3 + x) false

Since Iris ties physical steps of computation (in the sense of small-step operational semantics)
to logical steps, i.e., the later modality, we should be able to show the following:

F {>2False} twoSteps {x. False}

And we can. After applying the rule Hr-sera corresponding to the function application step we
need to show

+ {>False} if false then 2 else 3 + false {x. False}
Now we can use the rule Hr-Ir for conditionals which leaves us to show
+ {False % false = true} 3 + false {x. False}
and
+ {False *false = false} 3 + false {x. False}

Both of which hold vacuously. Note how in this proof the postcondition is irrelevant as the
program never terminates within the two steps of computation that we are considering it.
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18 Case Study: Types and Abstraction: Logical Relations in
Iris

This section is still work-in-progress. It is closely based on [17]; indeed large parts of this section
are taken directly from [17], with permission from the authors.

So far we have used Iris for specifying and reasoning about programs written in the untyped
programming language Ayef conc- In this section we will consider a typed programming language,
F o ref conc» and show how we can use Iris to give semantic interpretations of the types of F o ref conc-

In the words of Reynolds [14], a type system “is a syntactic discipline for enforcing levels of
abstraction”. One of the fundamental properties of a type system is type soundness, i.e., that
“syntactically well-typed programs don’t go wrong” [12]. In contrast to the properties we have
considered earlier in these notes, where we so far have focused on properties of individual pro-
grams, type soundness is a language property: it is a property that depends on the operational
semantics and the type system for the whole programming language and it is a property that
one proves once and for all for a programming language. There are different approaches to
proving type soundness, most notably the syntactic approach based on progress and preserva-
tion lemmas (for textbook treatments, see, e.g., [13, 4]), and the semantic approach where one
gives a semantic model of the types and proves that any syntactically well-typed program is in
the semantic interpretation of its type.

An advantage of the semantic approach is that it gives a semantic account of the invariants
enforced by the syntactic type system. This means that it allows one to combine syntactically
well-typed programs with programs which are semantically, but not necessarily syntactially,
well-typed. This is important in practise since most realistic statically typed programming
languages include some facility for interacting with programs that are not syntactically well
typed (e.g., through foreign function call interfaces, or through an “unsafe” construct []).

An advantage of the syntactic approach using progress and preservation lemmas is that it
scales well to advanced type systems including impredicative polymorphism, recursive types,
and general reference types. In contrast, an often-cited challenge with the semantic approach
is that it is non-trivial to define semantic interpretations of advanced type systems (because the
semantic models need to support recursive definitions and impredicative invariants).

In this section we show that by interpreting types as Iris propositions it is straightforward to
give a semantic interpretation of types, and prove that all syntactically well-typed programs are
in the appropriate semantic interpretation. Moreover, we can also use Iris to show semantic
well-typedness of programs that are not syntactically well-typed.

The key point is that we can exploit Iris features such as invariants, persistence, and the
possibility of defining predicates by guarded recursion to give a simple inductive definition
of the interpretation of all the types of F, f,conc, which include challenging types such as im-
predicative polymorpic types, recursive types, and general reference types. We focus on type
soundness in Subsection 18.2.

Another advantage of the semantic approach is that it can be generalized to give a relational
interpretation of types, which is useful for proving contextual refinement and data abstraction
results. It is well-known that relational models for showing contextual refinement are also
non-trivial to construct. Moreover, it is particularly challenging to construct relational models
which are sufficiently powerful to allow one to prove relatedness of programs that use state
and concurrency in very different ways. Using Iris, however, we can addresss both of these
challenges. Indeed, in [17] a relational interpretation of the types of F, ,fconc is also defined,
by interpreting types as Iris relations. Moreover, it is shown that the relational interpretation
is expressive enough to allow one to prove challenging examples of program refinements. For
example, it is proved that a fine-grained concurrent stack module is a contextual refinement of
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a coarse-grained stack module. In light of the fact that we so far only used Iris for reasoning
about a single program at a time, it is perhaps somewhat surprising that we can also use Iris
to relate two different programs. Thus, in Subsection 18.3 we sketch the key idea of how this
can be done. However, we do not include a full description of the relational model, but instead
refer the reader to [17].

18.1 The language F, rof,conc

Flref.conc 18 MOStly as Aref conc, the main exception being that it is a typed languages. We have
all the same values and expressions as before with a few additions:

* fold and unfold respectively fold and unfold expressions of recursive types.

* Aisatype-level lambda abstraction.

Syntax
Val v u= -.-|foldv]|Ae
Expr e == .- |folde|unfolde|Ae|e_
ECtx E == -..|foldE |unfoldE |E_
Types v == X|1|N|Blt->rt|VX.t|txt|t+7|puX.t|reft

We have the same reductions as Aref cone With the addition of the following two pure reductions:

pure

(Ae) "~ e
unfold (foldv) "' v

As the weakest precondition is defined from the operational semantics, we get the same wp-
rules as in Figure 10 with the addition of the following two rules, corresponding to our two new
reductions:

wp-TLam WP-FOLD
>wpe e {P} +wpg (Ae) _{D} >wpe v {®} + wp, unfold (fold v) {P}

To make F, rf,conc @ typed language, we naturally need some typing rules. These are fairly
standard (see [13, 4]) and given in Figure 14.

Our goal is to prove type safety, hence we need a notion of safety. Here we will use the
following definition:

Safety We say a program e is safe, written Safe(e), if it does not get stuck. In more detail, e is
safe if, for all expressions ¢’ that e or one of the child thread of e has evaluated to, ¢’ is either
a value or it can be evaluated further by making a head step, or by forking a thread. This is
formally defined as follows:

Safe(e) £Ve',e1,e3,0. (0,e) >y, (0,87;¢'583) =
e’ eValv (de”,0’. (0,e7;¢';65) >y (0,677 83))V

(Fe”,0',e5. (0,e7;¢"53) >y (07,6775 855 €3))
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T-var
x:tel

T-BooL T-rEC
T-Unir T-Nat v € {true, false} ElTx:t,fito>1re:t
E|Trx:tT EITrH():1 Z|Trn:N Z|Trv:B E|Trrecfxi=e:t—>1
T-app T-TLAM T-tarp
E|Tre:t—>1 ElTrey:T EX|Tre:t E|Tre:VX. T
E|Tre ep:1

E|T+Ae:VX. 1

E|Tre_:t[t'/X]
T-1r T-PAIR
E|F|—e:IB% E|F!—ei:1 16{1,2} E|F|—61:T1 Elrl—EQITz
E|Trifetheneelseey: T E| T+ (er,e0): Ty XTp
T-proJy T-1Nny
ElTre:1 x1, iefl1,2} E|Tre:T; iefl,2}
E|Trme: T E|Trinjje: 1 +1;
T-MATCH T-roLD
Z|Tre:1+19 E|l,x:7i+e:13 ie{l,2} E|Tke:t[pX. t/X]
Z | T + match e with inj; x = e; end : 73 E|l+folde: uX. T
T-uNFOLD T-arLoc T-LoaD
EllT+re:pX. T Z|Tre:T
E|T +unfolde: t[pX. t/X]

Z|T+e:ref(t)

E|T +ref(e):ref(t) E|Tr!le:t

T-sTORE

Z|T+ep:ref(r) E|lte:t

E|F|—61<—62:1

T-CAS
E|Tre :ref(r) E|Tkey:t E|lTres:t EqType(t) EQTyp-unIT EQTyp-NAT
E | T+ CAS(eq,ep,e3): B EqType(1) EqType(N)
T-rorK
EQTyp-BOOL EQTyp-rREF = | [re:t
EqType(B) EqType(ref())

Z|Trfork {e}:1

Figure 14: The typing rules of F, of conc-
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18.2 Unary Logical relation

In this section we define a unary logical relations model for F ,ef conc and use it to prove the
type soundness theorem. That is, for each type we define a logical relation. We show that
each well-typed program is in the relation for its type. Furthermore, we show that programs in
the logical relation for a type have well-defined behavior, i.e., they do not get stuck. The type
soundness theorem is a direct consequence of these two facts.

We define the logical relations in three stages. We first define a relation for closed values
of a type by induction on types. We then use the value relations to define relations on closed
expressions. Intuitively, a closed expression is in the relation for a type t if it is a computation
that results in a value that is in the value relation for the type 7. Finally, we define the logical
relation for (open) expressions based on the expression relations and the value relations above.

Flref.conc features polymorphism. Hence, types can have free type variables. Thus, we index
the relations on closed values and expressions with a map, A, which assigns a semantic type (a
value relation) to each free type variable. That is, for each type T we define the value relation
[E F 7] : Val — Prop where A : E — Val — Prop. The full definition of the value relations for
types is given in Figure 15. We will discuss them in detail below. Before that we discuss how
value relations are extended to expression relation on closed and subsequently open expres-
sions.

Intuitively, a closed expression is in the expression relation for a type 7 if it computes a
result that is in the value relation for the type T. We define the expression relation, [E + T]]i :
Expr — Prop, using weakest preconditions, as follows:

[E+7]&(e) 2 wp e {[EF 7]a)

In order to formally define the logical relation for open expressions we first define a relation,
[E+ -]]g, for typing contexts. Intuitively, a list a values, 7, is in the relation for a typing context,
T, if each value in 7 is in the value relation for the type corresponding to it in I'. The formal
definition of the typing-context relation is given below. Here, ¢ is the empty list of values.

[Er]SE) 2T

[E+Tx:7](F,w) 2 [EFTIS(F) * [E F ]a(w)

Let 5, T, e and 7 be such that all free variables of e are in the domain of I' and all free type
variables that appear in I or T are in Z. Then, we write Z |I' F e : T to express that the expression
e is in the logical relation for type 7 under the typing contexts I and E. This relation is defined
as follows:

ETEe:t2VA T [EFTI{(V) F [EF 7]f (e[7/X))

The value relation for types are given in Figure 15. One important aspect of the type system
of Fy, ref,conc 18 that it is intuitionistic, i.e., values, e.g., function arguments, can be used multiple
times. Thus, it is crucial that the value relation of all types are persistent and hence duplicable.
The persistence modality and the side-condition persistent(\V) in Figure 15 are added to ensure
the persistence of value relations.

The value relation for type variables is given by A. A value is in the relation for the unit
type if it is (). A values is in the relation for the type of natural numbers if it is simply a natural
number; similarly for booleans. A value is in the relation for the product type if it is a pair of
values each in their respective types. A value of the sum type 7+ t’, on the other hand, is either
a value in the relation for 7 or one in the relation for v’. The value relation for recursive types
is defined using Iris’s guarded recursive predicates. A value is in the relation for a recursive
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[EF X]a £ AKX)

£+ 1]a() £ v =)
£9peNv=n

[E+N]a(v)
[E + B]a(v) £ v € {true, false}
[EF 1 x]a(v) £ 30,05, v = (v1,0) * [E F 1] a(v1) * [E F 1] A(v2)
[E+r1 +1]av) & \/ Jw. v =inj; w*[E F 1;]a(w)
i€{1,2}

[Ert—7]a@) 2 O(Vw. [E+ T]sw) =+ [E+F T]5 @ w))
[E+pX. t]a(v) £ ]/I\I—’. Jw. v =foldw AP[E F T]p xow (W)
[E+VX. t]a(v) (V\I’ persistent(W) = [E,X + Tﬂi,x.—w(v ,))

[E Fref(0)]a(v) 23¢.v = ¢ ABw. € > w[E F ta(w)]" "

[1]

Figure 15: The unary value relation for types of F;, of conc-

type if it is of the form fold w such that the value w is, one step of the computation later, in the
relation for the recursive type. Notice, however, that unfolding a folded value takes a step of
computation. A memory location is in the relation for a reference type, ref(7), if it invariantly
stores a value that is in the value relation for 7.

A value v in the relation for the function type © — t’ if whenever v is applied to a value w, in
the relation for 7, the resulting expression, v w, is in the expression relation for ©’. A value is in
the relation for the type VX. 7 if, when instantiated, the resulting expression is in the expression
relation for 7 where the interpretation for X is taken to be any persistent predicate.

Lemma 18.1. Let 7 be a type such that all its free type variables appear in E. Furthermore, let X be
a type variable such that X ¢ 2 and let A be an interpretation for type variables in E. It follows that

[EFt]a(®) 4 [E X+ 1]a x>0 (V)
for any predicate W and value v.
Proof. By induction on the structure of . O

Lemma 18.2. Let I be a typing context such that all free type variables of I appear in E. Furthermore,
let X be a type variable such that X ¢ B and let A be an interpretation for type variables in E. It follows
that

[E+ F]}i(?}’) W+ [E,XF rﬂg,xpr(m

for any predicate W and sequence of values V.
Proof. By induction on the length of I' using Lemma 18.1. O

Theorem 18.3 (Fundamental theorem of unary logical relations). All well-typed terms are in the
logical relation.
IfE|Tre:t then E|TFe:t
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Proof. By induction on the typing derivation. All cases follow from the inference rules of weak-
est preconditions presented in Section 14.1. Here, we present a few cases of this proof.

— Case T-arroc: For this case, given A : & — Val — Prop and a list of values 7 such that
[E+ F]]g(?), we need to show assuming

wp e[V/X]{[E+ T]a) (65)

that the following holds:

wp ref (e[ V/X]) {x.Elﬁ. x=lAFw. Lo w[EF t]a(w) ‘N[}

We use the rule we-sinp together with the assumption (65) above. Consequently, we need
to show that given some arbitrary value v such that

[E+F t]a(v) (66)

we have

wp ref (v) {x.ﬂf. x=CA[Fw.l>w+[EF TﬂA(w)‘N'e}

We proceed by applying the rule we-arLoc which requires us to show:

sV 0 v —+wpl’ {x.3€. x=lAJw. b w=][Er T]}A(w)\N'f}

This follows easily from the rules we-vaL and Inv-arLoc together with assumption (66)
above.

— Case T-rec: For this case, given A : E — Val — Prop and a list of values 7 such that
[E+ f]]g(?), we need to show assuming

Yo, [2+ Ta@)* [EF T - Tla() ~wp € F/RDv.u/x fIHIEFT]a) (67)

that the following holds:
wp rec f x:=e[V/X] {x. D(Vw. [EF T]a(w) = [E+ T]5 (x w))}
By the rule we-var it suffices to show:??
Vw. [E+ t]a(w) =+ [EF T]§((rec f x:= ¢[T/X]) w)
Note the operational semantics pertaining to calling a recursive functions. The expression
(rec f x:=e[V/X)) w
reduces to the expression
(e[V/X))w,rec f x:=e[V/X]/x, f]

in a single step of computation. Hence, if we know that [E + © — ']s(rec f x :=e[V/%X])
holds we can use the assumption (67) above to finish the proof. However, this is exactly

22We can introduce the persistence modality because all assumptions are persistent.
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what we have to show but crucially we only need this after one step of computation, in-
tuitively because a recursive call can only occur inside the body, after the current call.
Hence, to finish the proof we use the Lob rule. Consequently we get to assume the follow-
ing L6b induction hypothesis (IH).

pYw. [EF t]a(w) = [E+ TS ((rec f x = ¢[T/X]) w) (IH)

We finish the proof using the rule we-rec which requires us to show the following for some
arbitrary value w for which we have [E + 75 (w):

>wp (e[V/X])[w,rec f x:=e[T/X)/x, fFI{[E F T']a}
This follows easily from our assumptions and the Léb induction hypothesis, (IH), above.

Case T-ream: For this case, given A : E — Val — Prop and a list of values ¥ such that
[E+ F]]i(?), we need to show assuming

VW2, X F T g (T) Fwp e[ B/ZNHIE X - T]a xow) (68)
that the following holds:

wp A e[V/%] {x. D(V‘I’. persistent(V) = [E,X + T]]i,XH\I’(v ,))}

Since A e[V/X] is a value, we use the rule we-var. Hence, it suffices to show the following
for some arbitrary but fixed W such that persistent(\V):

[E, X k1] xow((A e[T/7)) )

Note that here we can introduce the persistence modality as none of our assumptions
assert any ownership. Unfolding the expression relation in the above formula reveals that
we need to show:

wp (A [T/ {[EX b Tl )

To prove this, we proceed by applying the rule we-TLam and as a result need to show:
swp e[ 7/%1{[E, X r Tlaxow)

Finally, we can finish the proof by appealing to assumption (68). We only need to show
[E, X+ I‘]]XXH\P(V) while we have [E F]]g(?). However, this follows from Lemma 18.2.

O

Lemma 18.4 (Adequacy of unary logical relations). Let e be an expression such that [2 + T}]i(e).
Then, e is safe, Safe(e).

Proof. This lemma is a direct consequence of the adequacy theorem, see [8]. O

Theorem 18.5 (Soundness of unary logical relations). All closed well-typed programs of Fy, ef,conc
are safe:

If - |-+e:t then Safe(e)
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Proof. By the fundamental theorem of unary logical relation, Theorem 18.3, we know that
loFerT
Expanding the definition of unary logical relations we get
VAT [+ 150 F [ o)l (e[ F/])
We take A =0 and ¥ = ¢ which gives us
[+ Tgte)+ [k I (eleve)

which immediately simplifies to [- + T]]i(e). By Theorem 18.4, we get Safe(e), as required. O

The logical relations model presented in this section is modular. For instance, a well-typed
function of type T — 7’ (which by the fundamental theorem falls in the logical relation) can
be applied to any expression that is the logical relations for 7 and the result is in the logical
relation for 7’. On the other hand, our logical relations model is defined in terms of untyped
expressions. This means that our logical relations model can be used to prove safety of pro-
grams that mix well-typed code with untyped code as long as we show that the untyped code is
semantically well-typed, i.e., the untyped code is in the logical relations for the appropriate type.
As an example of a program that is not well-typed but is nonetheless semantically well-typed
consider the following:

AA(Af. Ax. Ag. Ay. let | :=ref (true) in fork {I < false};
if !l then waitfor I;1 < x;inj; (f 1) elsel « yp;inj; (g 1))

where
waitfor 2 rec f x:= if |x then f x else ()
This program does not syntactically have the type
VX.VY.(ref(X) > X) > X > (ref(Y) > Y) > Y 5> X+Y

but it semantically does. This program allocates a boolean reference and uses it to non-determi-
nistically call f or g. In each case it changes the reference that it has already allocated with the
given value of the appropriate type before passing it to the chosen function. In case the decision
is made to call the first function, i.e., the other thread has not succeeded in the race, it waits for
the other thread to finish. This is to ensure that the other thread writing to the reference [ is not
going to destroy the contents of / at some later point. Despite not being syntactically well-typed
one can show that the program above is semantically of the type given. Hence, this program
can be safely linked against any other (syntactically or semantically) well-typed program with
compatible type.

18.3 Binary logical relation for contextual refinement

In [17] the authors also define a binary logical relations model for F, ,f,couc and prove that
logical relatedness implies contextual refinement.

Many of the ideas from the unary case carry over to the binary case, e.g., the binary value in-
terpretation is a straightforward modification of the unary value interpretation. The expression
interpretation, however, is quiet different: in the unary case, it sufficed to use a simple weakest
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precondition definition, but now, in the binary case, the challenge is to find a way to relate two
(different) expressions. In this section, we sketch the key ideas of how one can define a rela-
tional model. We do not include the full definition of the binary logical relation, but instead
refer the reader to [17].

In the relational model, the goal is to define a logical relation, such that if e is logically
related to ¢’ then e contextually refines e’. We often refer to the expression “on the left”, e, as the
implementation side expression and the expression “on the right”, ¢, as the specification side
expression. To define the relational models, we need a way to refer to (the heap and different
threads of) the program on the specification side “that is about to be executed”. The intuitive
definition of two expressions being related is as follows:

An expressions e (the implementation side) is related to an expression e’ (the specification
side) if we have:

Vj,K. “thread j is about to execute K[e']” —

)«

wp e {3v’. “thread j is about to execute K[v']”}

This relation between e and e’ reads as follows: if thread j is about to execute ¢’ under some
evaluation context K on the specification side and e reduces to a value, then there is a value v’
such that the specification side is about to execute K[v’]. In other words, whenever e reduces
to a value we know that ¢’ has also been reduced to v’. The reason for explicit quantification
over the thread j under which the specification side is being executed is to enable thread-local
reasoning. We quantify over the evaluation context K under which the expression is about to
be executed to enable modular reasoning with respect to evaluation contexts.

The goal is now to be able to formalize that “thread j is about to execute K[e’]”. For this, we
first define the monoids:

Hear 2 Auth(Loc ™™ (Ex(Val)))
Troor 2 Auth(N 2\ (Ex(Expr)))

Letting y;, yt'p be instances of Heap?? respectively Troor we now define the following proposi-
tions:

SpecConf(o, @) 21 eres(o)|”" *(;fﬁfﬁaf(;e;)ﬁ}%”
v

where
fpfnOf(ey,...,e,) = {(i,e;)|1 <i <n}

Here, p is a configuration, i.e., a pair of a heap and a thread pool, (o, ¢). The intuition is that
SpecConf(p) is the (unique) configuration that the specification side is in. The propositions j =
e and ¢ —; v simply specify the exclusive ownership of the execution of a thread or a memory
location on the specification side. Naturally, this requires the propositions to be exclusive.

23Notice that is the same resource algebra, that is used to define the standard — predicate. Hence we now have
two instances of it, one yj, for tracking the heap on the implementation side and one y; for tracking the heap on the
specification side.
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Furthermore we use the following invariant to express that the specification side is in a
configuration reachable from some starting configuration:

SpecCtx(p) £|3p’. SpecConf(p’) A p—1, p"N'SC

With these tools, it is possible to define the expression relation as:

[E+1]&(e.¢)) 2 Vp,j, K. SpecCtx(p) * j = K[e']
wpef{v. v j = K[V ][*[E+ t]a(v,v))}

The expression relation above states that e and e’ are related if the following holds: for any
thread j which is about to execute ¢’ under some evaluation context K, it is safe to evaluate e
and whenever e reduces to a value v, we know that ¢’ has also been evaluated to some value v’
in thread j under the evaluation context K. Furthermore, we know that v and v’ will be related
as values of the type relating e and ¢’. Thus, essentially, two expressions e and e’ are related at
type t if, whenever e reduces to a value, so does ¢’ (no matter under which circumstances it is
being evaluated), and the resulting values will be related at type 7.

One can now define the binary logical relations for F, rf,conc, Written E | T'F e <jpq "1 7, as
follows:

EITEe<pee T2V, 0 A [E+TIS(T,0)F[EF 1) (e[ /)€ [v/F))
g 'V A\ A g

where ¥ is the domain of I.

See [17] for the definition of the value relation and also for applications of the logical relation
for proving challenging contextual refinements.
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A Overview

This appendix contains an overview of the operational semantics, typing rules, and logical rules
(and derivations thereof) presented throughout the lecture notes.

The appendix subsections are denoted with the sections of the lecture notes that they cover.
When doing exercises you should only use the rules corresponding to the current section and
sections before it. Additionally, make sure to only use rules that are marked as derived if you
have already carried out the example/exercise to derive them.
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A.1 Operational Semantics (Section 2)

Syntax
xy,f € Var
¢ € Loc
n € Z
© 1= +l-lxl=]<]~

Val v u=  ()|true|false|n|€|(v,v)|injyv]injv|recf (x):=e

Expr e = x|nle®@e|()|true|false|ifethencelsee]|l
| (e;e)| me|mpelinjyelinj e| matchewithinj; x = e|inj, y = eend
| recf(x):=elee
| ref(e)|!e|e« e|CAS(ee,e)|fork {e}

ECtx E == —|E®e|ve®E]|ifEtheneelsee|(E,e)|(v,E)|m E |7, E|inj; E|injy E
| match E withinj; x = el|inj,y =eend|Ee|vE |ref(E)|!E|E«e|v«E
| CAS(E,ee’)| CAS(v,E,e) | CAS(v,v’,E)

Heap h e Loct™val

TPool £ € NﬁiExpr

Config ¢ == (hE)

Pure reduction

pure .
vev T~ v’ ifv =vev

if true thene; else e, P ey
. pure

if false then e elsee;, "~ e;
pure

i (v1,v2) ~ v
. s L pure

match inj; v with inj; x; = eq | inj; x; = ey end "~ ¢;[v/x;]
ure
(rec f x:=e)v '~ e[(rec f x:=e)/f,v/x]

Per-thread one-step reduction

(h,e) ~ (h,e’) if e P ¢!
(h,ref (v)) ~ (h[€ > v],€) if £ ¢ dom(h)
(h,1€) ~ (h,h(£)) if £ € dom(h)
(h,€ —v) ~~ (h[€ — v],()) if £ € dom(h)
(h, CAS(€,v1,v5)) ~ (h[€ > v, ], true) if h(€) = v,
(h, CAS(¢,v1,v;)) ~~ (h,false) if h(€) = v,
Configuration reduction
(h,e) ~ (W,e") j & dom(&) U {i}
(h,E[i — E[e]]) — (W, E[i — E[€’]]) (h,E[i v E[fork {e}]]) = (h,Eli = E[()][j > e]])
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A.2 Typing Rules (Section 3)

Well-typed terms of the basic logic

Trt:T Ox:ty:t'rt:n LLx:t,y:t" Lrt:t
X:THX:T Ox:t'+t:1 Lox:t' ktx/y]:t O,x:7",y: 7, T Ft{y/x,x/y]: T
F'rt:m Trt,: 1, Fity.0,ty > T €F v € Val e € Expr
TrF(ty,...,ty) : Tyst F'Fv:Val I't+e:Expr
[rt:m Tru:7, THt:T X1y ie{1,2} Ix:trt:t
Tr():1 Tr(tu):1 X1y Temt:T TFixt:t -7
Irt:t—>1 u:T
Trt(u): 7

F'rt:t Fru:rt I'+P:Prop I'+Q:Prop
I' + False : Prop I'+True : Prop F'rt=,u:Prop I'tP=Q:Prop

CrP:Prop I'FQ:Prop I'+P:Prop I'FQ:Prop I'kP:Prop I'Q:Prop

T'rPAQ:Prop T'rPVvQ:Prop T'+P+Q:Prop
CrFP:Prop I'Q:Prop Ix:t+P:Prop Ix:trP:Prop
I'tP—=Q:Prop I'tdx:7.P:Prop F'rVYx:t.P:Prop

A.3 Separation Logic Rules (Section 3)

We have the usual /7 and g laws for projections, A and .

UNIT-1 A-n

Fre:1 A-Pp x not free in e lte:ry > 1,
Trt=() TH(Ax:T.e)(ey) = eqer/x] '+ (Ax.e(x))=e

TN
n-p Tre:t X1 INL-f
T'rmi(er,e) =e; I'ke=(m e mpe) '+ case(inle, x.e1,p.e5) = e1[e/x]
CASE-I’]

INR-f3 Fte:t+0 T,zit+oke:p

'k case(inre, x.eq,p.65) = ey[e/y)] I+ case(e, x.eq [inlx/z], y.e; [inr y/z]) = e, [e/z]

Laws of intuitionistic higher-order logic with equality.

W-T E-T C-T SuBsT
F'PrQ Ix:t,y:0|P+Q I'x:t,y:0|P+Q 'M:t Lx:t|P+Q
Ix:7t|P+Q Ly:o,x:7|PrQ Ix:t|Plx/y]F Q[x/y] T'| P[M/x]+ Q[M/x]
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TRANS Eq

AsM P+rQ QFrR T,x:7+Q:Prop T|PrQ[t/x] T|Prt=,t  EQRem
PrP PrR T|PrQ[t/x] Prt=,t
EqQ-Symm Eq-TraNS 1E Al
Prt=,ru Prti =t Prty=;13 Q' False 1 RrP RFQ
Pru=,t Prty =13 QrP QF True RrPAQ
AEL AER VIL VIR VE
R-PAQ R-PAQ R+P R+Q SFPVQ SAPFR SAQFR
R+P R+Q R+PVQ R+PVQ S+R
=] =E VI VE
RAPHQ RrP=Q R+ P x:7t|QrP rQ+rVvx:t.P IFrt:tT
RrP=Q RrQ FrQ+VvVx:t.P I'|QFr P[t/x]
a1 dE
I'|QFr P[t/x] Frt:t l'R+dAx:t. P [,x:t|RAPFQ
T|Qr3x:t.P T|R+Q
Laws of (affine) bunched implications.
*[
*-WEAK *-ASSOC *-COMM Pl = Q] PZ - QZ
P +P+ Py Py #(Py# P3) 4k (P * Py) * P3 Py+Py - P+ Py P «PyQ1xQ)
] —~E
R+P+Q Ri+P—=Q R, +P
RFP—+Q Ri*R+-Q
Derived separation logic rules.
—~«E’ *-J-coMM A-J-comm
PrQ—R *-V-comm x ¢ FV(P) x ¢ FV(P)
P+QFrR P+(QVR)4+P+QVP=+R P+dx. @ 4+ dx. P+ D

PAdx. ® 4+dx. PAD

A.4 Program Logic Rules (Section 4)

Ht-FRAME
SH{P}e{v.Q}
SH{P+R}e{v.Q=*R}

Hrt-BIND
K is an eval. context

Structural rules.

Hrt-RET
w is a value

S+H{True} w{v.v = w)

Ht-FaLse

S+ {False} e {v.Q}

St{Ple{v.Q)  SrVv.{Q)K[v]{w.R)

S +{P} Kl[e] {w. R}
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Hr-csq
S persistent SEP=P  SH{P'}e{v.Q’}

S +VYu. Q'[u/v] = Qlu/v]
SF{(Plefv. Q)

Hrt-p1sy Hr-Ex1sT
S+{P}e{v.R} SH{Q}e{v. R} x ¢ FV(Q) S+Vx.{P}e{v. Q)
SH{PVQ}e{v.R} x ¢ FV(Q) St+{dx. P}e{v. Q}
Rules for basic constructs of the language.
Hr-or

vV =verv Hrt-LoAD

{True}voev {r.r=v"}

St ul'{vv=unl— u}

Hrt-ALLOC Hrt-sTorRE

S+ {True}ref (u) {v.3l.v=C AL u} St -l l—wvv=()Al— w)

Hr-Rec
I,g:Val|S AVy. VYv. {P} gv{u.Q} +Vy.Vv.{P}e[g/f,v/x] {u.Q}
I'|S+Vy.Yv. {P}(rec f x:=e)v{u.Q}

Hr-MAtcH
Hr-Projy S+{P}e;[u/x;] {v.Q}

S +{P} match inj; u with inj; x; = e | inj, x; = e, end {v.Q}

S F{True} it; (vi,vy) {v.v = v;}

Hr-Ir
{P+b=true}e, {u.Q} {P =D = false} e; {u.Q}
{P}if b then e, else e3 {u.Q}

The following two rules allow us to move persistent propositions in and out of preconditions.
Hr-EqQ
SAt=;t'+{P}e{v.Q}
SH{PAt=;t'}e{v.Q}

Hr-Hr
SA{P}er {v.Qi} + (P} er {v.Q5}
SH{P, A{Pi} e {v.Q1}} ez {v.Q5}

Derived rules for derived constructs of the language.

Hr-LET
S+{P}e; {x.Q) S +VYv. {Q[v/x]} e [v/x] {u.R}
SH{P}letx:=eine; {u.R}

HT-LET-DET

SH{P}le; {x.x=vAQ} S H{Q[v/x]} e [v/x] {u.R}
S+{P}letx:=ejinep {u.R}

Hrt-seQ
S+{P}e {v.Q} S+{dx. Q} ey {u.R}
S+ {P} e1;en {MR}

Hrt-BETA
S+ {P}e[v/x] {u.Q}
S H{P} (Ax.e)v {u.Q}
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A.5 Rules for the Later Modality

LATER-MONO

LATER-WEAK Los >-1 d->
Q+P Q+rP QA>P+P 7 is inhabited Qrrdx:t.P Q+rdx.»>P
>Qr>P QrvP Q+P Qrdx:t.»P Qrrdx. P
LATER-A LATER-V LATER-Y LATER-*
Rr>(PAQ) Rr>(PVQ) QreVx. P RrePx>Q
RE>PA>Q Rr>PVv>Q QrVx.>P Rr>(P+Q)
Hoare Triple rules that strip laters.
Hr-BETA
S+ {P}e[v/x] {u.Q} Hr-Loap

Sk {>P}(Ax.e)v {u.Q} SEPpl—u}ll{vv=unrl— u}

Ht-sTorE

Skl -} l—wvv=()AlH w}
Hr-Rec
[,g:Val|SAVy. Yv. {P}gv{u.Q}+Vy.Vv.{P}e[g/f,v/x]{u.Q}
I'|S+Yy.Vv. {»P}(rec f x:=e)v {u.Q}

Hr-MAtcu
S+ {P}e; [u/x;] {v.Q}

S+ {> P} match inj; u with inj; x; = e; | inj, X, = e end {v.Q}

Derived Hoare Triple rules that strip laters.

Hr-LET

S+ {P}e; {x.>Q} S +Vv. {Q[v/x]} e [v/x] {u.R}

SH{P}letx:=eqine, {u.R}

HT-LET-DET

SH{P}ey {x.px=v A>Q} S H{Q[v/x]} ex [v/x] {u.R}

S+{P}letx:=ejine; {u.R}

Hrt-seqQ
SH{P}ey {v.>Q} S+{Ix. Q} ey {u.R}
S+ {P}ey;ep {u.R}

Hr-1r

{P+b=true}e, {u.Q} {P b =false} e3 {u.Q}

{>P}if bthene, else ez {u.Q}
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A.6 Rules for the Persistently Modality (Section 7)

PERSISTENTLY-SEP

SFOPAQ
SFOP+Q

PERSISTENTLY-DUP

OP4-0OP=+P

PERSISTENTLY-IDEMP PERSISTENTLY-A

oProOP

PERSISTENTLY-Y PERSISTENTLY-]

Vx. OP 4 0OVx. P

PERSISTENTLY-HT

{P} e {®@} 4 O{P} e {P}

Derived rules for the Persistently Modality.

PERSISTENTLY-INTRO

OPrQ
OoP+0OQ

OPAQ)4+OPAOQ

Odx. P4-3dx. OP

PERSISTENTLY-MONO

PrQ PERSISTENTLY-E

OP+OQ OP+P

PERSISTENTLY-V

OPvQ)a+OPvOoQ

PERSISTENTLY->

OsP+4->0OP

PERSISTENTLY-TRUE
True 4+ O True

PERSISTENTLY-EQ
t=, 40Ot =t

HT-PERSISTENTLY

OQASH{P}e{v.R}
SH{PAOQ}e{v. R}

PERSISTENLY-SEP-DERIVED

SFOPAQ)
SFO(P*Q)

Ht-rREC-LOB

I,f:Val|QAVy. Vv. o P} fv (P} + Vy. Vv. {P}e[v/x] {D}
I'QrVy.Yv.{>P}(rec f x:=e)v {D}

A.7 Rules for Invariants (Section 8)

Hr-inv-aLLoc

INV-PERSISTENT e
£ infinite

SAdie& [P F{Q)e{v.R)e
S+H{P+Q}e{v.R}e

l '_ Dl

T'+P:Prop I'+1:InvName
'+ l : Prop

HTt-1NvV-OPEN
e is an atomic expression

SA[P]'+{>P+Q}ef{v.>P+R};
SA[P] ¥ {Q} e {v-R}gyyy

Other rules related to invariants.

HT-MASK-WEAKEN

S+ {P}e{v.Qlg, £ C&
S+{P}e{v.Qlg,

Ht-rRAME-ATOMIC

e is an atomic expression S+{P}e{v.Q}

SE{P=*>R}e{v.Q*R}

Derived rules related to invariants.

HTt-INV-ALLOC-POST

€ infinite SH{P}e{v.Q}¢
St {(>P1)*P2}E{V.Q/\Hl€5.l}g

HT-LATER-FALSE
e is an atomic expression

{>(False)} e {v.Q}
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A.8 Rules for Ghost State (Section 8)
I'ta: M; |al; defined I'ra: M; y € GhostName I'ta: M;

iiiiiii

Cklal; s M; I'taecV;:Prop I’l—;a:/\/li}y:Prop

FRAME-PRESERVING-UPDATE
a~B e VxeM,a-xeVY=3beB,b-xe V.

o 0 PERSISTENTLY-CORE
wN-or WN-VALID Tra:M; lal; defined

M b M b M @My eV lai My Olal M

A.9 Rules for the Update Modality (Section 8)

UPD-MONO

PrQ UPD-INTRO UPD-IDEMP UPD-FRAME
I'rP:Prop -
—_— BPrBEQ PrBP BEP-HEP P+EQrBE(P+Q)
I'rBP:Prop
GHOST-ALLOC (GHOST-UPDATE
aeV a~b
True - 3y. al +lb
Hrt-cso-vs

S persistent SEP=P  SH{P'}e{v.Q’} S+Yu. Q'[u/v] = Qlu/v]
S+{P}e{v. Q)

Derived rules for the update modality.

UPD-SEP UPD-BIND
P+rBEQ Ph+EQ; h+EQ P+QrER
P +P B (Q1+Qy) P +P+ER
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